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FEDERAL BUREAU·OF INVESTIGATION 
Electronic Communication 
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Title: (U//~) Opening of Full Investigation on 
a Sensitive Investigative M~tier (SIM) 

Date: .07 /10/201'5 

cc:~l ------------~ 
From: COUNTERINTELLIGENCE 

D5-CD4 

·Contact: 

Approved By: L---------------~ 

Drafted By: 

SC KABLE CHARLES .H IV 
A/DAD David W Archey 
AD COLEMAN RANDALL C 

FBI 11-IFO. 
CLASSIFIED BY: HSICC ;; S 7 JEJ5T:~>l 
REASON: 1.4 (C) 
m:Cl.l>..SSI.F"1 OIL 12-31-2040 

DATE: 10-27-2016 

...,;....__ ____ ~"~"- \ .1 ·------
Case ID #:I r~- (S/~ I 

. · MISHANDLING OF c;LASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

DOCUMENT RESTRICTED TO CASE PARTICIPANTS 
Th1s document contains information that is restricted to case participants. 

Synopsis: ;U/ :~) FBIHQ, Counterespionage Section, is opening a full 
investigation based on specific articulated facts provided by an 811 
referral from the Inspector General of the Intelligence Community, 
dated July 6, 2015 regarding ttie potential compromise of classified 
information. 

Full Investiqation Initiated: 07/10/2015 
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Title: (U//~ Opening of Full I nvestigation on a Sensi tive 
Investigative Mat ter (SIM) 

Re : I I 0 7 I 1 0 I 2 0 15 

Enclcsure(s): Enclosed are the following items : 

1. ( U//~) Referral documents received from ICIG 

.Details: 

;U't .. (~) FBIHQ, Counterespionage Section, i s ope ning a full investi 

gation based on speci fic dLliculated facts provided by an 811 referral 

from the I nspector General of the I ntelligence Community ( ICIG), dated 

July 6 , 2015 rega rding the potential compromi se of classi fied 

information . 

( U//~) The purpose o f t h i s investiga t ion is to d e tect , obtain 

information about, and protect against federal c rimes or threat s to the 

nationa l security. The initiation o f this Full Investigation is based, 

as pe r AGG-Dom II. B. 3 and DIOG Sect ion 7.5, on activity const ituting•a 

federa l cr ime or a threat to the national security has or may have 

occurred , is or may be occurring, or will or may occur and the 

investigation may obtain information relating to the acti vi ty or the 

involvement or r ole of an indiv idual, group, or organization i n such 

activity . 

;U\ ~~~ The ICIG refe rral provided a sample unc lassif i ed e-mail 
' ' thaL a llegedly contains informat ion at a classified a nd SCI level . 

According to the ICIG, this e-ma i l was part of a larger trove o f other 

unclassified e-mails t hey were reviewing during their own 

investigation. 

;TJ) N / Mti"; The f o llowi ng d ocument ation was provided by the ICIG and 

will be kept i n the lA sect ion of t h e case f ile . 

1) 811 refer~al letter from the ICIG dated July 6, 201 5 regarding 

Potential Comp r omise of Classified Information. 

2) Letter fr om the IC IG da ted J une 19, 2015 regardi ng Update to IC 

IG support to Stat e Depa r t ment IG . 

3) Letter from the ICIG dated June 25, 20 15 regarding Classified 

Material on Personal Storage Devices. 

4) E-mail dated April 10, 2011 with example of potentia l i nclusion 

~ / /NO!'OMf 
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Title: (U/ /Peee) Opening of Full Inves t igation on a Sensitive 
I nvestiga tive Ma tter (SIM) 

Re: I I 07/10/201 5 

'U' . I 
' ' 

of classified information contained in an unclassifi ed e-mail . 

5) Le tter f r om Wi l liams & Connolly LL P da ted June 24, 201 5 rega rding 

pre se rvation effo r ts related to e-mails. 

(~F) Due to the e xtremely sensitive nature o f t his 

invest i gation and the damage its disclosure c ould cause, the c ase wi ll 

be des i gnated a s a prohibited investigation in accordance with the 

Counterint~ll igence Division Policy Implementat ion Guide. Author 

requests Assistant Directo r concur r ence to ma intain the identi fied case 

a~ proh ibited. 

10:1 ( S~) This inve s tigation is also designated a Sens iti ve 

Invest i gative Matter (SIM) due to a C?~nection to a current p ublic 

official , pol iti cal appo intee or candi date a s defined in Secti on 

10 .1. 2 . 2. 2 of the DIOG. 

:'UTI , , ~) Additionally , a n As sistant .Director exemption: for 

uploading to Sentinel is requested. Since the ICIG r eferral alleges 

classified SCI material may have bee n compromi s ed, a l~ invest igat ive 

work will be cond ucted on SCION . As docume nts to t he case f ile a re 

added, a placehold er will be entered into Sent i nel and a ser ial number 

as signed to t h e document. Electronic co pies o f the cas e ser ials wil l 

be store d on SCION. The physical cas e fil e docume nts will be stored in 

a locked file cabinet l ocated i~ I a current l y certified SCIF . 

•• 
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In Reply, Please Refer to 
File No. 

• • 
. U.S. Department of Justice 

Federal Bureau of Investigation 

Washington DC, 20535 
July 13, 2015 

(U) OPENING LHM FOR FULL INVESTIGATION ON USPER 

(U) Subject (s) Name: UNKNOWN SUBJECT 

(U) Preliminary Investigation 

(U) X · Full Investigation 

Singl e sub ject 

X Multi-subject 

Ente rprise 

Fore ign inte lligence collection 

C~.SSiriED BY : NSICG .J37J85T94 
::U:...l>.SOH ; 1 . 4 ( C; 

DECLASSIFY CH' 1 2 - 31 - 20 40 
DATE · l 0-27-20Hi 

ALL IN!OR!.rATION CCWI'AINEC 
HER!:!N IS UHC.LASS!FIEI: EXCEPT 
iYHERE SHOl'frJ O'THER\'iiSE 

(U) Investigation initiated by: Field Office or X FBIHQ 

(U) FBIBQ/DOJ notice via LHM required (if yes to any below) : 

X A. full on USPER 

X B. SIM (PI or full ) 

C. ente rprise investigation 

D. foreign i ntelligence case 

(U} I. Purpose of the Investigation: . 
Check the appropriate purpose for· which the investigation is being 

· initiated, as per AGG-Dom II.B. l and DIOG ''6.2 and 7.2: 

20130301 

Page 1 of 4 

Thi s docume nt . contains nei ther recommendations nor conclusions of t he FBI. It is t he 
propert y of the FBI·and is l oaned to your agency; i t and its contents are not to be 
dist ributed o~tside your agency. 



• 
iSi L...,l =-r:=~~-:::-;::;-~1 

MISHANDLI NG OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENS ITIVE INVESTI GATIV E MATTER 

• 

X A. To de tect , obtain i n formation about, or preve nt or 
protect a gainst federal crimes or threats to t he nationa l 
security .· 

B. To collect f o reign i nte l l i gence. lFul l i~vestigati ons 
onl y} 

(U) II. Predication for the Investigation: 

Appropriate c ircumstan ces : Check the appropriate circumstance(s) 
on which the initiation o f t he Preliminary Investigation or Full 
I nvest i gat i on is based, a s per AGG-Dom II. B . 3 and DIOG Sections 6. 5 
and 7. 5; 

X A. (U) An activity constituting a fede ral crime or a threat 
to the-nat ional securi ty has or may have occurred, is or may be 
occu r ring, o r will or may occur and the investigation may obta in 
informa t ion r e latipg to t h e activi ty o r the i nvo l veme n t or role o f an 
indivi dual , g roup, or organi zation in such act i vi ty; 

B. (U) An individual, group, organization, ent it y, 
informati6n , property , o r activity i s or ma y be a target of a ttack, 
v ict i mization, a cqui sition , i n f il trat i o n, or recruitme nt in conne cti on 
wi t h cri minal a c t ivity in viol ation o f federa l law or a threat to the 
nat i onal security and the inv e stigation may obtain information tha t 
would help to protect a gainst such a ctivity or t hreat. 

C . (U) The i nvestigat i on may obtain f oreign intel ligence that 
is r esponsive .t o a Pos i t i ve Foreign Inte lligence Re q u irement , as 
d e fined in DI OG Sect ion 1 . 4 .~ . [Full invest igations only] 

':U) ~~ FBIHQ, Counterespionage Section, is opening a f ull 
investi gation based on specific articulated facts provided by an 811 
referra l from the I nspector General of the Inte lligence Community . 
( ICIG ) , da ted J u l y 6, 201 5 regarding the potential compromise of 
class i fied i nfo rmat i on. 

(U/(.~) The purpose of t his investigation is to detect , obtai n 
information about, a n d protect a gainst federal crimes or t hreats to 
the natio nal security . The init iation of this Full Inve s t igation ~s 
based, as per AGG- Dom II .B.3 a nd DIOG Section 7.5, on a cti vi ty 
c onst i tut i ng a f edera l c r ime or a threat to t he nat i ona l securit y has 
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MISHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER 

I I . 
or may have occurred, is or may be occurring, or will or may occ~r and 
the investigation may obtain information relating to the activity or 
the involvement or role of an individual, group, or organization in 
such activity. 

!,TJ't ~~ The ICIG referral provided a sample unclassified e-mail 
that allegedly contains information at a classified and SCI level. 
According to the ICIG, this e-mail was part of a larger trove of other 
unclassified e-mails they were reviewing during their own 
investigation. 

(U/ ~~ The following documentation were provided by the ICIG and 
will be kept i,n the 1A section of the case file. 

1) 811 referral letter from the ICIG dated July 6, 2015 regarding 
Potential Compromise of Classified Information. 
2) Letter from the ICIG dated June 19, 2015 regarding Update to 
IC IG support·to State Department IG. 
3) Letter from the ICIG dated June 25, 2015 regarding Classified 
Material on Personal Storage Devices. 
4) E-mail dated April 10, 2011 with example of potential 
inclusion of classified information contained in an unclassified 
e-mail. 
5) Letter from Williams & Connolly LLP dated June 24, 2015 
regarding preservation efforts related to e-mails. 
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!S ~ .... 1 ___ ~~--------~ ..... 

MISHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER 

(U) IV. Certification: 

The case agent and all approving personnel certify that: 

X A •. 

X B. 

X c. 

An authorized purpose and adequate predication exist 
for initiating the preliminary or full investigations; 

The investigation is not based solely on the exercise 
of First Amendment activities or race, religion, 
national origin or ethnicity of the subject; and 

The investigation is an appropriate use of personnel 
and financial resources. 

(U//~) The point of contact for this investigation is 
Assistant Section Chiefl !telephone number~~----~ 

Page 4 of 4 
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ALL INFOR1IATION CONTAINEC 
H:::REI'N IS UNC I...ASSIEIED EXCE'P'l' 
\irlERE SHOWll O'THERWISE 

• • CU..SSIFIED EY : NSICG J3?..i 85'f9 4 
RE..~SON : 1.. 4 ( C ) 

DECLASSIFY Oll: 12-3 1-20 40 
DAE : 10 - 27-:< 0l~ 

U.S. Department of Justice 

Federal Bureau of Investigation 

In Reply, Please Refer to 
FileNo. 

21 J u l y 2015 

To: Sally Quillian Yates 
Deputy Attorney General 
Department of Justice 

From : Mark F . Giul iano 
Deput y Director 
Federal Bu r eau of Investigation 

·' S\ 
Subject : · (~~------------·~------------~ 

MISHANDLING of CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVEST IGATIVE MATTER (SIM) 

'U' . 
i 1 (~) On 13 July 20 15 and 20 July 2015, I verbally advised 

,' S\ 
0 • 

you of a Section 811(c) referral from the Inspector General o f t he 
Intelligence Community received by the FBI on 06 July 20 15. The 
referral addressed the mishandling of classified· information on the 
personal e-mail a ccount and electronic -media of a fo r mer high-level 
us Government f fficiaJ . on 10 ~1ly 201 r, the FBI initiated a full 
investigation,_ .n response to the referral. 
Two copies of the opening letterhead memorandum for the inves tigation 
are at tached for the i nformation of the Departmen t of Jus tice. 

_ (U//~) The point o f cont ac t for this invest igation is 
Assistant Direct or Randall C . Coleman, Counterint elligence Division, 
tel ephone number !~----------~~ 

Mark F . Giul iano 
FBI , Deputy Director 

Derived ~e Sou:rces 
De~1231 

~//MOJ!"8RN . 
1 

bl 
b3 
b7E 

bl 
b3 
b7E 

b6 
b7C 



• 
07/21/2015 

• 
iU .. L IH:E'ORHA'l"IDN CON'TAINED 

HEREIN IS UNCLASSIFIED 
CA'l'E 10-:::7-201£ EY J37J85'1'94 NSICG 

D please have the DD sign these two documents. One will be provided the DAG/DOJ and the other 

copy will be placed in our records here at FBIHQ. 

~~eL-~,~ 
~ ~t> "'. ~\) Ce\~01----...-
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ALL IIITORH.~fiCUi CONTAil.fEI: 
HEREIN I S Ul:IC~.SSIFIED • D.'\TZ 10-27-201€ BY J37,1 8 5 '1'9 4 NSICG 

U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Re: Request for Preservation of Records 

Dear I'-____,--__. 

J uly 27 , 2 01 5 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for 
the preservation of all records and other evidence in your possession regarding th<i I 
l pending further legal process. 

You are hereby requested to preserve the records described below currently in your 
possession, including records stored on backup media, in a form that includes the complete 
record, and records that may come into your possession from the date of acknowledgment of this 
request until receipt of a legal court order. You are also requested not to disclose the existence 
of this request to the subscriber or any other person, other than as necessary to comply with this 
request, as the FBI's investigation may be jeopardized by this type of disclosure. You are also 
requested not to close the account of the subscriber, unless requested to do so by the subscriber. 
If compliance with this request may result in a permanent or temporary termination of service 
to the accounts described below, or otherwise alert the subscriber or user of these accounts as 
to our actions to reserve there erencedfiles and records, please contact Special Agent 

as soon as possible and before taking any such actions. 
~------------------------~ 

This preservation request applies to the following records and evidence: 

A. · All stored electronic communications and other files reflecting communications to 
or from the requested account. 

B. All records and other evidence relating to the subscriber(s), customer(s), account 
holder(s), or other entity(ies) associated with the requested account including, 
without limitation, subscriber names, user names, screen names or other identities, 
mailing addresses, residential addresses, business addresses, e-mail addresses and 
other contact information, telephone numbers or other subscriber number or 
identity, billing records, information about the length of service and the types of 
services the subscriber or customer utilized, and any other identifying 
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• • information, whether such records or other evidence are in electronic or other 
form; and 

C. All connection logs and records of user activity for the requested account, 
including: 

I. Connection date and time; 
2. Disconnect date and time; 
3. Method of connection (e. g., telnet, ftp, http); 
4. Data transfer volume; 
5. User name associated with the connection and other connection 

information, including the Internet Protocol address of the source of the 
connection; 

6. Telephone caller identification records; and 
7. Collllection information for other computers to which the user of the 

above-referenced accounts connected, by any means, during the 
COllllection period, including the destination IP address, connection time 
and date, disconnect time and date, method of connection to the 
destination computer, the identities (account and screen names) and 
subscriber information, if known, for any person or entity to which such 
connection information relates, and all other information related to the 
connection from ISP or its subsidiaries. 

D. Any other records and other evidence relating to the requested account. Such 
records and other evidence include, without limitation, correspondence and other 
records of contact by any person or entity about the above-referenced account, the 
content and connection logs associated with or relating to postings, 
communications and any other activities to or through the requested account, 
whether such records or other evidence are in electronic or other form. 

If you have anv questions regarding this request, please direct aU inquiries to 
Special Agen~ ~ho can be reached at I I 

.. 

Sincerely, 

·~ 
Charles H. Kable IV 
Section Chief 
Counterintelligence Division 
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• 
U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

ALL IHf~Jil.'riCN CC.NTAINED 
HEREIN IS ffiiCLAB5 II'lED 
CA.TE 10-27-201<5 BY J37J85'T'9 4 NSICG 

J uly 28 , 2015 

Re: Request for Preservation of Records 

Dear Sir or Madam: 

Pursuant to Title 18, United States Code Section 2703{f), this letter is a fofal regrst for 
the preservation of all records and other evidence in your possession regarding th 

.__ __ __,!pending further Legal process. 

1. 
2. 
3. 
4. 
5. 

You are hereby requested to preserve the records described below currently in your 
possession, including records stored on backup media, in a form that includes the complete 
record, and records that may come into your possession from the date of acknowledgment of this 
request until receipt of a legal court order. You are also requested not to disclose the existence 
of this request to the subscriber or any other person, other than as necessary to comply with this 
request, as the FBI's investigation may be jeopardized by this type of disclosure. You are also 
requested not to close the account of the subscriber, unless requested to do so by the subscriber. 
If compliance with this request may result in a permanent or temporary termination of service 
to the accounts described below, or otherwise alert the subscriber or user of these accounts as 
to your actions to preserve the referenced files and records, please contact Special Agent 

1--------------~ 
as soon as possible and before taking any such actions. 

This preservation request applies to the following records and evidence: 

A. All stored electronic communications and other files reflecting communications to 
or from the requested account. 

b7E 
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• • B. All records and other evidence relating ~o the subscriber(s), customer(s), account 
holder(s), or other entity(ies) associated with the requested account including, 
without limitation, subscriber names, user names, screen names or other identities, 
mailing addresses, residential addresses, business addresses, e-mail addresses and 
other contact information, telephone numbers or other subscriber number or 
identity, billing records, information about the length of service and the types of 
services the subscriber or customer utilized, and any other identifying 
information, whether such records or other evidence are in electronic or other 
form; and 

C. All connection logs and records of user activity for the requested account, 
including: 

1. ColUlection date and time; 
2~ DiscolUlect date and time; 
3. Method of colUlection (e.g., tel net, ftp, http); 
4. Data transfer volume; 
5. User name associated with the connection and other colUlection 

information, including the Internet Protocol address of the source of the 
COIUlection; 

6. Telephone caller identification records; and 
7. ColUlection information for other computers to which the user of the 

above-referenced accounts colUlected, by any means, during the . 
connection period, including the destination IP address, connection time 
and date, disconnect time and date, method of connection to the 
destination computer, the identities (account and screen names) and 
subscriber informatjon, if known, for any person or entity to which such 
cormection information relates, and all other information related to the 
colUlection from ISP or its subsidiaries. 

D. Any other records and other evidence relating to the requested account. Such · 
records and other evidence include, without limitation, correspondence and other 
records of contact by any person or entity about the above-referenced account, the 
content and connection logs associated with or relating to postings, 
communications and any other activities to or through the requested account, 
whether such records or other evidence are in electronic or other form. 

If you have any questions regarding this request, please direct all inquiries to 
Special Agentl I who can be reached at I I · 

Sincerely, 

Charles H. Kable IV 
Section Chief 
Counterintelligence Division 
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. , • 
U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

.c\LL INTDR11A'I'Iffii Cot-f1'AINED 
3EBEIH IS UNCLASSIHED 
DATE 10-27-20H BY .:<37 J85'1'94 I>TSICG 

July 27, 2015 

Re: Request for Preservation of Records 

Dear,_l __ ___. 

. Pursuant to Title 18, United States Code Section 2703(f), this letter is a fo~al reJuest for 
the preservation of all records and other evidence in your possession regarding the 
I I pending further legal process. · 

You are hereby requested to preserve the records described below currently in your 
possession, including records stored on backup media, in a form that includes the complete 
record, and records that may come into your possession from the date of acknowledgment of this 
request until receipt of a legal court order. You are also requested not to disclose the existence 
of this request to the subscriber or any other person, other than as necessary to comply with this 
request, as the FBrs investigation may be jeopardized by this type of disclosure. You are also 
requested not to close the account of the subscriber, unless requested to do so by the subscriber. 
If compliance with this request may result in a permanent or temporary termination of service 
to the accounts described below, or otherwise alert the subscriber or user of these accounts as 

· to our actions to reserve the re erenced files and records, please contact Special Agent 

"--------------------------~ 
as soon as possible and before taking any such actions. 

This preservation request applies to the following records and evidence: 

A. . All stored electronic communications and other files reflecting communications to 
or from the requested account. 

B. All records and other evidence relating to the subscriber(s), customer(s), account 
holder(s), or other entity(ies) associated with the requested account including, 
without limitation, subscriber names, user names, screen names or other identities, 
mailing addresses, residential addresses~ business addresses, e-mail addresses and 
other contact information, telephone numbers or other subscriber number or 
identity, billing records, information about the length of service and the types of 
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•• • services the subscriber or customer utilized, and any other identifying 
information, whether such records or other evidence are in electronic or other 
form; and 

C. All connection logs and records of user activity for the requested account, 
including: 

1. Connection date and time; 
2. Disconnect date and time; 
3. Method of connection (e.g., telnet, ftp, http); 
4. Data transfer volume; 
5. User name associated with the connection and other connection 

information, including the Internet Protocol address of the source of the 
connection; 

6. Telephone caller identification records; and 
7. Connection information for other computers to which the user of the 

above-referenced accounts connected, by any means, during the 
connection period, including the_destination IP address, connection time 
and date, disconnect time and date, method of connection to the 
destination computer, the identities (account and screen names) and 
subscriber information, if known, for any person or entity to which such 
connection information relates, and all other information related to the 
connection from ISP or its subsidiaries. 

D. Any other records and other evidence relating to the requested account. Such 
records and other evidence include, without limitation, correspondence and other 
records of contact by any person or entity about the above-referenced account, the 
content and connection logs associated with or relating to postings, 
communications and any other activities to·or through the requested account, 
whether such records or other evidence are in electronic or other form. 

If you have any questions regarding this request. please direct all inquiries to 
Special Agen~ lwho can be reached a~ I 

Sioc~ 

Charles H. Kable IV 
Section Chief 
Counterintelligence Division 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington1 D.C. 20535-0001 

.-. 
ALL nrro~.LATICH CClHJ..INED 
HE.REIH !5 UHC.LASSifi:::C 
CATE 1 0-~ I -2 0H 3Y J37J85 '1' 514 NSICG 

July 27, 201 5 

Re: Request for Preservation of Records 

DeariL-__ __. 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal reguest for 
the preservation of all records and other evidence in your possession regarding th~ I 
I ~ending further legal process. . . 

You are hereby requested to preserve the records described below currently in your 
possession, including rec.ords stored on backup media, in a form that includes the complete 
record, and records that may come into your possession from the date of acknowledgment of this 
request until receipt of a legal court order. You are also requested not to disclose the existence 
of this request to the subscriber or any other person, other than as necessary to comply with this 
request, as the FBI's investigation may be jeopardized by this type of disclosure. You are also 
requested not to close the account of the subscriber, unless requested to do so by the subscriber. 
If compliance wit II this request may result in a permanent or temporary termination of service 
to the accounts described below, or otherwise alert tile subscriber or user of these accounts as 
to our actions to reserve there erencedfiles and records, please contact Special Agent 

~---------------------------
as soon as possible and before taking any such actions. 

This preservation request applies to the following records and evidence: 

A. All stored electronic communications and other files reflecting communications to 
or from the requested account. 

B. All records and other evidence relating to the subscriber(s), customer(s), account 
holder(s), or other entity(ies) associated with the requested account including~ 
without limitation, subscriber names, user names, screen names or other identities, 
mailing addresses, residential addresses, business addresses, e-mail addresses and 
other contact information, telephone numbers or other subscriber number or 
identity, billing records, information about the length of service and the types of 
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• • services the subscriber or customer utilized, and any other identifying 
information, whether such recor<;ls or other evidence are in electronic or other 
form; and 

C. All connection logs and records of user activity for the requested account, 
including: 

1 . Connection date and time; 
2. Disconnect date and time; 
3. Method of connection (e.g., telnet, ftp, http); 
4. Data transfer volume; 
5. User name associated with the connection and other connection 

information, including the Internet Protocol address of the source of the 
connection; _ . 

6. Telephone caller identification records; and 
7. · Connection information for other computers to which the user of the 

above-referenced accounts connected, by any means, during the 
connection period, including the destination IP address, connection time 
and date, disconnect time and date, method of connection to the 
destination computer, the identities (account and screen names) and 
subscriber information, if known, for any person or entity to which such 
connection information relates, and all other information related to the 
connection from ISP or its subsidiaries. 

D. Any other records and other evidence relating to the requested account. Such 
records and other evidence include, without limitation, correspondence and other 
records of contact by any person or entity about the above-referenced account, the 
content and connection logs associated with or relating to postings, 
communications and any other activities to or through the requested account, 
whether such records.or other evidence are in electronic or other form. 

If you have any questions regarding this request, please direct all inquiries to 
Special Agen~ I who can be reached a~ I · 

Sincerely, 

A-----
Charles H. Kable IV 
Section Chief 
Counterintelligence Division 
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July 24,2015 

VIA ELECTRONIC TRANSMISSION 

The Honorable James B. Corney, Jr. 
Director 
Federal Bureau of Investigation 
935 Pennsylvania A venue, NW 
Washington, D.C. 20535 

Dear Director Corney: 

The Inspector General of the Intelligence Community (I C) and the Inspector General of 
the State Department (State OIG) recently notified th~ FBI and several Intelligence Community 
agencies of a compromise of national security information in connection with Hillary Clinton's 
use of a non-governmental email server while Secretary of State. Specifically, in a sample of 40 
of Secretary Clinton's emails IC identified four containing classified IC-derived information. 
These recent revelations raise important questions about the role the Federal Bureau of 
Investigation (FBI) has taken and will continue to take in this matter. In addition, a notification 
from the IC indicates that these classified emails existed on a thumb drive and may exist on a 
server. According to a briefing provided today by the IC and State OIGs, former Secretary 
Clinton's personal attorney, David Kendall, was in possession ofthe thumb drive at the time of 
the notice to the FBI and other IC components. This raises very serious questions and concerns 
if a private citizen is somehow retaining classified information. 

Accordingly, please explain whether Mr. Kendall had the requisite security clearance and 
authorization to be the custodian of classified national security information. If not, please 
explain what steps the FBI has taken or plans to take to secure and prevent further dissemination 
of the classified information contained on the thumb drive. In addition, what steps are being 
taken to hold anyone in this matter accountable for unauthorized possession of classified 
material? 

5225. 
If you have any questions, contact Josh Flynn-Brown of my Committee Staff at (202) 224-

Sincerely, 

·Charles E. Grassley 
Chairman 
Committee on the Judiciary 



• • 
We aSk that this be an unclassified report, and that a classified annex be provided if 

necessary. Thank you for your time, and ·we look forwanl'to working with you on this 
important matter of national 5ectirity. 

Chainnan Bob Corker 
Senate Foreign Relations Committee 

Chairman o ·ohnson 
Senate Home and Security and 
Governmental Affairs Committee 

Sincerely, 

Chairman Richard Burr 
Senate Select Committee on Intelligence 

3 
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;>.LL FBI INFORUATICN CON'l'A.INED 
HERE il:l IS UNC LASSif iED 
CA.'l'E 10-~1-201~ BY J37J85T94 USICG 

TREY GOWDY, SOUTH CAROUNA 
CHAUIMAN 

LYNN WESTMORELAND, GEORGIA 
JIM JORDAN, OHIO 

~ongrr~s of tbr ~nittb ~tate~ 
J)oust of l\tpre5entattbt1) 

EUJAH E. CUMMINGS. MARYlAND 
RANKtNG MINoRITY MEM8ER 

ADAM SMITH, WASHINGTON 
ADAM B. SCHIFF, CALIFORNIA 

LINDA T. SANCHEZ, CALIFORNIA 
TAMMY DUCKWORTH, ILLINOIS PETER ROSKAM, ILLINOIS 

. MIKE POMPEO. KANSAS 
MARTHA ROBY. ALABAMA 
SUSAN W. BROOKS, INDIANA 

Select Committee on Benghazi 
1036 Longworth House Office Building 

Washington, D.C. 20515·6090 

PHILIP G. I<IKO, STMF Om F.CTOO 

The Honorable James B. Corney 
Director 
Federal Bureau oflnvestigation 
935 Pennsylvania A venue, NW 
Washington, DC 20535 

Dear Director Corney: 

(202) 226-7100 
http:/fbenghazi. house.gov 

July 22~ 2015 

1 14"' CONGRESS 

SUSANNE SACHS MAN GROOMS, MINORrrY 
Sr.-.~F O•RE<:Ton 

The House of Representatives charge<;! and empowered the S.elect Committee on 
Benghazi to review the events before, during, and after the 2012 attacks in Benghazi, Libya and 
specified related matters. During the pendency of our investigation, the Committee has 
discovered facts suggesting the existence of issues of significant legislative and oversight . 
concern. 'I now understand a formal referral ·has been made to the Federal Bureau of 
Investigation by impartial officials within the Executive Branch regarding potential investigative 
issues flowing from some of these facts. 

While the Committee's work will continue for legislative, oversight, and reform 
purposes, it is important the Bureau also immediately consider whether a thorough, independent, 
and nonpartisan review of the matters referred to it, as well as issu~ attendant thereto, is 
warranted. This is necessary to ensure the laws are enforced fairly, evenly, and impartially 
wherever the relevant facts may lead. The Bureau is in the best and most appropriate position to 
evaluate the complete range of counterintelligence and public integrity equities that may be 
implicated. Only the Bureau can accomplish this in a way that ensures public confidence in a 
fair, timely, and exhaustive investigation of these matters. And the Bureau is uniquely well 
suited to ensure this is accomplished free of any external factors save the facts applied 
assiduously to the law and devoid of either real or perceived political influence. 

The principles at bar are particularly important with respect to counterintelligence 
equities and the handling. retention, and storage of classified information. The Department of 
Justice has recently applied a consistent standard of aggressive ·and evenhanded investigation in 
cases ranging from Edward Snowden to David Petraeus in order to unambiguously deter future 
mishandling and disclosure. I understanq significant concerns have been referred to the Bureau 
in this area based on the objective assessment of an interagency review that included consultation 
with the officials responsib]e for determining what information is classified. The facts · 
unqerlying this referral pot~tially implicate the same important interests the Department has 
steadfastly sought to protect in the past. 

- ----- - - --·- - ·-- ------ -·~---·· ----··· - .. . · ··- ··· -···· ···- --....... ~-... ·· -- ···· ··-- .. -~---- ........... ....... .. _., __ ,., ... --· .. - ·-
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Similarly, the Department has thoroughly investigated matters relating to the handling of 

evidence relevant to potential or ongoing investigations and the accuracy of representations made 
to Congress even in sensitive national security cases. While I expect the Committee will 
continue to explore relevant facts and issues within its charter, the Committee is w~lling to 
provide access to any information currently obtained during the coUr-se of our investigation that 
may inform and instruct matters raised in the referral. 

You have spoken in the past about "the reservoir of credibility and trust that is the 
Department of Justice" and you have stated."! am a huge believer in the nile of law, but I also 
believe that no one in this country is beyond the law." I could not agree with you more. Your 
work is ultimately judged, as mine once was, by the blindfolded woman holding nothing but a set 
of scales and a sword. The evenhanded application of the law and the dogged, impartial pursuit 
of the facts are the h~lmarks of justice. 

1 hope you will carefully consider these matters. They are outside the purview of what 
our Connnittee has been asked to do, but clearly within the four comers of what you have been 
asked to do. 

cc: The Honorable John Boehner 
Speaker of the House 

The Honorable Elijah Cummings 
Ranking Member 

··~·--·~···=· · ···=· ··-~·· ·· -=· · ·~· =- ·=··~====~~-~- -~···=· · ·=···-=·-~·· ··=· ·-~···-~·-·=· · ·==~==-=·-~-··=·=··~===== 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535·0001 

Steve Linick 
Inspector General 
U.S. Department of State 
Room 8100, SA·3 
2201 C Street, N.W. 
Washington, DC 20520-0308 

-ALL INFO..~tATICll CClHAINED 
HEREIN IS UNC.LASSifEC 
DATE 10-:!.1-2016 3Y J 37JS5'1'94 NSICG 

July 27, 2015 

Re: Request for Preservation of Records 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for 
the preservation of all records and other evidence in y0ur possession regarding the domain 
account @clintonemail.com and the @state.gov email accounts associated with the following 
U.S. Department of State employees, pending further legal process. 

1. 
2. 
3. 
4. 
5. 
6. 
7. 
8. 
9. 
10 
11 
12 
13 
14 
15 
16 
17 
18 
19 

You are hereby requested to preserve the records described below currently in your 
possession, including records stored on backup media, in a form that includes the complete 
record, and records that may come into your possession from the date of acknowledgment of this 
request until receipt of a legal court order. You are also requested not to disclose the existence 

b6 
b7C 
b7E 



• • of this request, other than as necessary to comply with this request, as the FBI's investigation 
may be jeopardized by this type of disclosure. 

This preservation request applies to the following records and evidence: 

A. All stored electronic communications and other files reflecting communications to 
or from the requested account. 

B. The contents of any communication or file stored by or for the accounts and any 
associated accounts, and any .information associated with those communications 
or files, such as the source and destination emails addresses and IP addresses. 

C. All connection logs and records of user activity for the requested account, 
including: 

1. Connection date and time; 
2. Disconnect date and time; 
3. Method of connection (e.g., telnet, ftp, http); 
4. Data transfer volume; 
5. User name associated with the connection and other connection 

information, including the Internet Protocol address ofthe source of the 
connection; 

6. Telephone caller identification records; and 
7. Connection information for other computers to which the user of the 

above-referenced accounts connected, by any means, during the 
connection period, including the destination IP address, connection time 
and date, disconnect time and date, method of connection to the 
destination computer, the identities (account and screen names) and 
subscriber information, if known, for any person or entity to which such 
connection information relates, and all other information related to the 
connection from ISP or its subsidiaries. 

D. Any other records and other evidence relating to the requested account. Such 
records and other evidence include, without limitation, correspondence and other 
records of contact by any person or entity about the above.; referenced account, the 
content and connection logs associated with or relating to postings, 
communications and any other activities to or through the requested account, 
whether such records or other evidence are in electronic or other form. 

If you have any questions regarding this requesr· nlease djrect ,II inquiries to 
Special Agen~ rho can be reached at ....._ ____ ___. 

Since~ 

Charles H. Kable IV 
Section Chief 
Counterintelligence Division 
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ALL IN'.E'ORMA1'10l:i CONT.AHIED 
::ERZIH IS UliCI....~.SSIFIED 

DAE 10-31-20H EY J37J85'T94 HSICG 

U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

July 31, 2015 
David Kendall, Esq. 
Katherine Turner, Esq. 
Law Offices of Williams & Connolly LLP 
725 Twelfth Street, N.W. 
Washington, D.C. 20005 

Re: Request for Preservation of Records 

This letter is a formal request for the preservation of all records and other evidence in 
your possession, or in the possession of your client, Hillary Clinton, regarding the domain 
account @clintonemail.~om, pending further legal process. 

You are hereby requested to preserve the records described below currently in your 
possession, or in the possession of your client, including records stored on backup media, in a 
fom1 that includes the complete record, and records that may come into your possession from the 
date of acknowledgment ofthis request until receipt of a legal court order. You are also 
requested not to disclose the existence of this request, other than as necessary to comply with this 
request, as the FBI's investigation may be jeopardized by this type of disclosure. 

This preservation request applies to the following records and evidence: 

A. All stored electronic communications and other files reflecting communications to 
or from the requested domain account. 

B. All servers, computers, thumbdrives, hard drives, smartphones, or any other 
digital storage devices in your possession or in the possession of your client, 
which may contain communications to or from the requested domain account. 

c. All business records and other evidence relating to the establislunent of the 
domain referenced above, including subscriber(s), customer(s), account 
holder(s), or other entity(ies) associated with the requested account including, 
without limitation, subscriber mimes, user names, screen names or other identities, 
mailing addresses, residential addresses, 'business addresses, e-mail addresses and 
other contact informatiol}, telephone numbers or other subscriber number or 
identity, billing records, infom1ation about the length of service and the types of 
services the subscriber or customer utilized, and any other identifying 
information, whether such records or other evidence are in electronic or other 
form; and 
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D. All connection logs and records of user activity for the requested account, 

including: 

I. Connection date and time; 
2. Disconnect date and time; 
3. Method of connection (e.g., telnet, ftp, http); 
4. Data transfer volume; 
5. User name associated with the connection and other connection 

information, including the Internet Protocol address of the source of the 
connection; 

6. Telephone caller identification records; and 
7. Connection information for other computers to which the user of the 

above-referenced accounts connected, by any means, during the 
connection period, including the destination IP address, connection time 
and date, disconnect time and date, method of connection to the 
destination computer, the identities (account and screen names) and 
subscriber information, if known, for any person or entity to which such 
connection information relates, and all other information related to the 
connection from ISP or its subsidiaries. 

E. Any other business records and other evidence relating to the requested account. 
Such records and other evidence include, without limitation, correspondence and 
other records of contact by any person or entity about the above-referenced 
account, the content and connection logs associated with or relating to postings, 
communications and any other activities to or through the requested account, 
whether such records or other evidence are in electronic or other form. 

If you have any questions regarding this request, please direct all inquiries to 
Special Agen~ lwho can be reached a~ I 

Sincerely, 

Charles H. Kable IV 
Section Chief 
Counterintelligence Division 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

John Kerry 
Secretary of State 
U.S. Department of State 
Washington, DC 20520 

ALL I HEOR:l.l:!\,.1'!011 CON'l'AINE:C 
:E!t21H IS Ul:lCL.ASSI.FIED 
OAT!: 10-31-201 6 BY J37 J85'f94 NSICG 

Jul y 2 9, 2 015 

Re: Request for Preservation of Records · 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for 
the preservation of all records and other evidence in your possession regarding the domain 
account @clintonemail.com and the @state.gov email accounts associated with the following 

· U.S. Department of State employees, pending further legal process. 

1. 
2. 
3. 
4. 
5. 
6. 
7. 
8. 
9. 
10 
11 
12 
13 
14 
15 
16 
17 
18 
19 

You are hereby requested to preserve the records described below currently in your 
possession, including records stored on backup media, in a form that includes the complete 
record, and records that may come into your possession from the date of acknowledgment of this 
request until receipt of a legal court order. You are also requested not to disclose the existence 
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of this request, other than as necessary to comply with this request, as the FBI's investigation 
may be jeopardized by this type of disclosure. · 

This preservation request applies to the following records and evidence: 

A. All stored electronic communications and other files reflecting communications to 
or from the requested accoli.nt. 

B. The contents of any commWlication or file stored by or for the accounts and any 
associated accounts, and any information associated with those communications 
or files, such as the source and destination emails addresses and IP addresses. 

C. All connection logs and records of user activity for the requested account, 
including: 

1. Connection date and time; · 
2. Disconnect date and time; 
3. Method of connection (e.g., telnet, ftp, http); 
4. Data transfer volume; 
5. User name associated with the connection and other connection 

information, including the Internet Protocol address of the source of the 
connection; 

6. Telephone caller identification records; and 
7. Connection information for other computers to which the user of the 

above-referenced accounts connected, by any means, during the·. 
connection period, including the destination IP address, connection time 
and date, disconnect time and date, method of connection to the 
destination computer, the identities (account and screen names) and 
subscriber information, if known, for any person or entitY to which such 
connection informati<?n relates, and all other information l':'Clated to the 
connection from ISP or its subsidiaries. 

D. Any other records and other evidence relating to the requested account. Such 
records and other evidence include, without limitation, correspondence and other 
records of contact by any person or entity about the above-referenced account, the 
content and connection logs associated with or relating to postings, 
communications and any other activities to or through the requested account, 
whether such records or other evidence are in electronic or other form. 

lfy~u have any questions regarding this request, please direct all inquiries to 
Special Agen~ lwho can be reached at I I 

Charles H. Kable IV 
Section Chief 
Counterin~elligence Division 

b6 
b7C 



b6 
b7C 

• 



• • ALL INIDFlf.A'T'IOI~ COHTAIHE:C 
3IRZIN IS T.n~CL..l>SSIFIED 

FD·302a (Rev. I 0·6·95} D .... TE 10-31-2016 BY J37J85T94 NSICG 

-I-

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 07/30/2015 

On 07/29/2015, at approximately 3 p.m., Special AgentsL..I ____ ___. 
served a reservation letter addressed to Steve A. Linick I 

The preservation letter was served a 
rovided his contact information as 

L-----------------------------------------------------------------------J L-----------------~ 

Investigation on 07/29/2015 at ____ ~w~~2hwi~nro~on~.~n~cL_ ______ ~----------------------------

File# -1.-----...J------------ Date di.ctated _--!.,:!N!!..!/A~·----------------------

By~ ~ I . 
This doc,ment oontai~ n<>t ": recommendatitlttS ""' eondosioas ofthe FBI. It;, the property ofthe FBI and is loaned to yoot agency; it 
and its contents are not to be distributed outside your agency. 
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. -AL L I NI'Of<MA'I'ION CONTAINED 
3!:REIH IS Ul~CU..SSIFIED 

FD-302a (Rev. I 0-6-~5) DATE 10-31-2016 BY J37J85194 NSICG 

-I-

FEDERAL BUREAU OF INVESTIGATION 

Date of transcript ion 07/3012015 

The preservation letter was served at U.S. Department of State's Visitor Center, 2201 C Street, · 
NW, Washington, DC 20520. I I provided her contact phone number as0 
I I . . 

., 

Investigation on 07/29/2015 m ____ ~W~a~sh~in~g~to~n~.D~C~-----------------------------------

File # Date dictated N A 
-L----------~----------------- ---~~------------------------------

By~ ~ ~-------------------.-----------------------------
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents arc: not to be distributed outside your agency. · 
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ALL INfORMATION CONLUNED 
HEF.EIH IS lTNCLASSIT.'IEC 

!(CD) (FBI) 
DA.'I'E 10-31-20H BY J37J85T94 NSICG 

From: 
Sent: 
To: 

Friday, July 31,2015 8:21AM 
I I(CD) (FBI) 
Preservation Confirmation ~·,..~------.... 1 Subject: 

Attachments: 1212643.tif; Notice- Addressing of Legal Demands .pdf 

Hell~ ~FBI, Washington DC, 

~=====: 
I lhas received your preservation request(s) on the account name(s) listed in the attachred;;.;fa;;;;;x;.;~I.__"'T""_...J~ill 
preserve the requested account data, if any account data exists, for a period of90 days from 30 July 2015.1 pmnot advise 
you whether any data exists for the accounts that are subject to your preserVation request. 

Your preservation record number is~L..---------'1 Be sure to refer to this record number when requesting the disclosure of 
any preserved data. 

18 U.S.C. 2703(f)(2) of the Electronic Communications Privacy Act permits a single 90 extension for each preservation request. If we 
do not receive a preservation extension request within 90 days from the date of this preservation letter, the preserved data will be 
destroyed. Also, please be aware that preservations are merely one time snapshots of the account on the date the information is 
preserved. Preservations are not snapshots made each day during the 90 day preservation timeframe. 

If you send an extension to your preservation request, please indicate that your request is an extension so we may quickly identify the 
account that you preserved and ensure that the initial data preservation is mamtained. 

Finally, when you submit your legal request for us to disclose the preserved data, please provide the preservation request number 
along with the date of the original preservation so tha4 Fay retrieve all relevant stored data. 

Thank you, 

1 
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• ~ 

ALL FBI II:1I'ORMATIOH' CONTAINED 
HEREIH IS UNCLASSII'IED 

Dear Mr. Kable: 

CA'l'E 10-31-201£ EY J37J85'1'94 NSICG 

UNDER SECRETARY OF STATE 

FOR MANAGEMENT 

WASHINGTON 

JUl 30 2015 

This letter is to acknowledge your letter of July 29, 2015, to Secretary Kerry 
in which you made a formal request for the preservation of all records or other 
evidence in the Department of State's position regarding the dom~in account 
@clintonemail.com and the @state.gov email accoWlts for 19 former and current 
personnel. 

The preservation request has been tasked to the appropriate Department of 
State personnel for execution. 

My point of contact for your request is my Executive Assistant! 
L...-____ ..... rho can be reached atl 1 L----..... 

Mr. Charles H. Kable IV, 
Section Chief, 

Regards, 

~7 
\ .ufs--1 
Patrick F. Kennedy 

Counterintelligence Division, 
U.S. Department of Justice, 

Federal Bureau of Investigation, 
Washington, D.C. 20535-0001. 
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UNDER SECRETARY OF STATE 
FOR MANAGEMENT 
WASHINGTON, D.C. 20520 

Mr. Charles H. Kable IV, Section Chief 
Counterintelligence Division 
U.S. Department of Justice 
Federal Bureau of Investigation 

cj o Mr'-J -""""=""-=-::==-=-=:-:=----....J 
.Washington, D.C. 20535-0001 

ALL IH!Uru..tATio:tl COH'I'AINED 
HEREIH IS UNC.LASSIFIEC 
CATE 10-31-2016 E!Y .13':JJ85TH NSICG 

•• 
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. - ... ._ ..... -~-- -···· ......... ·- .... ·--· ---

The United States of America-Official Business 

ALL HT.!OR11A1'IOU COJ-TT.AINEJ: 

HEREIN I S UNC L...l>..SSIFIED 
OAT~ 10-31-201~ BY J37J83 T94 NSI CG 

7/30/15 , REGISTERED: 3S ;J ·; .) .·.1 v .'"" ~- <., ·-

F A O M: 
Deputy Director S/ES-S 7512 BST-sc 

3 !Exec sec < ' UHoover Building, 935 Pennsylvania Ave 'NW 
~ RM 6236 I • I 

T H IS PART IS TO BE AOORESSEO 8 Y SENOER ANO FIXEO TO E NVELOPE 
MOISTEN REVERSE SlOE FOR PASTING TO ENVELOPE OR PACKAGE 

' 

•• 
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CLASSI:riED BY: NSICG ..J3'1,185T94 
REASOH: 1. 4 (C.) 

D:O:CLASSI!'Y QlT: 12-31-2040 • • 

ALL INFORK~TION CC:N'l'AHlEC 

KEREIH IS UUCLASSIFIED EXCEPT 
h"EERE SHO,·iN O'fHERriiSE 

~~TE: 10-31-2016 

FD-l087 (Rev 5-8-lO) 
~/N0i'OP9 

FEDERAL BUREAU OF INVESTIGATION 
coueoted Item Log 

!.£'1 

OFFIC~L_I!!i~~~~D 
CC<':Io~"~(t6.1V.r:: .... AIIIo,.II~CIIIIf~·to 
., ~"~l:l:b • ..,.,. 1:~...- ·~~- t·. -
.:.lf'tt.-(lr:'8c~·~,':"tt'll 

Event Ti tl~: ',..~-----------. 
Date: 08/06/2015 

'Approved By:~~--------------~ 

Drafted By: .__ _____ _.I 1.,1) 
Sf.,(i()..\ ,..----------. 

Case ID # : I 1.... ( S I~ I 
~------------~ MISHAN~D~L~I~N~G~O~F~C~L~A~S~S~I~F~I~E~D; 

UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

Full Investi9ation Initiated: 07/10/2015 

Collected From: (U) Katherine Turner, Esq 
Williams & Connolly, LLP 
725 12th Street, NW 
washington 

Receipt Given?: No 

Holdin9 Office: WASHINGTON FIELD 

Details: No Details Provided 

Item Type Description 

~/tf8P8Nf 
This document contains ncithcrrccommcndations nor conclusions of the fBI. It is the property of the FBI and is loaned to your agency; itand its 
contents are not to be di~tributcd outside your agency. 
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• • 
,:SI ~/ /NBF91!QI-

Title: ~~--------------~ 

Re: L.l --------" 

08/06/2015 

lB Dig~tal 

1B Digital 

•• 

(U) 1 Lexar micron 16 GB Black & Silver Thumbdrive -
LJDTT166-000-1001 DA (Original) 
1Lexar Micron 8 GB Green and White 
LJDTT8GB-000-117AU(Copy 1) 
1 Kingston 8GB Silver DT SE9 (Copy 2) 
Collected On: 08/06/~2~0~1~5~----------~ 
Seizing Individ~u~a~l~:~~------------~--~ 
Collected By: ~~~~------------~ 
Location Area: NA 
Specific Location: NA 
Device Type: USB Micro Storage Device (thumb drive) 
Number of Device~ Collected: 3 

(U) Lenovo Think Pad T420 PB-YC912 12/03 
Collected On: 08/06/2015 
Seizing Individual: ~~~~------------~ 
Collected By: ~~~------------~ 
Location Area: NA 
Specific Location: NA 
Device Type: USB Micro Storage Device (thumb drive) 
Number of Device~ Collected: 1 

~/MOPOM 
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• ALL IHF.OP.1l~TIOH COl•JTAIHE:C 
:::E:REUI IS T.mct...a...SSI.FIED 
m~H 10-3 1-2016 BY J37J85T:9 4 NS I CG 

U.S. Departmenfof Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

John Kerry 
Secretary of State 
U.S. State Department 
2201 C Street, NW 
Washington, DC 20520 

Re: Request for Preservation of Records 

August 5 , 20 15 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for 
the preservation of all records and other evidence in your possession regarding the @state.gov 
email account associated with Bryan Pagliano, pending further legal process. 

You are hereby requested to preserve the records described below currently in your 
possession, including records stored on backup media, in a form that includes the complete 
record, and records that may come into your possession from the date of acknowledgment of this 
request until receipt of a legal court order. You are also requested not to disclose the existence 
of this request, other than as necessary to comply with this request, as the FBI's investigation 
may be jeopardized by this type of disclosure. 

This preservation request applies to the following records and evidence: 

A. All stored electronic communications and other files reflecting communications to 
or from the requested account. 

B. The contents of any communication or file stored by or for the accounts and any 
associated accounts, and any information associated with those communications 
or files, such as the source and destination emails addresses and IP addresses. 

C. All connection logs and records of user activity for the requested account, 
including: 

1. Connection date and time; 
2. Disconnect date and time; 
3. Method of connection (e.g., tel net, ftp, http); 
4. Data transfer volume; 

.· 



• • 
5. ·User name associated with the connection and other connection 

information, including the Internet Protocol address of the source of the 
connection; 

6. Telephone caller identification records; and 
7. Connection information for other computers to which the user of the 

above-referenced accounts connected, by any means, during the 
connection period, including the destination IP address, connection time 
and date, disconnect time and date, method of connection to the 
destination computer, the identities (account and screen names) and 
subscriber information, if known, for any person or entity to which such 
connection information relates, and all other information related to the 
connection from ISP or its subsidiaries. 

D. . Any other records and other evidence relating to the requested account. Such 
· records and other evidence include, without limitation, correspondence and other 
records of contact by any person or entity about the above-referenced account, the 
content and connection logs associated with or relating to postings, 
communications and any other activities to or through the requested account, 
whether such records or other evidence are in electronic or other form. 

If you have any questions regarding this request, please direct all inquiries to 
Special Agen~ . lwho can be reached at I I 

Sincerely, 

~~--.;,..__ 
Charles H. Kable IV 
Section Chief 
Counterintelligence Division 
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' • FD-302a (Rev. 10-6-95) 
ALL IHFOR1L11.TION COH'l'Ail-!Er: 
HEREIN IS UNCL.ASSIFIED 

-I- DA'TE 10-31-2016 BY J37J35T94 NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 08/03/2015 

On August 3, 2015, Records 
Management Division, Records- Information and Dissemination Section, 
Winchester, Virginia provided the enclosed internal email 
communications referencing the FBI's classification of a November 18, 
2012 State Department email. The enclosure was provided by I hn 
support of statements made during a July 30, 2015 FBI interview and 
documents items discussed at that time. The enclosure has an overall 
classification of SECRET//NOFORN. 

Investigation on 08/03/2015 ~----2w~~~sh~i~ng~t~on~.~D~.c~·~-----------------------------------

File# --l------1----------------Date dictated __ ___!_:!N!!..!/ A2._ ______________________________ _ 

By~~------~--~~--------------------------------------------------
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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• ~F)(FB'l 
From: I tRMD) (FBI) 

• DECt..ASSiriED BY: NSICG J37JB.5794 
ON 10-31-2016 

Sent: Monday. Augusi: 03. 2015 2:00 PM ..----------. 
I I(NF)(FBI):I I<LA)(FBI) To: 

Subject: Emails --- SECRET//UOFORt~ 

SentineiCaseld: TRANSITORY RECORD 

Class ied By: 3~~8T32 
Derived o · FBI ~IC dat~d 201303 01 

· 50X l - HUM· 

TRANSITORY RECORD 

Att ached are the emails I preserved. The last one probably isn't responsive, but you don't get very many like it 

For the three emails in which there was no classified FBI informat ion and we did not require any changes, I'll forward 
them shortly. Do want the email chain as well for them? 

State Dept 
Emails.pdf 

================~~========================= 

Classif ication: ~--~ 

1 
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!RMD) (FBI) 

From: 
Sent: 
To: 
Cc: 

• . ' • 
CECL.ASSITlEC BY: lJSICG ,137JS!5T94 
ON 10-31-20H 

Subject: State Department Emails --FOIA Coordination-- SE6r=l:ET 

Importance: High 

SentineiCaseld: TRANSITORY RECORD 

Classification: ~T 

201206 29 

TRANSITORY RECORD 

Attached is an email forwarded to us by State Dept. for coordination. The email.concerns Benghazi. It is from former 
Sec. Clinton's emails. They've asked for us to finish our review by COB tomorrow. Could you highlight any classified, LES 
information? I'm at HQ today. I classified this email out of caution . 

COS739808 · 
Work.pdf 

Thanks, 

FBI H-0003.pdf 

~------~--------~~=·:================================== 

Classi f i cation: S~T 

1 . 
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• DECLASSIFIED BY : NSICG J31J85'f94 
ON 11-0i-20H 

I(RMD) {FBI) 

From: 
Sent: 
To: 
Cc: 

Subject: 

Importance: 

SentineiCaseld: 

Derived rom: 
Decl sify On: 

High 

TRANSITORY RECORD 

J23J9BT32 
BI NSIC, dated 20120629 

401231 

• 

=============~~~==~=======================~=========== 

TRANSITORY RECORD 

I I 
As we discussed, attached is the email for review. 

From~ lRMD) (FBI) 
Sent: Monday, April 06, 2015 2:37 PM 
To:l [CTO)(FBI) 
Cc: I(RMD) (FBI); JUPINA, MICHELLE A (RMD)(FBI); NEAGLE, LOUISE M (RMD)(FBI) 
Subject: State Department Emails --FOIA Coordination ··- SEe~~ 
Importance: High 

: J23J98T32 
m. FB I NSIC, dated 2 0120629 
On: 040 1231 

-===============-==;===:============ 
TRANSITORY RECORD 

Attached is an email forwarded to us by State Dept. for coordination. The email concerns Benghazi. It is from former 
Sec. Clinton's emails. They've asked for us to finish our review by COB tomorrow. Could you highlight any classified, LES 
information? I'm at HQ today. I classified this email out of caution. 
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• • 
(05739808. FBI H-0003.pdf 

Work. pdf 

Thanks, 

- - --------- -------===============================·=== 
Classificat i on : 

=========================~~~m===== 

Cl as sifica tion : 

2 
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DECLASSI FIED E.Y: NSICG ,137,J85'1'94 
ON 11-07-201 6 

I<RMD) (FBI) 

From: 
Sent: 
To: 
Cc: 

Subject: 

• 

SentineiCaseld: TRANSITORY RECORD 

20120629 

T RECORD 

• 

Thanks! State emailed me and said they have 55,000 pages to review for our equities. 

'------__,I(RMD) (FBI); NEAGLE, 

Cl ass ified ' 
20120629 

TRANSITORY RECORD 

L..--~~lis working on this as we speak. If all goes as planned we should be able to get this out by noon tomorrow. 
He is golng to have it packaged for me to run by the front office in the morning. 

Respectfully, 
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• 

From~ 
sent: ~M~o-nd-:-a-~~ 
To:~-----~..U<.~J'\', 
Cc: 
LO ..._......,........,,.._.,..,._...,...-__. 

Subject: FW: State Department Emails -- FOIA Coordination --- SECRET 
Importance: High 

Clas ificatio : SECRET 

Classi ·ed y: J23J98T32 
De rived om: FBI NS IC , dated 20120629 
Declass·r On: 20401 231 

• 

L...-----.-JI(RMD) (FBI); NEAGLE, 

====== ==== ========================== ================ 
ORO 

As we discussed, attached is the email for review. 

Froml IRMD) (FBI) 
sent: Monday, April 06, 2.015 2:37PM 
Tof tCTO}(FBI) 
Cc:l tRMO) (FBI); JUPINA, MICHELLE A (RMD)(FBT); NEAGLE, LOUISE M (RMD}(FBI} 
Subject: State Department Emalls --FOIA Coordination --- SECRET 
Importance: High 

ion : s RE:T 

Classified 8 J23J98T32 
Derived Fr FB NSIC , dated 2012 0629 

On: 204 
~=============~==-====~========= 

2 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 



From: 
Sent: 
To: 
Cc: 

• 
I IRMO) (FBI} 
l®.etJ~aWA.:'prillOB:I~ 20,1i5i\0:59; ~MJ 
,_[ -----~· CTD)(FBI) I (RMO) {FBI) 

• 
ALL 1H70Rl.!A T IOl' CON'!' AINE!: 
3ZRZIN IS UNCI..ASSIFIED 
DAE 11-07-2016 BY J37J85T94 N'SICC 

Subject: State Department Emails --FOIA Coordination-·· UNCLASSIFIED 

Importance: High 

SentineiCaseld: TRANSITORY RECORD 

Classi f i cation: UNCLASSI FI ED 
=======================~============================== 

TRANSITORY RECORD 

Any p;ognosis on document H-37 

Sorry I missed your earlier email . They have 55,000 emails.....:how many we w ill see is uncertain. 

==================-=================================== 
Class ification: UNCLASSI FIED 
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!(RMD) (FBI) 

From: 
· Sent: 
To: 

• • ALl INf ORUA'I'ION CONTAiNED 
HEREIN IS UNCULSSII'IEC 
DArE 1 1- 07-~ 016 BY J37J85T94 NSICG 

Subject: Coordination--- UNCLASSIFIED 

SentineiCaseld: TRANSITORY RECORD 

Cl assification: UNCLASSifiED 
==~£~==~=~==========================~=~~~=~=========== 

TRANSITORY. RECORD 

Thank~._ _ ___.l I certainly understand CTO's focus ......... . 

Classification: UNCLASSifiED 
==a=a===================================-============= 
TRANSITORY RECORD 

Front office made unexpected edits late yesterday which caused us a delay.l !who did the original work was out 
sick yesterday so we were unable to finish the product by COB. Once he is in this morning this will be his first priority 
and we will hand carry it back to the front office. 

Respectfully, 

From:( RMD) (FBI) 
5e 1t• Aori 08, 2015 10:59 AM 
To lrCTDXFBI) · 
Cc: (RMO) (FBI) 
Subject: State Department Emails --FOIA COordination ··- UNCLASSIAED 
Importance: High 

Classification: UNCLASSifi ED 
===:=============~=~===~~=============~=c~============ 

TRANS ITORY RECORD 

Any prognosis on document H-3? 
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• 
I(RMD) (FBI) 

From: 
Sent: 
To: 
Cc: 

Subject: 

SentineiCaseld: TRANSITORY RECORD 

Classification: S CRET 

Classified By: F48M5 K72 
Derived From : FBI N I , dated 20120629 
Declassify On: 20 123 

• 
CECLASSIFIEC B'{: NSICG J37J8!5T94 
OH ll-01-2016 

oordination -- SECRET 

=================-===~=--=====================~==~==== 

TRAN SITORY RECORD 

(U~._ _ __, 

{U) Attached is the e-mail in question with the text CTD thinks should be redacted highlighted in yellow. In the margins 
we've indicated the pertinent FOIA exemptions. If you have any questions, please let us know. Thanks. 

:05739808 - Work 
• CTD Redacti ... 

~rij) 
(Uj I 

(U) Blessed ore they who maintoirt justice, 
who cortstoMiy do what is righ r. 

-Psalm 106:.3 

From~ ICRMD) (FBI) 
Sent: Monday. April 06.~5 2:37 PM 
To: CTO)(FBI) . ec:llRMo) (FBI); JUPINA, MICHELLE A (RMO)(FBI); NEAGLE, LOUISE M (RMD)(FBI) 
Subject: State Department Emails --FOIA Coordination --- SECRET 
Importance: High 

Classi f ication: S~ 
Class ified By: J2~32 
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IRMD) (FBI) 

From: 
Sent: 

• • 
DE'CU:.SSIFIED BY: NSICG .i37J85'f34 
ON 11-07-2016 

To: 
Cc: Lrr,.'l"''"n"n""""~--I:WWI.LL.Lit:.liiW...a.., _____ _JCTO)(FBI)L.I ____ ____. 

Subject 

SentineiCaseld: TRANSITORY RECORD 

20120629 

A Coordination --- SEGRET 

============================ 
TRANSITORY RECORD 

Forwarded to State: Thanks!!! 

Classification: 

Classified By: f48M5 
Derived rrom: fBI NS 
Declassify On: 20 231 
=============== ==========~= -======================== 
TRANSITORY RECORD 

(U) Attached is the e-mail in question with the text CTO thinks shouid be redacted highlighted In yellow. In the margins 
we've indicated the pertinent FOIA exemptions. If you have any questions. please let us know. Thanks. 

;U} ~ «File: COS739808- Work- CTD Redactions.pdf » 

I 

(U) Blessed ore they who maintain justice, 
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• 
tRMD) (FBI) 

From: 
Sent: 
To: 
Cc: 

Subject: 

Importance: High 

SenlineiCa&eld: TRANSITORY RECORD 

Classification : ECRET 

Classified By: J23 
Derived From: FBI , dated 20120629 
Declassify On: 2 ~0123 

• 
DECLASSifiED B'{: NSICG J37J85'T94 
OH 11- 07-2016 

===============-=======-====~========================= 

TRANSITORY RECORD 
I I 

Just received a call from State. They want t o argue about the bl portion. We'll need to discuss, are you free at 2:00? I 
suspect they may call AD Steinbach. 

Thanks, 

I I 

Subject: RE: State Department Emails .. FQIA Coordination--- &ili,RET 

Classification; 

Classified By: J23J 
Derived From: FBI SI dated 20120629 
Dec l assify On: 2 · 4 01 231 
==================================================~~== 

TRANSITORY RECORD 

Forwarded to State. Thanks!! ! 

From~ I<CTD) (FBI) 
Sent: Thursday, April 09, 2015 10:35 AM 
To:l kR~D) (FBI) 
Cc: j (RMD) (FBI)JL.. _____ __.KCTD)(FBI)~._ ____ ....Jicro)(FBI)~...._ ___ __. 

b6 
b7C 
b7E 

b6 
b7C 

b6 
b7C 
b7E 

b6 
b7C 
b7E 



• 
IRMD) {FBI) 

From: 
Sent: 
To: 
Subject: 

Importance: High 

SentineiCaseld: TRANSITORY RECORD 

Classification: CRET//NOf 

Classified By: J23J98 3 
·oerived from: FBI NSI ted 20130301 

Declassify On: ?040 31 

• 
D!:CWtSSEI ED BY : NSICG J37J85'f '34 
OH 11-07-2016 

===========~:==== ==~•~•=== -===~==~==a=============== 

TRANSITORY RECO D 

ORN 

Classified By: J23J9 
Derived From: fBI NS , dated 20120629 
Declass ify On: 204 231 
~================ ======== =========~=g=============== 

TRANSITORY RECOR 
I I 

You're about to get drug into an issue on classification of the Clinton emails. They are contesting CTD's classification 
decision and would like to discuss it with you. (Forum shopping I believe.) .I' ll call you and give you some info, then 
they've asked if you could caiiJ klast name I think) I I . 

From~ kRMD) (FBI) 
Sent: Thursday, April 09, 2015 11:19 AM 
To: JUPINA, MIOiELLE A !RMDXFBI) 
Cc:l )RMD}(FBI); NEAGLE, LOUISE M (RMD)(FBI) 
Subject: FW: Coordination Review - Segment H·3 ··- IJiCRi+/I~IQFORN 
Importance: High · 
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From: 
Sent: 
To: 

' 
tRMD) (FBI) 

b .. swd,~iJasl*' 
l _(CTO) (FBI) 

• 
DECL.ASSiriED BY: NSICC 
01'1 11-07-201<6 

Subject: FW: State Department Emails --FOIA Coordination --- Gi!CR&T 

Importance: High 

Senti neiCaseld: TRANSITORY RECORD 

Classification: ECRET 

Classified By: J23J 32 
Derived From: FBI SIC, dated 20120629 
Declassi fy On,: 0401231 

TRANSITORY RECORD 

J37JB5'r94 

I've called the State's Legal Advisor's Office a number of times and haven' t connected. As they seemed to be wanting to 
resolve this quickly, I'm surprised. I wonder if they gave up on me and went higher. Have you heard anything about 
approaches to your AD? rm also checking with OGC to see if they went directly to them. 

2012 0629 
Dec l assif y On: 
=========~~==-=========~-~:=====~================~~~== 

TRANSITORY RECORD 
I I 
Just received a call from State. They want to argue about the bl portion. We' ll need to discuss, are you free at 2:00? I 
suspect they may call AD Steinbach. 

Thanks, 

c=J 
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.... . 

kRMD) (FBI) 

From: 
Sent: 
To: 

' • 
CECLASSIFIEC B"{: NSICG J37 JB5'1'94 
ON ll-O'i'-20H 

Subject: -FOIA Coordination -- SECRET 

SentineiCaseld: TRANSITORY RECORD 

Classification: CRET 

Classified By: r48M57 2 
Derived From: FBI ated 20120629 
Declassify On: 2 
====================================================== 
TRANSITORY RECORD 

(UL-1 _ ...... 

(U) I've not heard anything about approaches to my AD, bu~ I'll have my UC double-check at the 4pm close-out meeting 
with exec management. · 

(U) Just as an FYI, I've also not heard anything back yet from the LEGAT. 

From:l I<RMD) (FBI) 
Sent: Wednesday, April 29, 2015 1:36 PM 
To:l HCTD) (FBI) 
Subject: FW: State Department Emails --FOIA Coordination--- 5E6Rii+ 
Importance; High 

Classification: ECRET 

dated 20120629 

====================================================== 
TRANSITORY RECORD 

I've called the State's Legal Advisor's Office a number of times and haven't connected. As they seemed to be wanting to 
resolve this quickly, I'm surprised. I wonder if they gave up on me and went higher. Have you heard anything about 
approaches to your AD? I'm also checking with OGC to see if they went directly to them. 

b6 
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b6 
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kRMD) (FBI) 

From: 
Sent: 
To: 
Subject: 

SentineiCaseld: TRANSITORY RECORD 

Classification: 

Classified By: J23J9 
Derived From: FBI I dated 20120629 
Declassify On: 20 01231 

• 
CECLASSHIEC BY: NSICG J37J35T94 
OH 11-07-20H 

====================================================== 
TRANSITORY RECORD 

Thanks! I don't see any urgency at this point. 

From:l (cro) (FBI) 
Sent: Wednesday, April29, 2015 2:19PM 
To4 ICRMD) (FBI) 
Subject: RE: State Department Emails -·FOIA Coordination··· SECRff 

Classification: SECRET 

Classified By: F48 
Derived From: FBI 
Declassify On: 2 

TRANSITORY RECORD 

20120629 

============================ 

(U) I've not heard anything about approaches to my AD, but I'll have my UC double-check at the 4pm close·out meeting 
with exec management. 

(U) Just as an FYI, I've also not heard anything back yet from the LEG AT. 

FromJ i(RMD) (FBI) 
Sent: Wednesday, April 29, 2015 1:36PM 
To:l I (c.TD) (FBI) 
Subject: FW: Sta~e Department Emails ··FOIA Coordination--- SECRff 
Importance: High 

Classification: SEC~T 

b6 
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b6 
b7C 

b6 
b7C 



' 
kRMD) (FBI) 

From: 
Sent: 
To: 
Subject: 

SentineiCaseld: TRANSITORY RECORD 

Classification: 

Cl~ssified By: J23J 
Derived From: FBI N C, dated 20120629 
Declassify On: 204 12 1 

• 
CECLASSHIEC BY: NSICG ,137J85T94 
ON 11-07-201£ 

----------------- ------------------~-~--------------------------- -------------------------------
TRANSITORY RECORD 

D 
I believe the first document reviewed was part of this batch-but am not entirely sure. 

State Department Provides New Benghazi Documents To House Panel. Chris Wallace reported on Fox News' 
Special Report (4/30, 1.53M) that the State Department's Benghazi Accountability Review Board "turned over more than 4,000 
pages of documents and notes to the House Select Committee on Benghazi." Committee Chainnan Trey Gowdy said the 
documents "were recently subpoenaed a second time after the initial request two years ago," adding that he "is still waiting for the 
Department to produce other records that have also been requested or subpoenaed." 

Politico (4/30, French, 1.11 M) reports that the documents "were not reviewed by the other half-dozen committees that 
·investigated the 2012 attacks." Gowdy said, "Contrary to those who said all had been asked and answered, the Benghazi Committee 
has shown there is more still for Congress to consider." The Washington Times (5/1, Sherfinski, 641 K) reports that Democrats •on 
the committee have said a handful of investigations into the attack have already been done and say Republicans are using the 
committee as a way to attack" Hillary Clinton. 

USA Today (5/1, Page, 5.01 M) reports that Gowdy also "says he might be willing to accept assurances under oath from Hillary 
Clinton that she has provided all her relevant emails to the panel - dropping requests for an independent examination of her 
computer server." He told "Capitol Download," "If she were, under some theory, able to say, 'yes, I can promise you under penalty of 
pe~ury you have every single document you're ent~led to,' that would probably shut off that line of inquiry. If she can, then it will be a 
short conversation." 

From~ I (crD) (FBI) sene Wednesday. Apri129, 2015 2:19PM 
To: I<RMD) (FBI) 
Subject: RE: State Department Emails --FOJA Coordination --· SE€REF 

Classification: S RET 

Classified By: F48M57K 
Derived From: FBI N ed 20120629 
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., 
tRMD) (FBI) 

From: 
Sent: 
To: 
Cc: 
Subject: 

SentineJCaseld: TRANSITORY RECORD 

Classi fi c ation: UNCLASSifiED//~ 

• Al..l IHfORl.fATIOH CONTAINED 
HEREIN IS tn~CLASSiriEC 
CA'I'E 11-07-:<016 3Y J37J85T34 lfSICG 

====================================================== 
TRANSITORY RECORD 

Just a head's up. I got a call frorri loo, concerning the classified HRC email. He received a call from 
State asking if we would revisit the issue. I directed him to CTD as the ultimate SME on harm and the classification 
decision. (I did tell him as an OCA I concurred in the markings.) 

=~~mc~===~=============================E============== 

Classification: UNCLASSifiED//~ 
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ALL IHFORMA 'I'IOlv CO!ITAIHEJ: 
HEREIN IS UHCT....~SSIFIED 

!(RMD) (FBI) DAlE 11-07-201 6 BY J37J85T9 4 NSICG b6 
b7C 

From: 

(RMD)(FBI) 
L---------~kRMO) (FBI):'-1 _____ __, 

Sent: 
To: 

Cc: NEAGLE, LOUISE M (RMD)(FBI) 
Subject: RE: TRIM Document: 15/D0/1703 : Letter from Patrick F. Kennedy, Department of State 

(DOS), advising of the receipt of 55.000 pages of e-mails from former Secretary of State 
Hillary Clinton and requesting a senior FBI official to coordinate the FBI's revi 

SentineiCaseld: NON-RECO RD 

Classification : UNCLASSIFIED 
··=============••===~======~=~·-=:;:::===============~ 

Boss just sent an email tol~-. ____ _.1 saying I '11 be the official. 

;~~~1rigjnal Messaeej(~~~)(FBI) 
Sent: Monday I May 181 2e1s 2:27 PM....-------, 
To: I I (RMD) (FBI); I I (RMD) (FBI);I I (RMD){FBI) 
Cc : NEAGLE, LOUISE M (RMD)(FBI) 
Subject: Re: TRIM Document : 15/ D0/17e3 letter from Patrick F. Kennedy , Department of State 
(DOS), advising of the receipt of ss.ee9 pages of e-mails from former Secretary of State 
Hil lary Clinton and r equest ing a senior FBI offi cial to coordinate the FBI 's rev i · 

Classification : UNCLASSIFIED 

No 

--- --Original Message-----
From: I I (RMD) (FBI) 
Sent: Monday I May 18, 2915 2: 26r-P_M ____ __, 
To :I I (RMD)(FBI) il lRMD) (FBI); I I (RMD)(FBI) 
Cc : NEAGLE, LOUISE M (RMD)(FBI) 
Subject: RE: TRIM Document : 15/00/1793 letter from Patrick F. Kennedy, Department of State 
(DOS), advising of the receipt of ss.eee pages of e-mails from former Secretary of State 
Hillary Clinton and requesting a senior FBI official to coordinate the FBI's revi 

Classification: UNCLASSIFIED 

~--_....~ has anyone suggested to you that our POC will be anyone other than! u ~ 

b6 
b7C 

b6 
b7C 

b6 
b7C 

~~~~~~riginal Messa:ej(~~~)(FBI) b 6 
Sent: Monday, Mal 1 , 2015 2:e4 PM b7c 
To: I _ (RMD) (FBI) ;I I (RMD) (FBI);j (RMD)(FBI) 
Cc : NEAGLE, LOUISE M (RMD)(FBI) 
Subject: FW : TRI~ Document : 1.5/D0/ 1793 Letter from Patrick F. Kennedy, Department of State 
(DOS), advising of the receipt of 55.900 pages of e-mails from former Secretary of State 
Hillary Clinton and requesting a senior FBI official to coordinate the FBI 's revi 



' • 
Classification: UNCLASSIFIED 
=============:======================================== 
Good afternoon, please note the short deadline (tomorrow!!) for response to the Department of 
State. 

-----Original Message----
From: ExecSec (DO)(FBI) 
Sent: Monday, May 18, 2015 1:55 PM 
To:l I (RMO)(FBI); JUPINA, MICHELLE A (RMD)f~F..;;;B.::.I>u; .... I ___ ~I(RMD) (FBI); 
NEAGLE, LOUISE M (RMO)(FBI);f.._ _____ ___.l (RMO) (FBI);_ I(RMO)(FBI); 

RMD) (FBI) 
.....__...,... ___ ...... ~ OGC) (FBI); I I (OGC)(FBI);I I (OGC) 

(FBI); DO)(OGA); JOHNSON, GORDON B. (DO) (FBI); PERKINS, KEVIN L. 00 
(FBI); (DO) (FBI);Lt J(DO)(FBI);...,... ____ ~ ..... 
(DO)(FBI); GIULIANO, MARK F (DO) (FBI){j I (CTO)(FBI); 
(FBI); I I (DO)(OGA) .__ ___ ____. 
Subject: TRIM Document : 15/D0/1703 : Letter from Patrick F. Kennedy, Department of State 
(DOS), advising of the receipt of 55.000 pages of e-mails from former Secretary of State 
Hillary Clinton and requesting a senior FBI official to coordinate the FBI's revie --

Classification: UNCLASSIFIED 
================================:==:================== 

NOTE TO RMO: This TRIM document has a short deadline of 5/19/15. 

ACTION OFFICE: RMO 

The above division, designated as the action office, is assigned the attached Director's 
Office correspondence for preparation of a response over the signature of YOUR APPROPRIATE 
DIVISION OFFICIAL by the DUE DATE indicated below. The original will be forwarded to the 
action office's point of contact. INFORMATION ONLY electronic copies· are being sent to OGC, 
Chief of Staff, Associate Deputy Director, Deputy Director and Special Counsel to the 
Director. 

IMPORTANT NOTE: If you represent an FBI Field Division and are receiving this e-mail, you 
are being provided a copy of correspondence which has come to the attention of the Director, 
or other FBI executive. You are not being tasked with any action in this regard by the FBI's 
Office of the Executive Secretariat. You are being provided a courtesy copy only. 

Responses handled through other means, such as via telephone contact, e-mails, etc., should 
be forwarded to the ExecSec via e-mail, and must include the Trim DO# and sufficient relevant 
data, such as date, contact, and disposition, to allow ExecSec to close the pending action. 

If this matter needs to be reassigned to another entity, the FBI ExecSec should be advised 
immediately (within 2 days of e-mail receipt). The Execsec will need to know to whom the 
request should be reassigned, together with a point of contact (if known), and the original 
correspondence will need to be returned to Execsec, Room 6147. 

ACTION OFFICE INSTRUCTIONS: (Failure to comply with the following instructions will delay 
the closing of pending action and will res.ul t in the correspondence appearing on the overdue 
~~rt) . 

A. Response Preparation: 

2 
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1. Prepare the following; 

-One UNDATED letterhead copy, 
-An envelope or mailing label, 

·-A blocked yellow UNDATED file copy, attaching the original incoming correspondence to the 
yellow file copy, and a copy of the incoming to each designated ucourtesy copy" (cc), as 
appropriate. The yellow copy mail room block must be checked and initialed, and the TRIM 
number noted on the yellow (can be handwritten). 

2. At a minimum, the copy count must include the following copy designation: 

Trim XX/00/XXXX 
1 - (Your confirmation white copy, if desired) 

B. Routing of the Final Response Package: 

1. Route your final response package to the FBI Execsec, Room 6147. The FBI ExecSec will 
forward the completed package to the mailroom for delivery. 

------< TRIM Record Information >------
Record Number 15/00/1703 
Date Due Tuesday, May 19, 2015 
Addressee AD-Records Management (Addressee) 
Current Action PREPARE RESPONSE PER INSTRUCTIONS (Responsibility of: Executive 
Secretariat, Due 5/19/2015 at 1:43 PM (14 hours, 55 minutes)) 
All contacts : AD-Records Management (Addressee) 
Office of General Counsel (Other) 
Chief of Staff (Other) 
Associate Deputy Director (Other) 
Deputy Director (Other) 
Special Counsel to the Director (Other) 
Access DB or workflow 
From KENNEDY, PATRICK F. 
Constituent : 
Title (Free Text Part) Letter from Patrick F. Kennedy, Department of State (DOS), 
advising of the -receipt of 55.000 pages of e-mails from former Secretary of State Hillary 
Clinton and requesting a senior FBI official to coordinate.the FBI's review with their FOIA 
team. 
Notes : RMD advised during electronic routing that there is a short deadline for this 
TRif record. 

· 'M~nday, May 18, 2015 at 1:44:50 PM (GMT-04:00) I'' 

IIDa···e Communication 
le~ateo Records : 

Thursday. May 14. 2015 

=~====================~==============:================ 
Classification: UNCLASSIFIED 

=====~========~======================================= 
Classification; UNCLASSIFIED 

==========;====================================;====== 
Classification: UNCLASSIFIED 
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===========:=•=============================~:;:======= 

Classification: UNCLASSIFIED 

===:===·===================================~=:======== 
Classification: UNCLASSIFIED 

4 



From: 
Sent: 
To: 
Subject: 

Importance: 

SentineiCaseld: 

• 
kRMD) (FBI) 

I .MD).{FBI } 
iiJ(lesC~iji!1ijieoDI$1~~MI 
JUPINA MICHELLE A (RMD)(FBI) 
HRC Emails- UNCLASSIFIED//FOUO 

High 

TRANSITORY RECORD 

Classification: UNCLASSIFIED//FOUO 

• 
:B.I IHI'O 
CL.AS3IYIEC BY: HSICG Ll37J85'J'94 

REASC:H : 1 . 4 (C} 
CECL~S3HY OU : 12- 31 - 2040 
CATE : 11- 07- 2016 

=====================~~==========================~==== 

TRANSITORY RECORD 

Michelle, 

Just returned from the meeting at State hosted by USS Kennedy concerning HRC emails. After discussing the logistics of 
any consultations regarding the 55,000 pages in order to meet a court-ordered Jan 2016 deadline, Secretary Kennedy 
requeste~ l DoJ/OIP, and me to stay behind to discuss the FBI determination of classified material in an 
initial batch of 296 emails dealing with Benghazi. These emails were processed in response to a request by the House 
Select .Committee on Benghazi, they were processed using FOIA guidelines. 

State Department referred the document to us for our review. I passed the email to CTD who reviewed and marked the 
document with FBI eq~ities. Included was one line marked with the wlth classification "SECRET." Attached is the email 
In question with markings. As an OCA, this marking was entirely consistent with the thousands of FBI documents I' ve 
reviewed over the years. State OLC contacted me initially objecting to the classification. Later Secretary Kennedy 
contacted! lin 100, who then contacted me. I've notified CTD Exec Sec in each instance ofthe contact. 

The redaction lists "interference with foreign. relations" as the rationale. The crux of States argument is they know 
better what will impact foreign relations and there is no longer a government in place. The more appropriate rationale 
is sources and methods. While the email does not name the particular official, this might be deduced and, given the 
threat of violence in this region, any surmise could be fatal for whoever cooperated with us. State will say no one will 
know if it is redacted, but that is not how classification works. 

This all said, CTD is ultimate decider as to the level of harm contained in the information. I told Secretary Kennedy this 
and he said he would be catting AD Steinbach. 

" Here is our response. I recommend you go ahead and classify the forWarding email to us in the future in case we 
determine there is classified information. This marking was approved by the CTO front office. The first bracket starts 
with, "Apparently ... ", the second bracket starts w ith, "The A/ RSO ... ", t.he third bracket~ I The bl marking 
is SECRET//NOFORN." 

:os739808- Work 
• CTD Redacti... 
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' • ;..L L Il:II'O..~!A '!"IOU crnn All·lED 
HEREIH IS UNCLASSHIED 
CA.'l'E 11-07-201£ EY J37J85'1'94 NSICG b6 

From: 
Sent: 
To: 

Cc: 

Subject: 

SentineiCaseld: TRANSITORY RECORD 

Classification: UNCLASSIFIED 
================~===================================== 

TRANSITORY RECORD 

All 

I just spoke to Pat Kennedy at DoS reference a State.gov email dated November 18,2014 07:01PM fromL.I __ ___. 
I land in which the FBI was requested to review a pending FOIA request. 

I advised him independent and objective reviews by both RMD and CTD previously determined two portions needed to 
be redacted based on exemption (b)(l)- "specifically authorized under criteria established by an Executive order to be 
kept secret in the interest of national defense or foreign policy." We spoke earlier today and in the conversation 
requested that, as the Assistant Director CTD, I review the content and revise the determination and redact based on 
exemption (b)(7)(0) only- ''could reasonably be expected to disclose the identity of confidential source, including a 
State, local, or foreign agency or authority ... " 

After discussions with RMO and CTD today, 1 explained to Mr. Kennedy to only exempt for (b)(7)(0) was not appropriate 
as the information in the two portions in question was classified at the Secret/NOFORN level and exemption (b)(l) was 
needed in addition to exemption (b)(7)(0). Therefore, I would not change the original determination made by the FBI. 

Michael B. Steinbach 
Assistant Director 
Counterterrorism Division 

====================================================== 
Classification: UNCLASSIFIED 
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• • Al...l lHFORl;lATIOH CONTAINED 
HEREIN IS tmCLASSHIEC 
CATE 11-0I-20H 3'l .i37J85T34 H"SICG b6 

From: 
Sent: 
To: 

JUPINA., MICHELLE A. (RMD)(FBI) 
Thursdav. Mav 21, 2015 4:16PM 

I tRMD) (FBI) 
FW: State email FOIA ••• UNCLASSIFIED Subject: 

SenlineiCaseld: TRANSITORY RECORD 

Classification: UNCLASSIFIED 
====================================================== 
TRANSITORY RECORD 

From: JUPINA, MICHELLE A (RMD){FBI) 
Sent: 1llh1r.sEtavi~SVf2:lwt.OJSI4m:t;l8 
To: RYBICKI, JAMES E (DO)(OGA); GIUUANO, MARK F (DO) (FBI); GIACALONE, JOHN (DO)(FBI); STEINBACH, MICHAEL 
B. (CfD) (FBI); BAKER, JAMES A (OGC)(FBI) 
Subject: RE: State email FOIA --- UNCLASSIFIED 

Classification: UNCLASSIFIED 
====================================================== 
TRANSITORY RECORD 

...__ __ ___.lis an OCA and he can classify the information, unless CTO would prefer to ciassify it. 

From: 
Sent: i!ifilriiSO; 
To: GIUUANO, JOHN (DO)(FBI); STEINBACH, MICHAEL B. (CTD} {FBI); JUPINA, 
MICHELLE A (RMO)(FBI); BAKER, JAMES A (OGC)(FBI} . 
Subject: FW: State email FOIA ···UNCLASSIFIED 

Classification: UNCLASSIFIED 

TRANSITORY RECORD 

State Department COS Jonathan Finer called this afternoon reference this matter. He provided the background on the 
review process, stated that he was not attempting change the AD's classification decision, and said that he just wanted 
to make sure that FBI leadership was aware of the decision and the procedural process and media attention it would 
likely trigger. · 

I spoke to AD Steinbach who provided the background on the decision and I relayed back to the State Department that 
leadership is aware of the review process and decision. Mr. Finer asked whether it would be possible for the FBI to 
classify the information (as opposed to the State Department classifying on behalf of the FBI). 1 told him that 1 would 
inquire but would defer to the classification and FOIA experts. 

Jim 

b7C 
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~.LL IHf.UREA.TIOH CONT .AINED 
HEREIN IS tn-l'CLASSIFIEC 
DA'l'E ll-07-20H 3Y J37J85T94 NSICG b6 

From: 
Sent: 
To: 
Cc: 
Subject: 

SentlneiCaseld: TRANSITORY RECORD 

Classification: UNCLASSIFIED 
======================================~=============== 

TRANSITORY RECORD 
Thank you sir~ J 

From: GIACALONE, JOHN.(OO) FBI) 
Sent: m.t""til~~'lt2bl.S. 12: [8 em,,._ ___ ____, 
To: JUPINA, MICHELLE A (RMD}(FBI); RMD) (FBI) 
Cc: GIUUANO, MARK F (DO) (FBI) 
Subject: RE: State email FOIA ---UNCLASSIFIED 

Classification: UNCLASSIFIED 
===================~===========================7=====~ 

TRANSITORY RECORD 

b7C 

b6 
b7C 

b6 
b7C 

Michellec::::::t Great job by you and your team on addressing the review of the DoS em ails. Your thorough analysis b6 
and recommendation were spot on. Well done- thanks- John b7C 

From: JUPINA, MICHELLE A (RMD)(FBI) 
Sent: Thursday, May 21, 2015 4:16PM 
To: RYBICKI, JAMES E (OO)(OGA); GIUUANO, MARK F (DO) (FBI); GIACALONE, JOHN (OO)(FBI); STEINBACH, MICHAEL 
B. (CTD) (FBI); BAKER, JAMES A (OGC)(FBI) 
Subject: RE: State email FOIA ···UNCLASSIFIED 

Classification: UNCLASSIFIED 
====================================~================= 

TRANSITORY' RECORD 

~...-__ __,lis an OCA and he can classify the information, unless CTO would prefer to classify it. 

From: RYBIO<l, JAMES E (DO)(OGA) 
Sent: Thursday, May 21, 2015 4:09PM 
To: GJUUANO, MARK F (DO) (FBI); GIACALONE, JOHN (OO)(FBI); STEINBACH, MICHAEL B. (CTD) (FBI); JUPINA, 
MICHELLE A (RMD)(FBI); BAKER, JAMES A (OGC)(FBI) 
Subject: FW: state email FOIA ·--UNCLASSIFIED 
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From:· 
Sent: 
To: 
Subject: 

Agendl... __ __. 

• teo) (FBI) 

ALL fEI IHFORH .. '>.'TIDH COH'l'AHlED 
!P-:REIN IS UNCLASSIFIED 
DAT.E 10-31-2016 B'i J37J85T94 NSICC 

MacDougall, Mark~l~:r.r-~r"'lln~----___. 
Monda:. August 1h. 2o15 4:19PM 

I - I (CD) (FBI) 
Bryan agnano 

I am writing following our telephone conversation of ~arlier today regarding our client, Bryan 
Pagliano. In response to your inquiry, we are not prepared to have Mr. Pagliano participate in an· . 
interview with the FBI - particularly in the absence of any explanation as to the focus or scope of your 
prospective questions. Please ask the Department of Justice lawyer responsible for this investigation 
to .contact me if further discussions are needed. Also, please convey to any other DOJ or FBI 
personnel involved in your investigation that Mr. Pagilano is represented by counsel and that all 
further inquiries should be directed to our law firm. My full contact information is provided below. 

Thanks. 

Mark MacDougall 

Mark J. MacDougall 
AKIN GUMP STRAUSS HAUER & FELD LLP 

1333 New Hampshire Avenue, N.W. I Washington, DC 20036·1564 I USA I Direct: L..l ___ ___.lltntemall 
Fax: +1 202.887.4288 11 I akingump.com I .W.O L...-----1 

The infonnation contained in this e-mail message is intended only for the personal and confidential use of the 
recipient(s) named above. If you have received this communication in error, please notify us immediately bye
mail, and delete the original message. 
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• CLASSI:?IED BY: NSICC J37J85'1'SI4 
ALL INFORMATION Cotl'l'AINEJ:: 
HEREIH IS mrCLA.SSITIE.D E:{CEPT 
~·~"RERE SHCh1~ O'l'HERWISE 

fD.J 087 (Rev. S-8-10} 

• ?Z..~.SOH: 1. 4 (C) 
DECLASSIFY Olf: 12-31-2040 

DATZ: 10-31-201~ 

~//N9P9M 
FEDERAL BUREAU OF INVESTIGATION 

Collected Item Log 
JrfiiJl. 

;~~~----------..... 

0FFI.~IAL ~~C:ORD 
p.,.,.,."'-... f""'..(.• ..... !o.f •• ~£4::.-6+·-H 
Ill ....;..-. ...... """'<' llot'i'·~ ..... ~I~ II 
f.~~~ Ffl' ·~::,o .. ,.~, ~-A., 

Event Title: ~~------------------~ 
Approved By:~~--------------~ 

Date: 08/12/2015 

Drafted By: L-1 _____ ..... I ·~\ ~fb 
Case I:D fq I~' CjJ.f'(S/ /M")r-~-----..., 

MISHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

Full Investigation Initiated: 07/10/2015 

Collected From: (U) Platte River Networks/Equinex 
800 Secaucus Rd 
Secaucus, New Jersey 07094 

Receipt Given?: No 

Holding Office: WASHINGTON FIELD 

Details: 

Item Type 
1B Digital 

No Details Provided 

Description 
(U) Dell Poweredge 2900, Gray Color, S/N G842PC1 

Collected On: 08/12/~2~0~1~5~------------~ 
Seizing Indi vidru=a.;:;l;..::_ ... l ______ -,r----...J 

Collected By: ~~----------------~ 
Location Area: NA 
Specific Location: NA 
Device Type: Computer 
Serial Number: G842PC1 
Number of Devices Collected: 1 

This document con1ains neit~cr recommendations nor conclusions of the FBI. lt is the propcny of the FBI and is loaned to your agenc~: itand its 
contents are not to be distributed outside your agency. 
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F0-302a (Rev. I 0-6-95) • 
-1-

• ALL IHI"O.'~H.A'TIOH COHTAINED 
HEREIH IS UNC!.ASSU I ED 
CATE 1 0- 31-201£ BY J37 J 85T94 NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 07/31/2015 

....----O ..... n the morning of July 31,2015, Federal Bureau of Investigation (FBI) Special Agent (SA)I I 
keceived a voicemail on her desk telephone from a woman identifying herself as! I 

from] II ladvised she represented the clients at Platte River Networks who were 
recently provided a copy of a preservation letter from the FBI. stated on the voicemail that she 
advised her clients to "follow the instructions on the letter to the t". hen tated that if the FBI had 
any further questions regarding the letter to contact her at telephon -.__ _____ _, 

SAl ltelephonedl llater the same morning atl._ ____ ___.ho advise she received 
her voicemail and appreciated the contact. 

Investigation on 07/31 /2015 at ____ ~~~v=«~C~o~l~om~d~o~----------------------------------

File# -'----;======rtf--------------Date dictated __ _,N,_,/C!..:A'-----------------------

By SfJ 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it :. 
and its contents are not to be distributed outside your agency. 
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• 
U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535·0001 

Date: 

To: 

From: 

August 11, 2015 

John Kerry 
Secretary of State 
U.S. Department of State 

Charles H. Kable 
Section Chief 
Counterespionage Section 
Counterintelligence Division 

• ALL INFDF<li.A '!'ION CON'T .A INEI:: 

:a::REIN IS UNCLASSIFIED 
DA'TL: 10-31-2016 BY J37J85'1'94 HSICGJ 

Subject: Request for~~----------------------------~ 
On July 6, 2015, the FBI received a Section 811(c) Referral from the 

Inspector General of the Intelligence Community regarding the potential 
compromise of classified information. Pursuant to this referral, FBI 

lreocectfllll~ 

I. 
2. 
3. 
4. 
s. 
6. 
7. 
8. 
9. 
10 
11 
12 
13 
14 
15 

rep11estsl 

This document contains neither recommendations nor conclusions of the FBI. It is the property ofthe FBI and is loaned to your 
agency; it and its contents are not to be distributed outside your agency. 
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• • 
You are also requested not to disclose the existence of this request , other than as necessary to comply 

with this request, as the FBI's investigation may be jeopardized by this type of disclosure. 

r--___ H_.y'-o..,.u.....;..h.,ave any questions regarding this r equest, please direct all inquiries to Special Agent 
L-.. ____ ___.jwho can be reached a~ l 

Sincerely, · · 

Charles H. Kable IV 
Section Chief 
Counterintelligence Division 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your 
agency; it and its contents are not to be distributed outside your agency. 
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• 
U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

ALL INYO'Rl-!..?,l'IOU CONTAINEC 
!IZ..~UI IS UHCLASSIFIED 

• 
DAn: 11-07-:ZOH BY J37.J85T94 HSICG 

August 12, 2015 

Re: Request for Preservation of Records 

Pursuant to Title 18,United States Code Section 2703(f), this letter is a formal request for 
the preservation of all records and other evidence in your possession regarding the domain 
accoWlt @clintonemail.com, pending further legal process. 

You are hereby requested to preserve the records described below currently in your 
possession, including records stored on backup media, in a form that includes the complete 
record, and records that may come into your possession from the date of acknowledgment of this 
request Wltil receipt of a legal court order. You are also requested not to disclose the existence 
of this request to the subscriber or any other person, other than.as necessary to comply with this 
request, as the FBI's investigation may be jeopardized by this type of disclosure. You are also 
requested not to close the accoWlt of the subscriber, Wlless requested to do so by the subscriber. 
If compliance with this request may result in a permanent or temporary termination of service 
to the accounts described below, or otherwise alert the subscriber or user of these accounts as 
to our actions to reserve there erenced files and records, please contact Specwl Agent 

~ ............................................................ ~ 
as soon as possible and before taking any such actions. 

This preservation request applies to the following records and evidence: 

A. All stored electronic coinmunications and other files reflecting communications to 
or from the requested account. · 

B. The contents of any commm1ication or file stored by or for the accoWlt and any 
associated accounts, and any information associated with those communications 
or files, such as the source and destination email addresses or IP addresses. 

C. All records and other evidence relating to the subscriber(s), customer(s), account 
holder(s), or other entity(ies) associated with the requested account including, 
without limitation, subscriber names, user names, screen names or other identities, 
mailing addresses, residential addresses, business addresses, e-mail addresses and 
other contact information, telephone nwnbers or other subscriber number or 

.. ~<. 

b7E 

b6 
b7C 



• • identity, billing records, information about the length of service and the types of 
services the subscriber or customer utilized, and any other identi fying 
infonnation, whether such records or other evidence are in electronic or other 
fonn; and 

D. All cOJmection logs and records of user activity for the requested account, 
including: 

1. Connection date and time; 
. 2. Disconnect date and time; 

3. Method of connection (e.g., telnet, ftp, http); 
4. Data transfer"volume; 
5. User name associated with the connection and other connection 

infonnation, including the Internet Protocol address of the source ofthe 
connection; 

6. Telephone caller identification records; and 
7. Connection information for other computers to which the user of the 

above-referenced accounts connected, by any means, during the 
connection period. including the destination IP address, connection time 
and date, disconnect time and date, method of connection to the 
destination computer, the identities (account and screen names) and 
subscriber infonnation, if known, for any person or entity to which such 
connection information relates, and all other infonnation related to the 
connection from ISP or its subsidiaries. 

E. Any other records and other evidence relating to the requested account. Such 
records and other evidence include, without limitation, correspondence and other 
records of contact by any person or entity about the above-referenced account, the 
content and connection logs associated with or relating to postings, 
conununications and any other activities to or through the requested account, 
whether such records or other evidence are in electronic or other fonn. 

If you have any questions regarding this request, please direct all inquiries to 
L...-_________ ___.lwbo can be reached atl I 

.-.· . .. ,....~ .. -

Sincerely, 

Charles H. Kable IV 
Section Chief 
Counterintelligence Division 
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MODE ~ MEMCRY TRRNSMISSION STRRToAUG-12 18!53 END=RUG-12 18: 55 

STN 1'(). COMM. ABBR NO. STRT!ON NAME/TEL NO. PAGES DURRTION 

001 OK a 003/003 oo: 01: 22 

-NSD NS-4 FRONT CFF ICE 

************************************ - - ***** - L---------~1 ********* 

Subject: . 

9n ~trv~ \ ~ 'f\ 

FEDERAL BUREAU OF INVESTIGATION 
~ACSJM~i.E COV-ER SHEET. 

WARNING 

:..LL IN.F.O..~U\.TION CONTAINED 
HEREIN IS illlC LASSlriED 
CATE 11-07-201 6 BY J 37J 85T94 NS ICG 

lnf!l""ltlon attactlei lo the oover sheet i:s U.S. Govemmcnt l'rQPerty. 'If you are not the ln~efl~ reciple11t ot lt\U: infcrm•tion d~rt 
reprOduWcll, dlsa1flut'ICin. or use ot tNs lrlformallon i$ ~lllil:ed (18.USC, § &41). l'leasa notify tilt Ol'lglnatl>r or local Fill Oftlce ' 
II'III'Mif;atefy 110 III'T'IInll• for proper disposition. 

Page 1 of 1 
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• 
U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

• 

.UL IHFORHAl'IOH COJITAINE:C 
3Z!\EIN IS lJNCLJ:.SSiriED 
D.!HZ 11-07 - 201€ BY J3? .185T34 NSICG 

August 12, 2015 

Re: Request for Preservation of Records 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for 
the preservation of all records and other evidence in your possession regarding the domain 
account @clintonemail.com, pending further legal process. 

You are hereby requested to preserve the records described below currently in your 
possession, including records stored on backup media, in a form that includes the complete 
record, and records that may come into your possession from the date of acknowledgment of this 
request until receipt of a legal court order. You are also requested not to disclose the existence 
of this request to the subscriber or any other person, other than as necessary to comply with this 
request, as the FBI's investigation may be jeopardized by this type of disclosure. You are also 
requested not to close the account of the subscriber, unless requested to do so by the subscriber. 
If compliance with this request may result in a permanent or temporary termination of service 
to the accounts described below, or otherwise alert the subscriber or user oftltese accounts as 
to our actions to reserve there erencedfl/es and records, please contact Special Agent 

~------------------------~ 
as soon as possible and before taking any such actio11s. 

This preservation request applies to the following records and evidence: 

A. All stored electronic communications and other files reflecting communications to 
or from the requested account. 

B. The contents of any communication or :file stored by or for the account and any 
associated accounts, and any information associated with those communications 
or files, such as the source and destination email addresses or IP addresses. 

C. All records and other evidence relating to the subscriber(s), customer(s), account 
holder(s), or other entity(ies) associated with the requested account including, 
without limitation, subscriber names, user names, screen names or other identities, 
mailing addresses, residential addresses, business addresses, e-mail addresses and 
other contact information, telephone numbers or other subscriber number or 

b7E 

b6 
b7C 



• • identity, billing records, information about the length of service and the types of 
services the subscriber or customer utilized, and any other identifying 
information, whether such records or other evidence are in electronic or other 
form;.and 

D. All connection logs and records of user activity for the requested account, 
including: 

1. Connection date and time; 
2. Disconnect date and time; 
3. Method of connection (e.g., telnet, ftp, http); 

· 4. Data transfer volume; 
5. User name associated with the connection and other connection 

information, including the Internet Protocol address of the source of the 
connection; · 

6. Telephone caller identification records; and 
7. Connection information for other computers to which the user of the 

above· referenced accounts connected, by any means, during the 
connection period, including the destination IP address, connection time 
and date, disconnect time and date, method of connection to the 
destination computer, the identities (account and screen names) and 
subscriber information, if known, for any person or entity to which such 
connection information relates, and all other information related to the 
connection from ISP or its subsidiaries. 

E. Any other records and other evidence relating to the requested account. Such 
records and other evidence include, without limitation, correspondence and other 
records of contact by any person or entity about the above-referenced account, the 
content and connection logs associated with or relating to postings, 
communications and any other activities to or through the requested account, 
whether such records or other evidence are in electronic or other form. 

If you have any questions regarding this request, please direct all inquiries to 
Special Agent I t who can be reached at I I 

Sine~ 

Charles H. Kable IV 
Section Chief . 
Counterintelligence Division 
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FILE NO.a463 

STN NO. COt11. ABBR NO. 

001 OK a 

Brief Des<;rilltlon of CommuniQt!QO'I f axfld; 

START-=fU:i-12 19:57 END=AUG-12 19:59 

STATION NAME/TEL NO. P~S DURATION 

-NSD NS- 4 FRONT OFF ICE 

- ***** -

F!:O'EAAL SUREAU OF INV'ESllGATION 
FACSIMILE COVER SHE~ 

WANtiNG 

L-----------~~ ********* 
A.LL I HFORY.A'l'IOH COH'fAIHED 
HEREIN IS l.n~CL..l>SSIFIED 

DATE 11-07-201 6 BY .137J85T94 HSI::C: 

Woi"'JJ<<tlon ;,et;Jdlcod b> the l;lOvW •heel: i$ U.S. ~ernme:nt Proposrty. If you are not lt\e Intended rac.lplent af tlli.G inforn'lat!on disc:locure, 
""P"'iluttletl, i:llsmbutlon, or UM of this infonna!lon Is protllblted (lO .USC, !i "'1). Plnse 110llf'y !he or191Mtor orloc:al fai Ot'llce 
lmmedlete•v til arn11ge lor 11roper dtsoosltlon. 

FC-448 {Revised 10.2.7-2004) 

b7E 

b6 
b7C 
b7E 

b6 
b7C 



• a 
~.LL IHfCBJ-.!A TIOH CONT AIHED 

FD-302a (Rev. 10-6-95) HEREIH IS mlCLASSHIED 

-I CA.TE ll-07-20H EY .i37J85'f34 NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 08/07/2015 

On August 7, 2015, for the FBI's 
Records Management Division provided the enclosed internal FBI 
communications, classified SECRET//NOFORN, referencing three (3) 

,documents passed to the FBI by the State Department on or about April 
29, 2015. Insofar as the State Department had identified FBI equities 
contained in these documents, they were sent to the FBI for 
classification review. 

The first email, dated September 16, 2015 was found to contain no 
classified information and released in full without redactions. The 
second email, dated October 17 and 18, 2012 was redacted and released 
in part using the 87 (A) and B7.(C) FOIA exemptions. The third email, 
dated October 3, 2012, was redacted and released in part based on the 
Bl FOIA exemption insofar as it contained non-FBI classified 
information. 

The enclosure to this record is classified SECRET//NOFORN. 

Investigation on 0810712015 ~----~w~·a~sh~in~g~to~n~.D~·~c~·-----------------------------------

File# --L----------..J..------------------ Date dictated ___ N..,/'-'--A,__ ____________________________ _ 

By~~------------_t----------------------------------------~--------
b6 
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This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents arc not to be distributed outside your agency. 
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• • DECL1-.SSIFIB:D BY : NSI{;G J37J 85T9 4 

I<NF)(FBI) 
ON 11-07-2016 b6 

From: 
Sent: 
To: kLA)(FBI} 
Subject: 

SentineiCaseld: TRANSITORY RECORD 

Classifi ed By: J23J98 
Derive d From: FBI IC da ed 20130 301 
Declassify On: 2 40 1231 
====================================================== 
TRANSI TORY RECORD 

Please see attached. 

'f!J 
c=Jooc.pdf 
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From: 
Sent: 

_ ·To: 
Cc: 

Subject: 

• 
!(RMD) (FBI) 

Senti neiCaseld: TRANSITORY RECORD 

Classif ication : S 

Classified By: J 23J9 
Derived from: fBI N , dated 20120629 
Declassify On: 204 

TRANSITO RY RECORD 

• 
DECLJ._SSIFIED BY: NSICG J37J85'1'94 
OH 11 -0?-20 16 

Attached are three new emails from State. The review on these three documents has not been finalized by State, so the 
markings reflect the status at this t ime. Thanks ! 

C05739708.pdf COS739758.pdf C05739635.pdf 

D 

D 
~~::::;:::;:~~7=;~~~======================== 
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• 
j(RMD) (FBI) 

From: 
Sent: 

~--~-:!.!(RMO) (FBI) 
Thursday. April30. 2015 8:32AM 

• 
D:SCLF..SS IFIED BY . HS I CG J37 J85T94 
CH 11-07-2016 

To: 
Cc: 
Subject: 

' 

j(CTD) (FBD 
f(CTD)(FBI}I I (RMD} (FBI) 

RE: HRC emails. FOIA case F-2015·04841 -- SEeREli'/t40JiORM 

SentineiCaseld: TRANSITORY RECORD 

Classified By: J23J9 
Derived From: FBI N dated 2012062 9 
Declassify On: 20 1231 
====~=========== ======== ===:=~====================== 
TRANSITORY RECORD 

Yes, and I understand internally at State there was some who agreed with our marking. 

From:.L.i ------..J!(CTD) (FBI) 
Sent: Wednesda April 29, 2015 6:07 PM 
To RMD) {FBI) 

(CTO)(FBI);I I(RMD) (FBI}; (OGC) (FBI); 
r-=::....-----t(CTO)(FBI); JUPINA, MICHELLE A {RMD)(FBI); NEAGLE, LOUISE M (RMO)(FBI) 
Subject: RE: HRC emails, FOIA case F-2015-04841 --- SECRETHNOFORN 

Class i fied By: F48M57 
Derived From: FBI NS 
Declassify On: 204 231 
================- =========- ==~=============~====u=== 

TRANSITORY RECORD 

(Ul._l _ _. 

(U) Thanks, we'll take a look at these and get a response back. In glancing at the third e-mail I notice it's been marked by 
DOS as containing classified information. That might in part explain why they've backed off some of their early 
resistance to use invoking the bl exemption. 

(U~._ _ _, 

From:l HRMD) (FBI) 
Sent: Wednesda , A ril 29, 2015 5:40PM 
To: (crD) (FBI) 
Cc: CTDXFBI);r------...,{RMO) (FBI);! koGC) {FBI); 

(CTD)(FBI); JUPINA, MICHELLE A (RMO)(FBI); NEAGLE, LOUISE M {RMD)(FBI) 
L.::S:-u-:-b-:-ject--:-:-:'H-:-:R::-::C:-e-m-a'::"lls_., FOIA case F-2015-04841 ·-- SECRETmlQ~QRPl 
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From: 
Sent: 

• 
kRMD) (FBI) 

I kRMO) (FBI) 

• 
CECLASSIFIEC B'{: NSICG J37 JB5'1'94 
OH ll-O'i'-20H 

To: 
Cc: I 

Wednesdav~-Ma~ 06;ltg~~)1 t~~~} PM 
I _ _ JCfD""Hu..E~Biw)·f-('-------------------..,., -~ ...,~kRMO) (FBid I 
~-=~~~( G ) (FBI);~-~=~~--...afCTD)(FBI); JUPINA. MICHELLE A (RMO) 
(FBI); NEAGLE. LOUISE M (RMO)(FBI) 

Subject: RE: HRC emails, FOIA case F-2015-04841 --- SEORE"FHt~OFORN 

SentineiCaseld: TRANSITORY RECORD · 

Classification: S CRET//N ORN 

dated 20120629 

================== =~========================== 

TRANSITORY RECOR 
I I 

Do you have the status? I need to appease State. 

Thanks 

I I 

Classification: S CRET// FORN . 

Classified By: J23J 
Derived From: FBI NS 20120629 
Declassify On: 2040 23 

TRANSITORY RECOR 

Attached are three new emails from State. The review on these three documents has not been finalized by State, so the 
markings reflect the status at this time. Thanks! 

«File: COS739708.pdf » «File: COS739758.pdf » «File: C05739635.pdf » 
c:::J 
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' ... ·~ • 
HRMD) (FBI) 

From: 
Sent: 
To: 
Cc: 

Subject: 

SentineiCaseld: TRANSITORY RECORD 

Classifica tion: CRET//NOF N 

Classified By: J23J9 
Der ived From: FBI NS , dated 20120629 
Declass ify On: 204 231 

TRANSITORY RECORD 

Thank you very much, hope you're f~eling better. 

From~ I(CTD} (FBI) 
Sent: ·Frida , May 08, 2015 10:02 AM · 

• DECLJ.SSIFIED BY : NSICG J37J85'!'94 
OH 11-07-2016 

To. RMO) (FBI) 
Cc: (CTD}(FBI);I I<RMD) (FBI); I I(OGC) (FBI); 

CTD)(FBI}; JUPINA, MICHELLE A (RMD)(FBI); NEAGLE, LOUISE M (RMO)(FBI) 
L-::S::-u-:-b-:-1ec:t~:~R=-=E=-: -:-H~R~C-e_m_,.a.ils, FOIA case F-2015-04841 --- SECRE1'1/PIOFOR~ 

Classificat ion: 

Clas s ified By: F48M K72 
De rived From: FBI SI dated 20120629 
Declassify On: 2 401231 
=========~==========~-~=============================== 

TRANSITORY RECORD 

(uc::J 

(U) Sorry for the delay in getting back to you, I've been out sick the last couple days. 

(U) CTD is fine with the redactions which DOS recommends and has no requests for further redactions. 

(UJ I 

(U) Blessed are they who maintain justice, 
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u~s. Department of Justic~ 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

ALL HIT.OFJ·l~TIOU COH'l'AlHED 
E::UlN IS T.n-JCLF...SSIFIED 
D.';H 11-07-2016 EY .J37J85T94 NSICG 

Custodian of Records 
Platte River Networks 
5700 Washington Street 
Denver, CO 80216 

Re: Request for Preservation of Records 

July 27, 2015 

' 
Pursuant to Title 18, United States Code Section 2703(£), this letter is a formal request for 

the preservation of all records and other evidence in your possession regarding the domain 
account @clintonemail.com, pending further legal process. 

You are hereby requested to preserve the records described below currently in your 
possession, including records stored on backup media, in a form that includes the complete 
record, and records that may come into your possession from the date of acknowledgment of this · 
request until receipt of a legal court order. You are also requested not to disclose the existence 
of this reRuest to the subscriber or any other person, other than as necessary to comply with this 
request, as the FBI's investigation may be jeopardized by this type of disclosure. You are also 
requested not to close the account of the subscriber, unless requested to do so by the subscriber. 
If compliance with this request may result in a permanent or temporary iermination of service 
to the accounts described below, or otherwise alert the subscriber or user of these accounts os 
to your actions to preserve the referenced files and records, please contact Special Agent 

~....-____________ __.as soon os possible and before taking any such actions. b6 

This preservation request applies to the following records and evidence: 

A. All stored electronic communications and other files reflecting communications to 
or from the requested account. 

B. The contents of; any communication or file stored by or for the account and any 
associated accounts, and any information associated with tho~e communications 
or files, such as the source and destination email addresses or IP addresses. 

C. All records and other evidence relating to the subscriber(s), customer(s), account 
holder(s), or other entity(ies) associated with the requested account including, 
without limitation, subscriber names, U:ser names, screen names or other identities, 
mailing addresses, residential addresses, business addresses, e-mail addresses and 
other contact information, telephone numbers or other subscriber number or 
identity, billing records, information about the length of service and the types 'of 

b7C 



•• • services the subscriber or customer utilized, and any other identifying 
information, whether such records or other evidence are in electronic or other 
form; and 

D. All connection logs and records of user activity for the requested account, 
including: 

1. Connection date and time; 
2. Disconnect date and time; 
3. Method of connection (e.g., telnet, ftp, http);. 
4. Data transfer volume; . 
5. User name associated with the connection and other connection 

information, including the Internet Protocol address of the source of the 
connection; 

6. Telephone caller identification records; and 
7. Connection information for other computers to which the user of the 

above-referenced accounts connected, by any means, during the 
connection period, including the destination IP address, connection time 
and date, disconnect time and date, method of connection to the 
destination computer, the identities (account and screen names) and 
subscriber information, if known, for any person or entity to which such 
connection information relates, and all other information related to the 
connection from ISP or its subsidiaries. 

E. Any other records and other evidence relating to the requested account. Such 
records and other evidence include, without limitation, correspondence and other 
records of contact by any person or entity about the above-referenced accoWit, the 
content and connection logs associated with or relating to postings, 
communications and any other activities to or through the requested accoWit, 
whether such records or other evidence are in electronic or other form. 

. If you have any questions regarding this request, please direct all inquiries to 
Special.Agentl lwho can be reached at I I 

Sincerely, 

~ 
Charles H. Kable IV 
Section Chief 
Counterintelligence Division 
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• ALL HffO..'ql.:m.TICll CON'T..h. INED 
HEREIN IS UNC. LAS SifiEC 
DATE 11-07-.201';; 3Y J37J85'J'g4 NSICC 

U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C 20535-0001 

Joseph P. Clancy 
Director 
United States Secret .Service 
950 H Street., NW 
Washington, D.C. 20223 

Re: Request for Preservation of Records 

Dear Director Clancy: 

July 31, 2015 

lbis letter is a formal request for the preservation of all records and other evidence in 
your possession, or in the possession of Hillary Clinton, former Secretary of State, regarding the 
domain account @clintonemail.com, pending further legal process. 

You are hereby requested to preserve the records described below currently in your 
possession, or in the possession of Hillary Clinton, including records stored on backup media, in 
a form that includes the complete record, and records that may come into your possession from 
the date of acknowledgment of this request until receipt of a legal court order. You are also 
requested not to disclose the existence of this request, other than as necessary to comply with this 
request, as the FBI's investigation may be jeopardized by this type of disclosure. 

This preservation request applies to the following records and evidence: 

A. All. stored electronic communications and other files reflecting communications to 
. or from the requested domain account. 

B. All servers, computers, thumbdrives, hard drives, smartphones, or any other 
digital storage devices in your possession or in the possession of your client, 
which may contain communications to or from the requested domain account. 

C. All business records and other evidence relating to the establishment of the 
domain referenced above, including subscriber( s ), customer( s ), account 
holder(s), or other entity(ies) associated with the requested account including, 
without limitation, subscriber names, user names, screen names or other identities, 
mailing addresses, residential addresses, business addresses, e-mail addresses and 
other contact information, telephone numbers or other subscriber number or 
identity, billing records, information about the length of service and the types of 



• • services the subscriber or customer utilized, and any other identifying 
information, whether such records or other evidence are in electronic or other 
form; and 

D. All connection logs and records of user activity for the requested account, 
including: 

1. Connection date and time; 
2. Disconnect date and time; 
3. Method of connection (e.g.: telnet, ftp, http); 
4. Data transfer volmne; 
5. User name associated with the connection and other connection 

information, including the Internet Protocol address of the source of the 
connection; 

6. Telephone caller identification records; and 
7. Connection information for other computers to· which the user of the 

above-referenced accounts connected, by any means, during the 
connection period, including the destination IP address, connection time 
and date, disconnect time and date, method of connection to the 
destination computer, the identities (account and screen names) and 
subscriber information, if known, for any person or entity to which such 

·connection information relates, and all other information related to the 
connection from ISP or its subsidiaries. 

E. Any other business records and other evidence relating to the requested account. 
Such records and other evidence include, without limitation, correspondence and 
other records of contact by any person or entity about the above-referenced 
account, the content and connection logs associated with or relating to postings, 
communications and any other activities to or through the requested account, 
whether such records or other evidence are in electronic or other form. 

If you have any questions regarding this request, please direct all inquiries to 
Special Agent I lwho can be reached a~ I 

Sincerely, 

Charles H. Kable IV 
Section Chief 
Counterintelligence Division 
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• ALL FBI Hll'OR!.!.ATION COH'I'AIHED 
HEREIH IS mlCL.ASSHIED 
CATE ll-07-20H EY .i37.J85'f34 NSICG 

·mnitrd ~tatcs ~mate 
GO:V.MITif.E ON THE: JUOICIAF\Y 

August 5, 20 15 

VIA ELECTRONIC TRANSMISSION 

The Honorable James B. Corney, Jr. 
Director 
Federal Bureau of Investigation 
935 Pennsylvania Avenue, NW 
Washington, D.C. 20535 

Dear Mr. Corney: 

The Judiciary Committee has learned that the Office of Inspector General for the 
Department of State (State OIG) opened an investigation involving potential criminal conduct by 
Ms. Hum a Abed in while she worked for the Department of State under then-Secretary Clinton. 
Specifically, the investigation examined the circumstances of Ms. Abedin's work arrangements, 
leave status, and conversion from a full-time Department of State employee to a Special 
Government Employee (SGE) and Senior Advisor to former Secretary Clinton. 

During the course of its investigation into this maner, the Committee has learned that the 
State OIG transmitted a lener, notice, or other similar communication ("letter") to the FBI in 
October 2013 placing it on noti_ce that State OIG's investigation was no longer a preliminary 
matter but a full-fledged criminal investigation into Ms. Abedin. However, there have been 
public denials that the infonnation provided to the Committee is accurate. 1 In order for the 
Comminee to assess the veracity of the information provided in this maner, please provide a 
copy of the October 2013 letter from State OIG by no later August 12, 2015. If no such letter 
exists, please advise the Committee immediately. 

If you have any questions, contact Josh Flynn-Brown of my Committee Staff at (202) 224-
5225. Thank you for your cooperation. 

Sincerely, 

Charles E. Grassley 
Chairman 
Committee on the Judiciary 

1 S.A. Miller, "liillary Clinton aide liuma Abcdin emerges as potential liability for 2016 bid," WASHINGTON TtMES (August4, 
20 I 5). Accessible at hnp:l/www. washingtonlimcs.com/ncws/20 I S/aug/4/hi\lary-clinton-aidc-huma-abcdin-cmergcs-as-potcnt/ 
("'There is no criminal investigation, and there never has been. To say otherwise is patently ft~lsc and grossly irresponsible,' [Ms. 
Abedin's auorney, Karen L. Dunn] said.") 
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HEREIN IS tmCLASSHIEC 
-1- CA.TE 11-0I-20H BY .i37J85T34 H"SICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 07/31/2015 

On 07/31/2015, at approximately 12:45 p.m., Special Agend lserved a preservation 
letter addressed to Joseph P. Clancy, Director, U.S. Secret Service to._l _________ ..... lu.s. 
Secret Service. 

The preservation letter was served at U.S. Secret Service's office located at 950 H. Street, NW, 
Washington, DC 20223.1 lorovided his contact information as phone:l I I .___ ____ ~ 

Investigation on 0713112015 ~----~w~~~h~in~ro~o~n~.D~c~-----------------------------------

File# L_ _____ J---------------- Date dictated ___ N!..!'-'-IA_,__ _________________________ _ 

By~._ _______ _r--------------------------------------------------
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U.S. Department of Justice 
Federal Bureau of Investigation 
Wa~hington, D.C. 20535-0001 

Date: 

To: 

From: 

August 4, 2015 

Steve A. Linick 
Inspector General 
Department of State 

Charles H. Kable 
Section Chief 
Counterespionage Section 
Counterintelligence Division 

~ 
ALL IHf'ORl'..!ATIOH C.OHTAIHED 
HEREIH IS tn~CLASSH'IEC 
CATE 11-0I-20H EY ,;::nJ85T34 NSICG 

Subject: Request for copies of PreservedL~--------------------------~ 
On July 6, 2015, 'the FBI received a Section 811{c) Referral from the 

Inspector General of the Intelligence Community regarding the potential 
compromise of classified information. Pursuant to this referral, FBI 
respectfully requests I lfor 

the following~~--------------------------------------------------------~ 
1. 
2. 
3. 
4. 
5. 
6. 
7. 
8. 
9. 
10 
11 
12 
13 
14 
15 
u 
li 
H 
1~ 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your 
agency; it and its contents are not to be distributed outside your agency. 
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21 
22 
23 

• • 
You are also requested not to disclose the existence of this request , other than as necessary to comply 

with this request, as the FBI's investigation may be jeopardized by this type of disclosure. 

If you have any questions regarding this regu,t, please direct all inquiries to Special Agent 
~..... _____ ___.lwbocan be reached a~ _ . 

•• 

Sincerely, 

Charles H. Kable IV 
Section Chief 
Counterintelligence Division 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your 
age~cy; it and its contents are not to be distributed outside your agency. 
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• ~/He!'eMf 
To: 
Re: 

CD-1,_ ____ ...,F...,ro.~oo""'rn"'"':......., CD- 4 
{U)! IDate: 08/05/2015 

Precedence: ROUTINE 

To: CD-4, Counterespionage Section 

From: CD-4, Counterespionage Section 

Contact: A/ASC 

Approved By: 

Drafted By: 

Case ID #: {U) ';:::::====::::=... 
Title: {S//~~~ ------------~ 

• 
fill II-ITO. 
CLJl.SSIFIED BY: NSIGG J37J851':34 

RE.F.SON: 1. 4 (C} 
DECLASSIFY Oll: 1:2-31-2040 
~~TE: 11-0~-201~ 

Date: 08/05/2015 

Synopsis: (U/fPOUO) To document meeting with the US Secret 
Service on 07/28/2015. 

20130301 

Enclosure(s): (U//FOUO) One original copy of notes taken by 
Counterespionage Section (CD-4) Section Chief Charles Kable IV; 
one o~iginal copy of notes taken by CD-4 A/ASCI I I j one original business card from US Secret Service (USSS) 
Inspector! I . 

Details: (U//i"OUO) On 06/28/2015, CD-4 SC Kable and A/Asci I 
met with the usss Office of Inspectiors, Acting Special Agent 1n 
Charge, Inspector! _and peputy Special Agent 
in Charge, Inspector! Tat USSS Headquarters, 
950 H St. NW, Washington, DC 20223. 

·iU:I (~I I and I I were· admoni.shed 
regarding their obligation to not further discuss the FBI's 
investigation and voluntarily executed sensitive case riefin 
acknowledgement forms. CD-4 requested! land 
assistance in obtaining USSS information related t~~~---~ 
location~ operation, and USSS involvement with the iS\ 
personal e-mail network/server. CD-4 also requeste~~~~------~ · · 

~//NePemq-
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• --,4/llePQaM • 
To: CD-4 From: CD-4 
Re: (U} I IDate: 08/05/2015 

:sl assistance in identifying rppropriate usfs personnel to be 
' · interviewed as part of the_ nvestigation. 

m:J ~F) I !acknowledged that he understood the 
FBI's request, but advised that he would need to confer with his 
management given that the request dealt with the USSS protectee 
mission.! !advised he would only generally inform his 
management of the type of information the FBI was seeking and 

,:S/ would not identify to his management the slecific subject or 
details of thel linvestigation. _ I left the 
meeting to confer with unidentified USSS managers and indicated 
he would return to the meeting room with a response. 

tU:l (~) Approximately 20 minutes later, I I 
returned to the meeting ro1m and ajvised that-he had conferred 
with his management chain._ _advised that his management 
told him that any FBI request for information or assistance 
related to this matter would need to come via written request 
from the Department of Justice to the Department of Homeland 
Securit~; which would then forward the request to the USSS. When 
asked,! _ !refused to idenfify the specific USSS manager(s) 
to whom e spo e. CD-4 advised_ landf 1:::: as 

!Si the only two USSS officials read-in to ther 
investigation, they were not permitted toxscass ~ .. ""~ence 
of the FBI's investigation with anyone.! Iandi I 
indicated they understood their obligation to protect the 
investigation . 
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• .UL IH.rOP.1l.~TION COHTAHIED 
:E::UIH IS J.n.lCI...F.SSIFIED 
DAH 11-07-2016 BY ,J37J85T94 NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 08/14/20 15 

r~..:.:..:::.;;..:.::;.;..;~==-=-=.::.=a.-r.:-~-""::""":~provided ( 1) Disc containing 30, 542 email 
~==~....-----------·~ffice of the Inspector General of the Intelligence Community. 

as also provided a letter signed on 08/13/2015 from Randall C. Coleman, Assistant Director 
to I. Charles McCullough HI which outlined the guidelines for the release ofthe Disc. 

Investigation on 08/14/20 15 m ____ ~w~~=h=in~ro=o=n~.D=C=------------------------------------

File# -L-----.J---------------- Date dictated _.....!.,!N:.A./A.:__ ____________________________ _ 

Bys41 ~------------------------------------------
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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~//ti9F9Nl 
OFF.If;IAL ~~~ORD 
!ll'~~f':o'fJ<)(,~)..,..fl'..f'+4•:t(.!A.y~..., 

14, ~il"tt 'l~t lloc':fl Yy.\StQ~,. 

,...,r~ Fe: ~~ ·~~~~· 

FEDERAL BUREAU OF INVESTIGATION 
Collected Hem Log 

Event 'l'itle: Date: 08/14/2015 

Approved By: 

I Drafted By: L-1 _______ ___. 

t')'O Case IO #: L..l ______ _. (S/ }.N£>J I 
MISHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

e) 

rom: Multiple 

D classify : 20401231 

Full Investiqation Initiated: 07/10/2015 

Collected From: (U) KATHERINE TURNER, ESQ 
WILLIAMS & CONNOLLY, LLP 
725 12TH STREET, NW 
WASHINGTON, District Of Columbia 

Receipt Given?: No 

Holdinq Office: WASHINGTON FIELD 

Details: No Details Provided 

Item 'l'ype Description 
lB Generai (U) BOX OF EMAIL PAPER DOCUMENTS. 

BOX 2 

CLU~SIFIED BY HSICG J3iJ85'f94 
~SON: 1.4 (C} 
DECI..ASSIF"i' 01'1 12-31-2040 
DATE: 11-07-201~ 

ALL INrORHATIOH CONTAINED 
HEREIN IS mrCLASSIFIED EXCEPT 
\"'<'HERE SHO'~iH CTHERi·:ISE 

Collected On: 08/06~/~2~0~1~5 ____________ _ 
Seizing Individual: I 
Collected By: ~~~~~-----------,----~ 
Location Area: NA 
Specific Location: NA 

~//HeFQiiH 
This document contains neither recommendations nor conclusions of1hc FBI. It is the propcny oflhc FBI and is loaned 10 your agency; it and its 
contcnls arc not to be distribUied outside your agency. 
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f ~L-------..., ~ /U9F9m' 

Title: I I 
Re: 08/14/2015 

1B General 

1B General 

1B General 

l B General 

1B General 

(U) BOX OF EMAIL PAPER DOCUMENTS. 
BOX 4 
Collected On: 08 /06~/~2~0~15~-------..... 
Sei zing Indivi9~t~J~a-l.: _.I ____________ ~ __ __J 

Collected By: l 
Location Area: NA 
Specific Loc~tion: NA 

(U) BOX OF EMAIL PAPER DOCUMENTS. 
BOX 5 
Collected On: 08/06f~2~0~1~5-------------, 
Seizing Individru~a~l~=-L-------------,_--~ 

Collected By: ~~----------------~ 
Location Area: NA 
Speci fic Locat ion : NA 

(U) BOX OF EMAIL PAPER DOCUMENTS. 
BOX 7 

Collected On: 08 /06/r2~0~15~------------, 
Sei z i ng Individfu~a~l~: -LI------------~--~ 
Collected By: ~~---------~ 
Location Area: NA 
Specifi c Location: NA 

(U) BOX OF EMAIL PAPER DOCUMENTS . 
BOX 9 
Collected On: 0~/06/201 5 
Seizing Indiv:dual: ~~~~--------------, 

Collected By:l L----------------~ 
Location Area: NA 
Specific Location: NA 

(U) BOX OF EMAIL PAPER DOCUMENTS. 
BOX 10 
Collected On: 08/06/,~2~0~1~5~-----------..... 
Seizing Indiv~d~~u~a~l~:~~~----------~--~ 
Col l ected By: I 
Location Area: L-~N~A--------------~ 

Specific Location : NA 
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Tit le~=--~--------~----~ 
Re: IL...---------J 08/14/201 5 

l B Gene r al 

lB Genera l 

lB General 

•• 

(U) BOX OF EMAIL PAPER DOCUMENTS . 
BOX 11 
Collected On: 08/06/20 15 
Seizing Individual: ~~~~----------~ 
Collected By: I 
Location Area:~N~A~------------~ 
Specific Location: NA 

(U) BOX OF EMAIL PAPER DOCUMENTS . 
BOX 16 
Collecte d On: 08/06.~/~2~0~1~5------------~ 
Seizing Ind i vidual: I 
Collected By: ~~~~~----------~~--~ 
Location Area: NA 
Speci fic Location : NA 

(U) BOX OF EMAIL PAPER DOCUMENTS . 
BOX 20 
Collected On: 08/06/r2~0~1~5~------------, 
Seizing Individ~u~a~l~=~~~--------~~--~ 
Collec t ed By: ~~--------------~ 
Location Area: NA 
Specific Location: NA 
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Page 2 4 - Referral / Consult; 
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Page 27 - Refe rral/Consult; 
Page 45 - Refe rral/Consult; 
Page 46 - Refe rral/Consult; 
Page 136 - Re f erral/Consult; 
Page 137 - Re fe rral/Consu lt; 
Page 138 - Re fe r r al/Consul t; 
Page 139 - Re fe r r al/Consult; 
Page 140 - Re ferra l / Consult; 
Page 17 4 - Referra l / Consult; 
Page 175 - Referra l / Consu lt; 
Page 176 - Refe r r a l /Cons u lt; 
Page 17 7 - Refer r a l /Consu l t; 
Page 17 8 - Refer r a l / Cons u l t ; 
Page 179 - Refer r al / Cons u l t ; 
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A.LL IHfOR!-.(1.. TIOH C:.OHT AIHED 
HEREIN IS lni/CLASSI FIEC 
CA.TE 11-09-2016 BY J76J l 8T80 NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 08/03/2015 

On August 3, 2015, Records 
Management Division, Records Information and Dissemination Section, 
Winchester , Virgi nia provided the enclosed · i nternal email 
c ommunications re f erencing the FBI's c l ass i fication of a November 18, 
201 2 State Depart ment email. The encl osure was provided by I l in 
support of statements made during a July 30, 2015 FBI interview and 
documents items d~scu~d at that time . The enclosure has an overall 
classification of ~/ /UOPOR:IL . 

Investigation on 08103/2015 at ____ ~w~~~h~in~g~to~"~·~D~.C~--------------------------------------

File# ~L _____ j-t-~_l ___ ____ Date dictated _ _,N.:.:.I,_.A ____ ___ _______ _ 
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~.Ll INFOR!.U..'fiOH CCH"'l' AI NED 
HEREIN IS m~CLASSIFIEC 
CA'l'E 11-09-20Hi BY J76Jl8T80 NSICC 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 07/31/2015 

On July 31, 201sl receptionist at Williams and 
Connelly LLP, accepted a preservation letter on behalf of Kathleen 
Turner to preserve records and electronic media related to the 
®clintonemail.com email server. 

lnvestigat ion on 07/3 I /20 I 5 m ____ ~w~~~h~i~no~t~on~D~C~------------------------------------

File II _JL _____ j-l-~-~ ________ Date dictated _ _,Ncl!/-'-'A ______________ __ 
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This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; tJ. 1 o\l~ 
and its contents are not to be distributed outside your agency. 
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• CLASSH'ED B"': l:ISICG J'7~J18'J'SO • ALL INfOFJ~TIGH COHTAINED 
REASCH • 1 . .t (C\ HEREnr IS UNCLASSIFIED EXCEP'f 
DECLASSIFY OH: 12-31-2040 i'o'HEF.E SHOI'.'N OTHER"r;"ISE 
CATE: 11-0S-2016 

FD-1087 (Rev. 5-8- 10) ~/N9F9Nf 
FEDERAL BUREAU OF INVESTIGATION 

Collected Item Log 

Event 'l'i tle: IX I ~SI Date: 

Approved By: I 
By: I 19-\ 

Drafted 

I Case ID #: I/ (S/ /twd 
MISHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER 

Full Investigation Initiated: 07/10/2015 

Collected From: (U) Katherine Turner, Esq 
Williams & Connolly, LLP 
725 12th Street, NW 
Washington, District Of Columbia 

Receipt Given?: No 

Holding Office: WASHINGTON FIELD 

Details: 

Item 'l'ype 
1B General 

No Details Provided 

Description 
(U) Box of Paper Documents - Email - Box 19 
Collected On: 08/06/2015 
Seizing Individual: ~~~~~------------~ 
Collected By: I I 
Location Area: NA 
Specific Location: Na 

~/MO!'OM 

OFFICIAL RECORD 
D~A~~,....v~··"'~ ... -::oo:r..rs;.j;.~ 
... ---·.-~·~ tll'•f llk-:o• ...... ...., It/). 
c~IW-4 ~•: l··~~ .yt•,•• 

08/14/2015 

(SIM) 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency, it and its 
contents ar~ uot to be distributed outside your agency. 
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Ti t le : 

b3 
Re : I 1 08/1 4 / 2 015 b7E 

lB Genera l (U) Box of Paper Documents - Email - Bo x Box 3 
Collected On: 08/06/2015 
Seizing Individual: I b6 

Collected By: I b7C 

Location Area: NA 
Specific Location: NA 

1B General (U) Box of Paper Documents - Ema il - Box 18 
Collected On: 08/06/2015 
Seizing Individual: I b6 

Collected By: I b7C 

Location Area: NA 
Specific Location: NA 

lB General (U) Box of Paper Documents - Email - Box 22 
Collected On: 08/06/20 15 
Seizing Individual : I b6 
Collected By : . I b7C 

Loca t ion Area : NA 
Specif ic Location: NA 

1B General (U) Box of Paper Documents - Email - Box 14 
Collected On: 08/06 /20 15 
Seizing Individual: I b6 
Collected By: I b7C 
Location Area: NA 
Specific Location: NA 

1B General (U) Box of Paper Documents - Ema il - Box 21 
Collected On: 08/06/2015 
Seizing Individual: I b6 
Collected By: I b7C 
Location Area: NA 
Specific Location: NA 

1B General (U) Box of Paper Documents - Ema i l - Box 1 
Collected On : 08/06/20 15 
Sei z i ng Individual : I b6 
Collec ted By : I b7C 

Loca t ion Area: NA 
Specific Location: NA 

~/WOP81W 
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• 
Title: I X J 

Re : L---------'j 08/1 4/2 0 15 
!·~ · l .. i 

1B General 

1B General 

18 General 

1B General 

1 8 Genera l 

(U) Box of Pape.t Documents 
Collected On: 08 / 0 6/2015 
Seizing Individual: I 
Collected By: I 
Location Area: NA 
Specific Location: NA 

(U) Box of Paper Documen t s 
Collected On: 08/06/2015 
Seizing Individual: I 
Collected By: I 
Lo c ation Area: NA 
Spec ific Location : NA 

(U) Box o f Pape r Documents 
Collected On : 08/06/20 15 
Seizing Individua l: I 
Collected By: I 
Locat ion Area : NA 
Specif i c Lo c a tion : NA 

( U) Box of Paper Docume nts 
Collected On: 08/06/20 15 

I Seizing Individual: 
Collected By: I 
Location Area: NA 
Specific Location: NA 

(U) Box of Pape r Documents 
Collected On: 08/06/2 0 15 
Se i z ing Individual: 
Co llected By: I 
Location Area: NA 
Specific Lo c a tion: NA 

~ JHQi!QiQI 

3 

• 

- Email - Box 

- Emai l - Box 

- Ema i l - Box 

- Email - Box 

- Email - Box 

12 

17 

6 
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• • 
Title : I X I 
Re : L...---------'1 0 8/1 4 I 2 0 15 

lB Genera l 

•• 

(U) Box of Paper Documents - Email - Box 13 
Collect ed On : 08/06~/~2~0~1~5 ------------~ 
Seizing Individ~u~a~l~: ~!._ __________ ~----~ 
Collected By: I 
Location Area:~N~A~--------------~ 

Specific Location: NA 
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ALL INE'Dflli.A '!'ION CQioTT AINEI:: 

HEREIN IS UNCLASSIFIED 

fD-302a (Rev. I 0-6-95) DATL: 11-09-2016 BY J76J18T80 HSICG 

-I-

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 08/13/20 I 5 

On August 12, 2015, of Platte River Networks, 
5700 Washington St, Denver, CO 80216, met with Agents of. the FBI at 
the Equinix facility located at 800 Secaucus Road, Secaucus, NJ 07094, 
to turn over to the FBI a computer server used to host the email 
system for former Secretary of State Hillary Clinton's 
®clintonemail.com Internet domain. 

At approximately 4:00PM, I I met Agents and one CART 
Forensic Examiner at the parking lot of Equinix (the collocation 
facility where the server was physically located and operated from) 
and transferred one (1) Dell Poweredge server to the FBI's possession 
described in detail below and on the enclosed FD-941, Consent to 
Search Computers, and FD-597, Receipt for Property. 

Item 1: Dell Poweredge 2900, gray color, S/N G842PC1 

Prior to departing, I I signed the enclosed FD- 941, Consent 

b6 
b7C 

b6 
b7C 

to Search Computers, and FD-597, Receipt for Property. The original b6 
was kept by the FBI and copies were made byl lfor his records. b7c 

Subsequent to the FBI's collection of the above, Item 1 was 
entered into evidence, and given a 1B number by the Washington Field 
Office, and then transported to the FBI's Forensic Analysis Unit in 
Quantico, Virginia for storage and evaluation. Copies of the intake 

·sheets and FD-1004 are enclosed with this communication. 

Investigation on 08/12/2015 at ____ ~se~c~~~c~us~N~.J~·-------------------------------------

File# JL _____ ...Jlt-~-"-----:---------- Date dictated ___ N~..:.II.L;Al...-________________________ _ 

By~~--------------Ji--------------------------------------------------
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBl and is loaned to your age 
and its contents are not to be distributed outside your agency. 
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.·~ CL.a...SSH' IED BY : NSICC 
.RE..~SON : 1. 4 (C ; 

J76J18'f8D 

.· • • DECLASSIFY OU : 1 2- 31-20 40 
DAH : 11- 09-2016 

FD-192 FEDERAL BUREAU OF INVESTIGATION ALL INF~!A.'fiON CONTAINEr:: 

Revised EVIDENCE DATA-LOADING FORM HEREIN IS mwCLASSIFIED E7..CEPT 

===Oii:l:=/0::9:;'/2;;,;00==:9==::!!::::=================-======================\offi'ERE: SHO'rlN O'THER\'iiSE 

Separate forms are mandatory for evidence seized on different dates, at different locations, by different individuals, for different 
types of evidence. 

Type of Evidence being submitted: 

0 General Evidence 0 Firearms 
0 Valuable Evidence 0 Weapons 

0 Evidence Purchase Money 0 Other 
0 Drug Evidence 0 FGJ 
~CART 

Case!D: 

1 I 
Person Acquiring Evidence: 

ss.il 
Source from which evidence acquired: 
(Person's name/job title/company/address] 

Warning - special handling 

0 Body Fluids 0 Other 
0 Whole Blood 
0 HAZMAT 
0 Refrigeration 

Title and Character of Case: • ' . l, 

J I :s! 
Date Acquired: 

g /rz/ -z:,HS' 
... .., .. · 

. ' .. ·!· ,. 

[] Enviro.· : ·. > 

: .·· · .. . ;, 
· .time AC9~ired.: 

it;~~J.6~¥A~ 

Anticipated Disposition: Forfeiture Potentiaf:.·· '· ··· ~ · ·· : ~;~; 1'\~de.ral Taxpayer Information: 

GfYes o ... No '[j Yes D No ' ... .. .. . 

Sealed By: [printed name] 

Estimated Dollar Value: Total. D~g Package Weight: 

1 h1s form 1s to be used as a data-loadJng form only. ECI IS to dtscard thts form when the mformat1on contamed herem has been 
entered into Evidence Data Base. 
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-~---------

\\11\\\\\\\\\.)\\\1~\1\\1 
!5490158 • 

Item: 

CL~.SSI!IED EY: NSICC J76,i18'1'80 
REJl.SOH : 1. 4 ( c > 

DECLASSIFY ON: 12-:31-2040 
D..'\IE: ll-O:i-2016 

b7E 

b3 
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Description: lUl Dell Poweredge 2900, Gray Color, SIN G842PC1 (Only Paperwork 

Submitted) 

Colteeted On: 08/12/2015 

Receipt Item#: None 
CATSID#: None 

FBI Sel~1ne #: None 
CATS Abandonment#: None 

Digitallnfonnation 
Type: Computer 

Serial Number: GB41.PC1 
Batteries Charged: No 
Number Collected: 1 

Collected by CART: NO 

04:10 PM EST 
Special Hendllng: 

Hazerdous Materiels: 

Abandonment#: 

None 
None 

None 

ALL INrOru:~TION CONTAINED 

HEREIN IS Ln-l'CLASSI.FIED EXCE.P'I 
\•<HERE SHO'v<N C:THERi·liSE 

Discovery Location 
A~: ~N~A~--------------

Selzing Individual:( l 
Collected By:\ .. __________ ..l\ Others Agency: b6 

b7C 
Speclflc:~N~A--------------.....J 

Others: None 

None 

Anticipated Disposition 
None on None 

Storage Information 
Holding Office: WASHINGTON FIELD 

Last Inventory: None 
Finalized By:[ L--------....11 

LOCation: 
El167159 - ECRl, MAIN EV1DENCE CONTROL CENTER (Bl12) WFO-HQ 

Barcode#: E 5 II 9 015 8 

Ch<tin of CustodY 

Shipping 1 Tnmsfef l09 

Hls\UIY 

Acqllisltioft IEvent oetallsr-:--------
Acqulsltlon Event: I X I ( S i 

Collected From: lUl Platte River Networks/Equinex 
BOO Secaucus Rd 
secaucus, New Jersey, 07094 

Receipt Given: No 

Holding Office: WASHINGTON FIELD 

Evidence Log: .. 1-=-~~.....,.,--_J 
serial 28 
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FD-597 (Rev~ 4-13-2015) • ALL HT!"O:U~.TIQN COJHAIHED 
HEREIN I S ffi<ICLASSHED 
CA.TE 11-0~-2016 3Y .i76Jl8'1'80 H"SICG 

UNITED STATES DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 

.------------Ra.JIIeu.:..ceipt for Property 
C~ID: I I 

On (date) 08112/2015 

(Name) Platte River Networks 

(Street Address) Equinix: 800 Secaucus Road 

(City) Secaucus, NJ 07094 

Description of Item (s): 

Received By: 

Printed Nameffitle: l I Special Agent 

item (s) listed below were: 
E] Collected/Seized 

D 

B 
Received From 
Returned To 
Released To 

r- · Received From: , 

Printed Name/Title: 

Page_I ___ or_l __ _ 

-----. 
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FD-941' (2-26.-0 I) • .?>.Ll Ilff:O~iA.'fiCH CC!l'l'All-IED 
HEREIN IS UNCLASSH'IEC 
CATE 11-09-20Hi BY J 76,11 8'f80 HSICG 

CONSENT TO SEARCH COMPUTER(S) 

,JL _______ ~Ittr'-e-'-'t'"::!...._lk_,__f<_,·_w_n~e_,_f.-="'~~:.;....;.!k.L>)-.~--· have been asked by Special Agents of the 

Federal Bureau of Investigation (FB I) to permit a complete search by the FBI or its designees of any and all computers, 

any electronic and/or optical data storage and/or retrieval system or medium, and any related computer pe_ripherals. 

described below; 

\)~l\ ~ow-ifeJl c..- ~q 00 S 
CPU Make, Model & Serial Number (if a · able) 

Storage or Retrieval Media, Computer Peripherals 

and located at 800 Secaucus Road, Secaucus NJ 07094 , which I own, possess. 

control, and/or have access to, for an~ evidence of a crime or other violation of the law. The required passwords, logins, 

and/or specific d irections for computer entry are as follows: - --- - ------- ---- ----- --

I have been advised o f my right to refuse to consent to this search, and I give permission for this search, freely 

and voluntarily, and not as the result of threats or promises of any kind. 

I authorize those Agents to take any evidence discovered during this search, together with the medium in/on which 

it is stored, and any associated data, hardware, software a 

· August 12, 2015 

Date 

August 12, 2015 

Date 

h nd c 1mouter oeriot era s. 

f-· 

-

-

!special Agent 

Printed Full Name of Witness 

Secaucus. NJ 

Location 
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JOttN MrC.'\.'1«, ARIZONA. 
llO>lt'OIITMA.'O, CJ>il() 
RP.ND PAlit, K~I-IT:JCKY 
JAME~ t.Ar<KfOIIO, O~IAH/lM,\ 
MtC:. IAt:L D. 1~N7.t WtOM,NCi 
K(.~lY AYOiit .. NtW HAM~I<Iflf. 
JOI'II CnN3T. IQWA 
Rf.N SASS~. Hf.iiAASM 

• l ~MAS I~ ('~~ Df.LAWAAE 
t:l All!~·Mc:O\SI\II.L MI~SOURI 

JON 'n; SiER, M())ll'ANA . 
T .. M~IY I!At.OWIN; \'nSC/liiSIN 
Hf.it~ HF.il'l(AMP. N<'i~Tl<:DAKilTA 
~OR• .\-; iiOOKF,II, N"W JmBCY 
GARY C.I'E 1{11$, M~:luGAN 

KEITt< U.·ASHDO\YN, S l'Af'F;OIRF.CTOR 
(;r.aii:Ell~ "- IlATKt'*' MtNI)I<Il" !rrAH mlif.crnt< 

The Honorable James B .. Corney 
Director 
Federal Bureau of.lnvestig;1tion 
'93 5 Pennsylvanfa Avenue,. Nw· 
Washington, D.C, 20535 

Dear Director Comey: 

ALL !EI IHFOR1iA'fiON COlHAINEC 
E~IN IS UNC!..ASSiriED 
D . .l\G ll-OS - 2016 8 '{ J7 6,11 8T80 NSICG 

ilnitcd ~fiJtcs ~cnatc 
COMMirrEEOI'il 

HOMELAND SECURITY AND GOVERNMENTAL AFFAIRS 

WASHINGTON; DC 20510-6250 

August 17; 20.15 

I write to inquire about recent reports tha:t the Federal Bureau. of Investigation (FBI) has 
taken possession of a personal email server and a. thumb ddve containing 30,000 ·etnails sent or 
received by fonner. Secretary of State Hillary Clinton that.may include classified information. 1 

According to the Inspector Genera[ for the Intelligence C~nnmunity (IC IG), the emails contained 
on the thumb drive and tr:arrsmitted on the personal server include ·national secll!'i.tY information 
collatera.lly classified as h_igh as Top Secret and subJect to. Sensitive Compartmented Infonnation 
control systems; which are r~el"Ve'd for the country's most sensitive. intelligence? As the FBI 
begins. to e':'a:mi·ne the thumb drive and server; I seek to understand what .steps you have taken to 
review·the material and to evaluate the safeguards surrotindihg the classified tnf-ormation. 

On· March.l2, 201 S. I joined Chairman 6-ob Co'rker and C.h~innan Richard Burr in asking 
the Inspector General of the State Department to examine whether State Department employees 
sent or received classifie·d information in an insecure manner} We asked that the State 
Department IG coordinate with the IC IG in this review. 4 On March 18, 2015, I wrote separately 
to the State Department IG to inquire-whether Secretary Clinton's personal emails included any 
classified ·information.5 On July 23,2015, the-IC IO notified Congress that its limited sampling 
of a portion of Secretary C~inton's emails had revealed the presence of classified information.6 

The IC IG referred 'the matter to the FBt1 

., See M i~ael S. Schmidt, Hillary Clinton dire~s aides 'to· give· email server and thumb drive to Jusiice Department, 
·N.Y. TIMES, Aug. II , 2015·; Tom Hamburger & Karen Tumulty, Hill at)' Clinton's e-mail server 'turned over to FBI, 
WASH. POST,. Aug. 12,2015. 
2 Memorandum-for Sen. Richard Burr eta!. from I. Charle·s McCullough, Ill,. Update Classified Mater~al on Personal 
Electronic Stonige Devices (Au~. II, 2015). 
3 See-Letter from Senator Bob Corker et aL, to U.S. Dep't of State, Office oflnspector Gen. (Mar. 12, 2015). 
4 !d. 
5 Letter from Senator Ron Johnson, S. Comm. on Homeland Sec. & Gov't Affairs, to Steve A. Linick, U.S. Dep.'t of 
State Office of Inspector Gen. (Mar. 18, 20 15). 
6 Memorandum for Sen. Richard Burr et al. from I. Charles McCullough, HI, Update to [C [G support to State 
Department.IG (July 23, 2015). The. TC IG and State Department IG later clarified that the "emails contained 

· classified information when they were generated and, according to rc classification officials, that information 
remains classified .today." 1. Charles McCullough, Ill, & Steve Linick, Statement from the Inspectors General of the 
Intelligence Community and the Department of State R~garding the Review of-Former Secretary Clinton's Emails 
(J U()l 24, 20 15). 
7 Memorandum, supra note 6. 



• The Honorable James B. Corney 
August 17, 2015 
Page2 

• 
On August 11, 2015, the IC IG notified Congress that Secretary Clinton's emails 

included "infonnation classified up to 'TOP SECRET//SI/ffK//NOFORN.,8 The same day, the 
New York Times reported .that Secretary Clinton surrendered the email server and thwnb drive · 
containing the emails to the FBI, including at least two emails containing Top Secret 
information.9 Reports have also suggested that data may have been deleted from the server prior 
to its transfer to the FBI, but that back~up servers may exist and that deleted information on the 
server may be recoverable. 10 These reports raise questions about the steps taken to retrieve, 
preserve, and protect the classified infoimation, and whether additional unsecured copies of 
classified infonnation currently exist. 

The sensitive nature of the information on Secretary Clinton's personal email system and 
server-classified up to Top Secret//Sensitive Compartmented Infonnation-means that its 
release or dissemination to unauthorized individuals could cause "exceptionally grave damage to 
national security" if proper steps are not taken to ensure its safeguarding.11 I am also deeply 
concerned by recent reports that classified information in Secretary Clinton's email may exist 
outside of the federal government's possession. Accordingly, I ask that you provide the 
following information: 

1. When and how did the FBI first become aware of the potential existence of classified 
information contained in Secretary Clinton's personal email? 

2. How many FBI agents and employees have been assigned to investigate matters relating 
to the presence of classified infonnation in Secretary Clinton's personal email? Please 
also identify the FBI component entities involved in this matter. 

3. When does the FBI expect to complete its examination of Secretary Clinton's personal 
etnail server? 

4. Is the FBI evaluating the extent to which deleted material on Secretary Clinton's personal 
email server is recoverable? 

8 Memorandum for Sen. Richard Burr et al. from I. Charles McCullough, III, Update to IC IG support to State 
Department IG (Aug. 11, 2015), available at http:l/www.grass/ey.senate.gov/sites/defauit/fi/esljudiciarylup/oad/ 
Classijiecf'A.20docs%2C%2008~ I 1 ~ 1 5%2C%20/C1G%20CN%20*%20Updare%20on%20ClassiflecJO/o 
10Materials%20on%20Personal%20thumb%20drive. %20Clinton%20server.pdf. · 
9 Schmidt, supra note 1. · 
10 1d; Chris Strohm & Del Quentin Wilber, FBI said to examine whether Hillary Clinton e-mail was backed up, 
BLOOMBERG, Aug. 13, 20 15; Phillip Bump, Could Hillary Clinton's deleted emails be recovered? Maybe., WASH. 
POST, Aug. 12, 2015. For example, the National Security Agency and Central Security Service, which are charged 
with securing information systems containing classified infonnation, require sanitization of media that stored 
classified information through degaussing or physical destruction. Erasure, even overwriting all data on a drive with 
multiple passes, is not sufficient. National Security Agency Central Security Service, NSA/CSS Policy Manual 9-12 
(Dec. 15, 2014); see also Defense Security Service, Dep't of Defense, Industrial Security Letter 2007-01 (Oct. 11, 
2007) ("Effective immediately, DSS will no longer approve overwriting procedtires for the sanitization or 
downgrading (e.g. release to lower level classified infonnation controls) of IS storage devices (e.g., hard drives) 
used for classified processing."). 
11 See Classification of official infonnation, 18 C.F.R. § Ja I I. 
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• 
5. Is the FBI evaluating the extent to which Secretary Clinton' s personal email .server may · 

have been compromised by an unauthorized entity? 

6. Is the FBI conducting a digital forensic analysis of Secretary Clinton's personal email 
server? 

7. What steps is the FBI taking to ensure that all copies of classified material contained in 
Secretary Clinton 's emails are appropriately secured in the federal government's 
possession? 

8. Has the FBI seized all servers or other devices used to back-up Secretary Clinton's 
personal email server? 

9. Has the FBI seized all copies of the thumb drive containing Secretary Clinton's personal 
email? 

10. Is the FBI cun·ently aware of the existence of any digital or hardcopy media outside of 
the possession of the federal govenunent that could include classified information 
contained in Secretary Clinton's emails? 

11 . Is the FBI examining or auditing the physical security of the thumb drive and email 
server implemented by Secretary Clinton and/or her agents or representatives prior to the 
time that the FBI seized the materials? 

12. Is the FBI storing the thumb drive and email server seized from Secretary Clinton in a 
sensitive compartmented information facility? 

13. Do all FBI pers01mel with access to the thumb drive and email server seized from 
Secretary Clinton have appropriate security clearances? 

·I ask that you provide responses to the questions above as soon as possible but no later 
than 5:00p.m. on August 31, 2015: In addition, as the material may be r~levant to ongoing 
congressional reviews of this matter, I ask that you take all appropriate steps to preserve the data 
contained on the t~umb drive and email server in. the FBI's possession. 

The Committee on Homeland Security and Governmental Affairs is authorized by Rule 
XXV of the Standing Rules of the Senate to investigate "the efficiency, economy, and 
effectiveness of all agencies and departments ofthe Government."12 Additionally, S. Res. 73 
(I 14th Congress) authorizes the Committee to examine "the efficiency and economy of 
operations of all branches and functions of the Government with particular reference to (i) the 

12 S. Rule XXV(k); see also S. Res. 445, l08th Cong. (2004). 
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• 
.effe~tiveness of present na.tional security methods, staffing, and processes .... "tJ For purposes 
of this request, please refer to the definitions and instructions in the enclosure. 

lfyou have any guestions.about this·request, please ~k your staff to c-ontaci._ __ _. 
~-:---~-:----_.~f the Committee staff at (202) 224~4 751. Thank you for your 
attention to this important matter. 

cc:. The Honorable Thomas R. Carper 
Ranking Member 

Enclosure 

IJ S. Res. 73 § 12, !14th Cong .. (20'15). 
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Etidence Type: O .cicnerul 

f8J Digital 

Special Ha ndling I nstrud ion 

0 HALMAT D 
0 Req. Charging D 
0 Hiohazard 

0 Olher. .. ... . ... . -· 

Reli.nquishcd C ustody 

Signalur~ J 

• 
La tents 

•' 
Freeze 

.. 

l'_L L INI'ORI..,{A T ION CONTAINED 

I 
HEREIN IS UNC I..ASSiriEO 
CA1E 11- 09-201~ BY J 7£J18T80 

F~:DERAL BUREAU OF I NVJ<: GATION 

EVIDENCE CHA IN OF CUSTODY 

0 Drugs 0 Firt!anns/Weapun 
_._,.._ 

0 Valuables 0 firearms/Other 

I nitial Receipt Date and 

"~, Time 

0 HiJ Signatun: ofScl:£ing lndivitl~ L (/~/)( 0 Refrigerate Printed Name/Agency: I l r!SJ 11)0~ 
Reason: Initial Collection 

Collected Byl I 
Agency: ~) 

Dateaad Accepted Custody Date aod 
Time I I Time 

g)u)£ Signature: I I ·r }-lo It~ 

1-ISICG 
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Printed Name/Agenc~ J ;7"$1 Printed Name!A~e~ r tj;1w1w-
~:s-o ,. r-. Reason: f~!o~Af"" .,0 d11) Reason: \c-...--;;~~~- oTh 

Rebqui.shd Cu!tody Date and Accepted Cu.ttody I 

Time .. 
Signature: Signature: 

Printed Name/ Agency: Printed Name/Agency: 

Reason: Reason: 

Relinqub hed C ustody Date and Accep ted Custody 
., Time 

Signature: Signature: 

Printed Name/Agency: Printed Name/Agency: 

Reason: Reason: 

Reli.uquished Custody D• te aod Accepted Custody 
T ime 

Signahire: 
. 

Signature: 

Printed Name! Agency: Printed Name/Agency: 

Reason: Reason: 

Relluqubhed Custody Date aDd Accepted Custody 
Time 

Signature: i' Signature: 

Printed Namef Agency: Printed Name/ Agency: 

Reason: Reason: 

Relinquished C ustody Date and Accept ed Custod y 
Time 

.Sign alure: S ignature: 

Printed Name/ Agency: Printed Name/Agency: 

Reason: Reason: 

l'irurm C:rrtification by (P~'IfSWAT) / l';:~.p losivt Materia l Certification by (SABT): 

Printed Name: 

Signilture: 

Date: 

Case 1(): L'-------------~ 113: :J (o Barcode: 

Date and 
Time 

Date a nd 
Time 

Date and 
Time 

Dale ud 
Time 

Date and 
Tinte 

AI f Trace Fonn Completed: 0 

NCIC: 0 
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FD-302a (Rev. I 0-6-95) . ... • -I-

ALL INI'OPJ.Lzt.'I'ION COH'l'AIHED 
::E!li: IN IS T.mC l.A.S S H' IED 
DATE 11-09-20 16 BY J76Jl8T80 HSICG 

FEDERAL BUREAU OF INVESTIGATION 
' 

Date of transcription 08/24/2015 

On August 21, 2015, the enclosed Request for ·Recro~r~d~s~~a~n~d~ 
Preservations Requests were delivered electronically to the I I b?E 

L...-___ _.1 and a confirmation of receipt was acknowledged by IL...-_____ _. 

Investigation on 08121/2015 at ____ ~w~a~~~i~n~ro~o~n.~D~.~c~· --------------------------------------

File# JL _______ _.~-~ ........ ·7 _ _____________ Date dictated - ----'-'N,_,'/A'-'------------------- --------------

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your ageucy; it 
and its contents are not to be distributed outside your agency. 
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• 
U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Date: August 21 ,· 2015 

To: 

UNCLASSIFIED//~ 

ALL F3I 1!-lfORl.!ATICH CONTAINED 

HEFEIN IS UNCL.ASSifi'EC 
DATE 11-0S-.20H> 3Y J76JHITSO NSICC 

From: Charles H. Kabl~.'···±;· -~ t/YU.fu-.!£: 
Section Chief 
Counterintelligence Division 

Subject: Preservation of Records; Reguest for Rechrds 
1 

The Federal Bureau of Investigation (FBI) forlally requests that, 
pursuant to Title 18, United States Code, Sectioh 2703 (f) ,I ; ltake 
any steps necessary to preserve all electronid and transaGtional 
records associated with @clintonemail.com email aJcounts contained on 

L.-______ ___.1 This preservation request appli~s to all I stored 
electronic records, files, and other evidence relati·ng to 
communications to and from the @clintonemail. com e~mail addressJ. 

On July 6, 2015, the FBI received a Section ill(c) Referrkl from 
the Inspector General of the Intelligence Co~munity_ rega~ding a 
potential compromise of classified information-! Pursuant eo this 
referral, the FBI . respectfully requests I r • : • I 
cause a comprehens~ve search to be conducted of all hold~ngs,l f~les, 
documents, and materials in the I I possess~on, includin~ back
up computer drives, for electronic mail commun~cations to or from 
@clintonemail. com accounts. Due to the natJre of the i FBI's 
investigation, we request this search be condJcted withou~ undue 
delay and within 30 days of receipt of this lettet. Should responsive 
records be obtained, this Bureau requests an elebtronic copy; of all 
non-privileged materials be provided forthwith wHile a corresponding 
classification review of those records is conductJd. The FBI r~quests 
the results of the classification review be prov~ded to this [ Bureau 
when complete. In addition, the FBI seeks a copy 1of computer fanners 

This document contains neither 
the property of the FBI and is 
to be distributed outside'your 

UNCLASSIFIED//~ 
l 

recommendations nor conclusions of the FBI. !rt is 
loaned to your agency; it and! its contents a~e not 
agency. 

I 
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• l UNCLASSIFIED/~ • 
from ,any ~obuter 

• • J 
systems on which relevant electronic 

commun~cat~ons are found. 
I I . 

You are requested not to disclose the existence of this inquiry, 
other 1than as nec~ssary for compliance I insofar as doing . so may 
jeopardize the confidential nature of the FBI's investigation. 

· . f: h I · d · th · t 1 d · t I. you ave any quest1ons reqar 1nq 1s regues I pease 1rec 

all inquiries to sp+cial AgentL~----------------------------------~1 
l 

•• 

Sincerely, 

.·.:~ 
Charles H. Kable IV 
se·ction Chief 
Counterintelligence Division 

ONCLASSIFIED//Pe99 

Th . d j . l . h . . 
~s ocument conta~ns ne~t er recommendat1ons nor conclus~ons of the FBI. It is 

the pro~erty of the FBI~and is loaned to your agency; it and its contents are not 
to be d~stributed outsiae your agency. 

I I 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Date: August 21, 2015 

To: 

UNCLASSIFIED//~ 

J>_LL !'3I Il:li'ORM.ATICH COHTA.IHED 

HEREIN IS UNCLASSif.IEC 
CA.TE 11-0:!1-.::01~ BY .l?6J1STSO l:l'SICG 

From: Charles H. Kable IV ~/~
Section Chief 
Counterintelligence Division 

·subject: Preservation of Records; Request for Recbrds 

The Federal Bureau of Investigation (FBI) forbally requests that, 
pursuant to Title 18, United States Code, Sectioh 2703(f), you take 
any steps necessary to preserve all electroniJ and transactional 
records associated with @clintonemail.com email abcounts contained on 
yourl !systems. This preservation requ~st applies to all 
stored electronic records, files, and other eJidence relating to 
communications to and from the @clintonemail. com ej-mail address. 

On July 6, 2015, the FBI received a Section kll(c) Referral from 
the Inspector General of the Intelligence Co~munity regarding a 
potential compromise of classified informationJ Pursuant to this 
referral, the FBI respectfully requests the I : I 

I Fause a comprehensive search to be conducted of all holdings, 
files, documents, and materials in the I lpbssession, including 
back-up computer drives, for electronic mail cbmmunications to or 
from @clintonemail.com accounts. Due to the n~ture of the FBI's 
investigation, we request this search be condilicted withou~ undue 
delay and within 30 days of receipt of this lette~. Should responsive 
records be obtained, this Bureau requests an el~ctronic copy of all 
non-privileged materials be provided forthwith while a corresponding 
classification review of those records is conduct~d. The FBI requests 

UNCLASSIFIED//~ ·• 

This document contains neither recommendations nor conclusions of the FBI. It is 

~~eb~r~~=~~rb~!.~h~u~!~O:n~~~ !;:~~~.to your agency; it an~ its contents are not 

I 
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b7E 

b7E 



.· • UNCLASSIFIED//¥eee 

the results of the
1
classification review be provided to this Bureau 

when compler::t~e;;.;·;...._;;;;.I;;,;n addition, the FBI seeks a copy of computer banners 
from any I lco}nputer systems on which relevant electronic 
communications are found. 

I 
You are requested not to disclose the existence of this inquiry, 

. J 
other than as necessary for compliance, insofar as doing so may 

1 

jeopardize the confidential nature of the FBI's investigation. 

f h I · d' h' 1 d' t I you ave any quest~ons regar 1ng t ~s request, p ease ~rec 

all inquiries to Sptcial Agent~~------------------------------------~1 

•• 

I 

'I 

Sincerely, 

.. 
Charles H. Kable IV 
Section Chief 
Counterintelligence Division 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBrland is loaned to your agency; it and its contents are not 
to be distributed outsiie your agency. 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Date: August 19 , 2015 

To: 

From: Charles H. Kable 

I 

UNCLASSIFIED//~ •' I 

A LL FBI IHFC:V.£ATIOH CONTAINED 
£R"E: IH IS T.JHCL..a...SSI.FIED 
DATI ll-09-2016 EY .J76.J18'f80 NS I CG 

Section Chief 
Counterintelligence Division 

Subject : Preservation of Records; Request for Recbrds 

The Federal Bureau of Investigation (FBI) fo~ally requests that, 
pursuant to Title 18 , United States Code, Sectiob 2703 (f), you take 
any steps necessary to preserve a ll electronid and transactional 
records associated with ·@clintonemail .com email abcounts contained on 
your I jsystems. This pre·servation reqhest applies to a ll 
s t ored electronic records, files, and other eJ idence relating t o 
communications to and from the @clintonemail.com ermai l address . 

On July 6, 2015 , t.he FBI received a Section ~1l(c) Referral from 
the Inspector General of the Intelligence Community regarding a 
potential compromise of classif ied information.! Pursuant to this 
referral, the FBI respectfully requests the I ; I 
cause a comprehensive search to be conducted of a ll holdings, files , 
documents, and material s in the I I p4ssession, incl uding 
back- up computer drives, for e l ec t ronic mail communications t o or 
from @clintonemail.com accounts. Due to the ~ture of the FBI's 
investigation , we request this search be condJcted without undue 
delay and within 30 days of receipt of this lettet. Should responsive 
records be obtained, this Bureau r .equests an ele!ctronic copy of all 
non-privileged materials be provided 'forthwith! while a parallel 
classification review of the records is conducted concomitantly . The 
FBI requests the results of t he classification ~ r~view be provided to 

this Bureau when complete.UNC:SS:::~::::a the Fr seeks a copy of 

l 
This document contains neither recommendation s nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it an& its contents are not 
to be distributed outside your agency . r 

i 

b7E 

b7E 

b7E 



• 

,. 

I • l 
UNCLASSIFIED//~ • 

computer banners f~om any I I computer 
electronic communic~tions ar~e--f-o~und. 

systems on which relevant 

I 
You are requested not to disclose the existence of this inquiry, 

other than as nec$ssary for compliance, · insofar as doing so may 
l 

jeopardize the confidential nature of the FBI's investigation. 
I . 
I 
I 

If you have any questions regarding this request, please direct 
all inquiries to Sp~cial Agentl I 

I ~------------------------------------~ 

•• 

I 

Sincerely, 

~14--
Charles H. Kable IV 
Section Chief 
Counterintelligence Division 

UNCLASSIFIED//~ 

This document contains neither recommendations nor concl us i ons of the FBI. It is 
the property of the FBijand is loaned to your agency; i t and its contents are not 
to be diStributed outside your agency. 

I 
I 
I 
I 
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To : CD- 4r-___ .....;F;..;r;;.o.;;;.m.;.;.;..;.:....,. CD- 4 
Re: (U) I !Date: 07/24/2015 

Precedence: ROUTINE 

To: CD-4, Counterespionage Section 

From: CD-4 

Contact: IA 

Approved By: ·I 

Drafted By: . 
'-;::::::======~-----~ 

Case ID #: {U) I I -fP 
'i=====::::!, 

Title: {S//~~ I 

··BI IH.fO. 
Cl.ASSITIED BY: HSICG J7£J1.8'f80 

REASOH: 1. 4 (CJ 
CECLASSirY OH: 12-31-.2040 
CATE: 11-09-~016 

Date: 08/04/2015 

Synopsis: {U//~} To document background research of Platte 
River Networks. 

Details: {U//~) A 24 June 2015 lestter from Williams & 
Connolly LLP to the U.S. Department of State {USDS) Office of 
Inspector General identified that the server equipment which 
hosted former Secretary of State Clinton's @clintonemail.com 
account during her tenure as Secretary of State is in the 
custody of Platte River Networks {PRN) . The server is allegedly 
maintained at an unidentified secure data center and is · 
allegedly no longer active. Williams & Connolly believes the 
server no longer contains data from former Secretary Clinton's 
®clintonemail.com account. 

(U//FOUO) CD conducted open source and FBI database 
checks of PRN and associated persons. Results are as follows: 

(U) ADDRESSES 

(U//~} According to the PRN website 
(www.platteriver.com), PRN recently moved to a new 12,000 ft. 
office space at 5700 Washington Street, Denver Colorado 80216. 

~T I /M6li'6RN 

1 

b3 
b7E 

b6 
b7C 

bl 
b3 
b7E 



•• • ~//N6P6RN 

To: co- 4i-----~F::..:r::.:o::::.:m~: ___ ,co-4 
Re: (U) I pate: 07/24/2015 

According to LexisNexis searches, the following additional 
addresses are also associated with PRN: 

.I L.....--______. 

• 11900 E Cornell Ave 
Aurora, co 20014 

• 5550 Britton Pkwy 
Hilliard, OH 43026. 

• I I 
• I I 

(U//~0~0) The LexisNexis search identified the 11900 E Cornell 
Ave, Aurora, CO 20014 as a property owned by Platte River 
Networks for the purposes of "EQUIPMENT FURNITURE ETC." 

(U) 9pen source information indicated! I lis a private reside~n-c-e-.-------~ 
t 

(U//Peee) Experian records indicat~dl 
[ ]is listed as a resi~d-e-n~t-i-a~l~a-d~d~r-e_s_s~f-o-r~1---~ 
1 r of PRN. 
~-------~ 

{U) PHONE, FAX, & EMAIL 

(U/!FOM&) The search of LexisNexis also identified PRN's phone 
as 303-255-1941 and taxpayer identification number (TIN) asl I 

~ I PEN's pho~e number is also associated in Experian with 
1~-----------J~ a former employee of PRN. 

(U) PRN's email was identified through open source as 
crc®platteriver.com and the fax number was listed as 303-474-
3942. 

~//NOPelttf 
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• • ~/HOPORN 

To: CD-4 From: CD-4 
Re: {U) ..... 1 _____ ___.1 Date: 07/24/2015 

(U) PRN BUSINESS SCOPE 

{U) Open source information indicates PRN has approximately 25 
employees. According to the PRN website, PRN provides the 
following services: 

• {U) Managed IT Services - Intuition: Intuition appears to 
be a business technology associated with network 
infrastructure (including servers, storage area networks, 
firewalls, switches, and workstations) which is monitored 
by PRN's Intuition Operations Center. Intuition provides 
network security delivered on premise and through the 
cloud, including endpoint security for servers and devices, 
next generation firewalls, unified threat protection, 
monitoring, mobile protection, web and email security. 
Intuition also provides remote management of mobile devices 
including remote monitoring, setup, security and vendor 
management. 

• (U) Technology: According to the PRN website, PRN offers 
consultations for technology projects, technology 
procurements, and continuity of business assessments and 
solutions. PRN has over 25 full-time engineers specializing 
in integration, virtualization, security, remote access, 
wireless, mobility, cloud, exchange, server, desktop, 
firewall, switching, system administration, storage, 
disaster recovery, business continuity, endpoint 
protection, archiving, data recovery, power, migration, 
Office 365, cabling, VoiP, encryption, ISP, voice/data 
bandwidth, active directory, group policy, and DNS. 

• {U) Cloud: PRN provides cloud computing with expertise in 
hybrid, public, and private cloud infrastructure. PRN 
offers desktop virtualization to provide a flexible and 
secure desktop delivery. PRN's cloud services provide 
storage, backup, and disaster recovery, ensuring their 
clients' data is always available and protected. PRN 
maintains cloud security solutions provide up-to-date 
protection by utilizing the ability to push critical real 
time updates to all devices on the networks. PRN offers 
Microsoft's Office 365 to clients, enabling cloud-based 
Microsoft Office application usage. 

• {U) Telecom: PRN claims to represent the top 25 bandwidth 
providers and provides on-site cabling assessments to 
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• • ~//H9P9Rlf. 

To: CD-4 From: CD-4 
Re: (U)~~------------~IDate: 07/24/2015 

determine if clients are equipped with sufficient CAT 5/6 
cabling for network, voice and data to perform at top 
speeds. PRN also offers conference call and web meeting 
solutions, including hardware, software, and managed 
services. PRNis website adyertises business mobility by 
stating: 

"Your business must be mobile, including your company 
workforce. You need to access your company data from all 
devices, anywhere and anytime. We represent the top 
carriers from across the country and can procure, monitor 
and manage all of your mobile devices including laptops, 
tablets, and smartphones - iPhones, iPads, Droids, and 
Windows." 

(U) FBI OBSERVED COMPROMISES OF PRN CLIENTS 

(U) In July 2015, on behalf of FBI San Diego, FBI Denver cited 
PRN as providing contract IT services for a non-profit business 
in Denver that was the potential victim of a computer intrusion 
I l PRN Director of Consulting 
Services at Platte River Networks provided log and system files 
for the vict.im company's website to FBI Denver circa 10 July 
2015. 

~/M?) FBI Denver cited PRN as providing contract IT services 
for a law firm in Denver that was the victim of a computer 
intrusion in March 2010. The Denver law firm terminated their 
contract with PRN shortly thereafter. According to the case 
file, FBI Denver did not contact PRN regarding the computer 
intrusion. 

(U) TIME LINE 

(U) The following is a time line of key PRN events. provided on 
the PRN website: 

• (U) 2002: PRN founded 

• (U} 2004: PRN founding partners hired the first employee 

• (U) 2005: PRN began offering cloud services 

• (U} 2008: PRN launched Intuition 

~/NOPeRtf 
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To: CD-4 From: CD-4 
Re: (U)~I ------------~I Date: 07/24/2015 

• (U) 2009: PRN offered full Managed Services 

• (U) 2010: PRN launched Telecom Division 

• (U) 2012: PRN launched the Intuition Operations Center and 
associated Help Desk 

(U) PRN EXECUTIVE'MANAGEMENT 

(U) PRN's website identified PRN executive management and 
provided additional information for each person. 

(U) 
I NAME I POSITION I ADDITIONAL INFORMATION 

~T I /HOi'QRN 
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Re: 

• . ~//lf6P6RN 

CD- t----'E::..tr:s:.;otwm..:..·....., CD- 4 
(U) _ !Date: 07/24/2015 

• 

;u) ~~ r 1 
\U! ('i; fNP->1::=.==============================:::::_,1 

• (U/ /FOUO) I 

~//M6P6RM 
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To: CD-4 
Re: {U)~~------~~~ 

From: CD-4 
Date: 07/24/2015 

·u~ • i?&{ffft I . I 

I 

) I 

(U) CORPORATE PARTNERS 

{U) According to their website, PRN maintains hardware 
partnerships with Dell, Fortinet, Allworx, Datto, CISCO, ADTRAN, 
HP, EQUALLOGIC, EATON, PowerADVANTAGE, and Synology. 

{U) PRN's software partners include Microsoft, Office365, 
mimecast, WEBROOT, vmware, Dell, Autotask, LabTech, Datto, 
SkyKick, STORAGECRAFT, VEEAM, and Worldox. 

(U) PRN's service.partners are Windstream Communications, 
CenturyLink, PanTerra, Comcast, Integra, RingCentral, TW 
Telecom, AT&T, MobileWare, and MHO. 

(U) PRN's strategic partners include INGRAM Micro, CUSN, and 
Trust Alliance . 

•• 

~//H6P6ft:H 

7 

b3 
b7E 

b6 
b7C 

b6 
b7C 



b6 
b7C 

• 
• 

• 
• 



·' • • 
U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Re: Request for Preservation of Records 

Dear Custodian of Records: 

ALL IHFOf<l.tATIOH CON1'.AINE.D 
!i!::.:G:IH IS Ul~CI....~.SSI'E'IED 

DA'T'E ll-0~-2016 BY J76J18'l'80 NSICG 

August 18 , 20 15 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for the 
preservation of all stored communications, records and other evidence in your possession regarding 
the following e-mail accounts, pending further legal process. 

1 
2 
3 

4 
5 
6 

7 
8 

9 

10 
11 

12 
13 

14 
15 
16 
17 
18 
19 
20 
21 
22 
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23 
24 
25 
26 
27 
28 
29 
30 
31 
32 
33 
34 
35 
36 
37 
38 
39 
40 
41 
42 
43 
44 
45 
46 
47 
48 
49 
so 
51 
52 
53 
54 
55 
56 

You are hereby requested to preserve the records described below currently in your 
possession, including records stored on backup media, in a form that includes the complete record, 
and records that may come into your possession from the date of acknowledgment ·of this request for 
a period of90 days, or until receipt of a legal court order, whichever occurs first. This request 
applies only retrospectively. It does not in any way obligate you to capture and preserve new 
information that arises after the date ofthis request. 

You are also requested not to disclose the existence of this request to the subscriber or any 
other person, other than as necessary to comply with this request, as the FBI's investigation may be 
jeopardized by this type of disclosure. You are also requested not to close the account of the 
subscriber, unless requested to do so by the subscriber. If compliance with this request may result 

b6 
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• • • • 
in a permanent or temporary termination of service to the accounts described below, or otherwise 
alert the subscriber or user of these accounts as to vour actions to preserve the referenced files 
and records, please contact Special Agent! I as soon as possible 
and before taking any such actions. · 

This preservation request applies to the following records and evidence: 

A. The contents of any communication or for the accounts any associated accounts, 
and any information associated with those communications or files, such as the 
source and destination email address or IP address. 

B. All records and other evidence relating to the subscriber(s), customer(s), account 
holder(s), or other entity(ies) associated with the requested account including, without 
limitation, subscriber names, user names, screen names or other identities, mailing 
addresses, residential addresses, business addresses, e-mail addresses and other 
contact information, telephone numbers or other subscriber number or identity, billing 
records, information about the length of service and the types of services the 
subscriber or customer utilized, and any other identifying information, whether such 
records or other evidence are in electronic or other form; and 

C. All connection logs and records of user activity for the requested account, including: 

1. Connection date and time; 
2. Disconnect date and time; 
3. Method of connection (e.g., telnet, ftp, http); 
4. Data transfer volume; 
5. User name associated with the connection and other connection information, including 

the Internet Protocol address of the source of the connection; 
6. Telephone caller identification records; and 
7. Connection information for other computers to which the user of the above-referenced 

accounts connected, by any means, during the connection period, including the 
destination IP address, connection time and date, disconnect time and date, method of 
connection to the destination computer, the identities (account and screen names) and 
subscriber information, if known, for any person or entity to which such connection 
information relates, and all other information related to the connection from ISP or its 
subsidiaries. 

· 8. Means and source of payment for such service (including any credit card or bank account 
number) and billing records. 

D. Any other records and other evidence relating to the requested account. Such records and other 
evidence include, without limitation, correspondence and other records of contact by any person 
or entity about the above-referenced account, the content and connection logs associated with or 
relating to postings, communications and any other activities to or through the requested account, 
whether such records or other evidence are in electronic or other form. 
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If you baye any questions regarding this request, -qlease direct all inquiries to Special Agent 
lwbo can be reached ad lo4 I b 6 

~----------~-- · b7C 

Sincerely, · 

~-
Charles H. Kable IV 
Section Chief 
Counterintelligence Division 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

ALL IHEORMAfiOU CON'rAilEC 
HEREIN IS Ul·lCL.l!.SSIFIED 
DAE 11-09-2016 E.Y J76J18T80 HSICG 

August 18, 2015 

Re: Request for Preservation of Records 

Dear Custodian of Records: 

Pursuant to Title 18, United States Code Section 2703(t), this letter is a formal request for the 
preservation of all stored conununications, records and other evidence in your possession regarding 
the following e-mail accounts, pending further legal process. 

1 
2 
3 

4 

5 
6 
7 

8 
9 

10 
11 
12 
13 

14 
15 
16 
17 
18 
19 
20 
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40 
41 
42 
43 
44 
45 
46 
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48 
49 
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51 
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53 
54 
55 
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58 
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60 
61 
62 
63 
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124 
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126 
127 
128 
129 
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132 
133 
134 
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136 
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178 
179 
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218 
219 
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223 
224 
225 
226 
227 
228 
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239 
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242 
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258 
259 
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263 
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271 
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273 
274 
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321 
322 
323 
324 
325 
326 
327 
328 
329 
330 
331 
332 
333 

334 
335 
336 
337 
338 
339 
340 
341 
342 
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358 
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361 
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364 
365 
366 
367 
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371 
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373 
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376 
377 
378 
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396 
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400 
401 
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410 
411 
412 
413 
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417 
418 
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421 
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You are hereby requested to preserve the records described below currently in your 
possession, including records stored on backup media, in a form that includes the complete record, 
and records that may come into your possession from the date of acknowledgment of this request for 
a period of 90 days , or until receipt of a legal court order, whichever occurs first. This request 
applies only retrospectively. It does not in any way obligate you to capture and preserve new 
information that arises after. the date of this request. 

You are also requested not to disclose the existence of this request to the subscriber or any 
other person, other than as necessary to comply with this request, as the FBI•s investigation may be 
jeopardized by this type of disclosure. You are also requested not to close the account of the 
subscriber, unless requested to do so by the subscriber. If compliance with this request may result 
in a permanent or temporary termination of service to the accounts described below, or otherwise 
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alert the subscriber or user of these accounts as to your actions to preserve the referenced files 
and records, please contact Special Agent I las soon as possible 
and before taking any such actions. 

This preservation request applies tO the following records and evidence: 

A. The contents of any communication or for the accounts any associated accounts, 
and any information associated with those communications or'files, such as the 
source and destination email address or IP address. 

B. All records and other evidence relating to the subscriber(s), customer(s), account 
holder( s ), or other entity( ies) associated with the requested account including, without 
limitation, subscriber names, user names, screen names or other identities, mailing 
addresses, residential addresses, business addresses, e-mail addresses and other 
contact information, telephone numbers or other subscriber number or identity, billing 
records, information about the length of service and the types of services the 
subscriber or customer utilized, and any other identifying information, whether such 
records or other evidence are in electronic or other form; and 

C. All connection logs and records of user activity for the requested account, including·: 

1. Connection date and time; 
2. Disconnect date and time; 
3. Method of connection (e.g., telnet, ftp, http); 
4. Data transfer volume; 
5. User name associated with the connection and other connection information, including 

the Internet Protocol address of the source of the connection; 
6. Telephone caller identifica:tion records; and 
7. Connection information for other computers to which the user of the above·referenced 

accounts connected, by any means, during the connection period, including the 
destination IP address, connection time and date, disconnect time and date, method of 
connection to the destination computer, the identities (account and screen names) and 
subscriber information, if known, for any person or entity to which such connection 
information relates, and all other information related to the connection from ISP or its 
subsidiaries. 

8. Means and source of payment for such service (including any credit card or bank account 
number) and billing records. 

D. Any other records and other evidence relating to the requested account. Such records and other 
evidence include, without limitation, correspondence and other records of contact by any person 
or entity about the above-referenced account, the content and connection logs associated with or 
relating to postings, communications and any other activities to or through the requested account, 
whether such records or other evidence are in electronic or other form. 
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If you have any questions regarding this request, please direct all inquiries to Special Agent 

L--____ ....... rbo can be reached atl I o~ I 

Sincerely, 

Charles H. Kable IV 
Section Chief 
Counterintelligence Division 
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• 
U.S. Department of Justice 
Federal Bureau of Investigation 
Washington,-D.C. 20535-0001 

Re: Request for Preservation of Records 

Dear Custodian of Records: 

ALL IN£CBMJ..T ION CON'f' AI NED 
HEREIN IS UHCLASSU.IE.O 
CA.TE 11-09-L'OHi BY J 76J18 T80 rl'S ICG 

August 18 , 2015 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for the 
preservation of all stored communications, records and other evidence in your possession regarding 
the following e~mail accounts, pending further legal process. 

1 
2 
3 

4 

5 

6 

7 

8 
9 

10 
11 
12 
13 
14 

. 15 
16 

17 

18 
19 
20 
21 
22 
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23 
24 

25 
26 

27 

28 
29 
30 

You are hereby requested to preserve the records described below currently in your 
possession, including records stored on backup media, in a form that includes the complete record, 
and records that may come into your possession from the date of acknowledgment of this request for 
a period of90 days, or until receipt of a legal court order, whichever occurs first. This request 
applies only retrospectively. It does not in any way obligate you to capture and preserve new 
information that arises after the date of this request. 

You are also requested not to disclose the existence of this request to the subscriber or any 
other person, other than as necessary to comply with this request, as the FBI's investigation may be 
jeopardized by this type of disclosure. You are also requested not to close the account of the 
subscriber, unless requested to do so by the subscriber./f compliance with this request may result 
in a permanent or temporary termination of service to the accounts described below, or otherwise 
alert the subscriber or user of these accounts as to vour actions to oreserve the referenced files 
and records, please contact Special Agent I I as soon as possible 
and before taking any such actions. 

This preservation request applies to the following records and evidence: 

A. The contents of any communication or for the accounts any associated accounts, 
and any information associated with those communications or files, such as the 
source and destination email address or IP address. 

B. All records and other evidence relating to the subscriber(s), customer(s), account 
holder(s), or other entity(ies) associated with the requested account including, without 
limitation, subscriber names, user names, screen names or other identities, mailing 
addresses, residential addresses, business addresses, e-mail addresses and other 
contact information, telephone numbers or other subscriber number or identity, billing 
records, information about the length of service and the types of services the 
subscriber or customer utilized, and any other identifying information, whether such 
records or other evidence are in electronic or other form; and 

C. All connection logs and records of user activity for the requested account, including: 

1. Connection date and time; 
2. Disconnect date and time; 
3. Method of connection (e.g., telnet, ftp, http); 
4. Data transfer volwne; 
5. User name associated with the connection and other connection information, including 

the Internet Protocol address of the source of the connection; 
6. Telephone caller identification records; and 
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7. Connection information for other computers to which the user of the above-referenced 

accounts connected, by any means, during the connection period, including the 
destination IP address, connection time and date, disconnect time and date, method of 
connection to the destination computer, the identities (account and screen names) and 
subscriber information, if known, for any person or entity to which such connection 
information relates, and all other information related to the connection from ISP or its 
subsidiaries. 

8. Means and source of payment for such service (including any credit card or bank account 
number) and billing records. 

D. Any other records and other evidence relating to the requested account. Such records and other 
evidence include, without limitation, correspondence and other records of contact by any person 
or entity about the above-referenced account, the content and connection logs associated with or 
relating to postings, communications and any other activities to or through the requested account, 
whether such records or other evidence are in electronic or other form. 

If you have any questions regarding this request, please direct all inquiries to Special Agent 

L------..... rho can be reached a~ Iori I . 

Sincerely, 

Charles H. Kable IV 
Section Chief 
Counterintelligence Division 
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U.S. Department of Justice 
Federal Bureau of Investigation . 
Washington, D.C. 20535·0001 

Re: Request for Preservation of Records 

Dear Custodian of Records: 

ALL IHfO!'U9.'fiCN CONT.UNED 
HEREIN 15 UNC.LASSH IEC 
DATE 11 - 0 :9-2016 BY .176J18'1'80 NSICG 

August 18, 2015 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for the 
preservation of all stored communications, records and other evidence in your possession regarding 
the following e·mail accounts, pending further legal process. 
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You are hereby requested to preserve the records described below currently in your 
possession, including records stored on backup media, in a form that includes the complete record, 
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and records that may come into your possession from the date of acknowledgment of this request for 
a period of 90 days , or until receipt of a legal court order, whichever occurs first. This request 
applies only retrospectively. It does not in any way obligate you to capture and preserve new 
information that arises after the date of this request. 

You are also requested not to disclose the existence of this request to the subscriber or any 
other person, other than as necessary to comply with this request, as the FBI's investigation may be 
jeopardized by this type of disclosure. You are also requested not to close the account of the 
subscriber, unless requested to do so by the subscriber./f compliance with this request may result 
in a permanent or temporary termination of service to the accounts described below, or otherwise 
alert the subscriber or user of these accounts as to vour actions to preserve the referenced files 
and records, please contact Special Agent! I as soon as possible 
and before taking any such actions. 

This preservation request applies to the following records and evidence: 

A. The contents of any communication or for the accounts any associated accounts, 
and any information associated with those communications or files, such as the 
source and destination email address or IP address. 

B. All records and other evidence relating to the subscriber(s), customer(s), account 
holder(s), or other entity(ies) associated with the requested account including, without 
limitation, subscriber names, user names, screen names or other identities, mailing 
addresses, residential addresses, business addresses, e-mail addresses and other 
contact information, telephone numbers or other subscriber number or identity, billing 
records, information about the length of service and the types of services the 
subscriber or customer utilized, and any other identifying information, whether such 
records or other evidence are in electronic or other form; and 

C. All connection logs and records of user activity for the requested account, including: 

1. Connection date and time; 
- 2. Disconnect date and time; 

3. Method of connection (e.g., telnet, ftp, http); 
4. Data transfer volume; 
5. User name associated with the connection and other connection information, including 

the Internet Protocol address of the source of the connection; 
6. Telephone caller identification records; and 
7. Connection information for other computers to which the user of the above-referenced 

accounts connected, by any means, during the connection period, including the 
destination IP address, connection time and date, disconnect time and date, method of 
connection to the destination computer, the identities (account and screen names) and 
subscriber information, if known, for any person or entity to which such connection 
information relates, and all other information related to t}:le connection from ISP or its 
subsidiaries. 

8. Means and source of payment for such service (including any credit card or bank account 
number) and billing records. 

D. Any other records and other evidence relating to the requested account. Such records and other 
evidence include, without limitation, correspondence and other records of contact by any person 
or entity about the above-referenced account, the content and connection logs associated with or 
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relating to postings, communications and any other activities to or through the requested account, 
whether such records or other evidence are in electronic or other form. 

If you have any questions regarding this request, please direct all inquiries to Special Agent 
...__ ____ __,jwho can be reached atj jorj I 

Si~ 

Charles H. Kable IV 
Section Chief 
Counterintelligence Division 
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• 
U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

ALL INFO'RJ.!..I;l'IO:U CONTAINED 
3Z...~UJ IS Ul:lCLASSIFIED 
DAT::: 11-03-201€ BY J76Jl8T80 HSICG 

August 18, 2015 

Re: Request for Preservation of Records 

Dear Custodian of Records: · 

Pursuant to Title 18, United States Code Section 2703(t), this letter is a formal req~est for the 
preservation of all stored corrimunications, records and other evidence in your possession regarding 
the following e-mail accounts, pending further legal process. 
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41 
42 
43 
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You are hereby requested to preserve the records described below currently in your 
possession, including records stored on backup media, in a form that includes the complete record, 
and records that may come into your possession from the date of acknowledgment of this request for 
a period of 90 days , or until receipt of a legal court order, whichever occurs first. This request 
applies only retrospectively. It does not in any way obligate you to capture and preserve new 
information that arises after the date of this request. 

You are also requested not to disclose the existence of this request to the subscriber 'or any 
other person, other than as necessary to comply with this request, as the FBI's investigation may be 
jeopardized by this type of disclosure. You are also requested not to close the account of the 
subscriber, unless requested to do so by the subscriber. If compliance with this request may result 
in a permanent or temporary termination of service to the accounts described below, or otherwise 
alert the subscriber or user of these accounts as to vour actions to preserve the referenced files 
and records, please contact Special Agen4 I as soon as possible 
and before taking any such actions. 

This preservation request applies to the following records and evidence: 

A. The contents of any communication or for the accounts any associated accounts, 
and any information associated with those communications or files, such as the 
source and destination email address or IP address. 

B. All records and other evidence relating to the subscriber(s), customer(s), account 
holder(s), or other entity(ies) associated with the requested account including, without 
limitation, subscriber names, user names, screen names or other identities, mailing 
addresses, residential addresses, business addresses, e-mail addresses and other 
contact information, telephone numbers or other subscriber number or identity, billing 
records, information about the length of service and the types of services the 
subscriber or customer utilized, and any other identifying information, whether such 
records or other evidence are in electronic or other form; and 

C. All connection logs and records of user activity for the requested account, including: 

1. Connection date and time; 
2. Disconnect date and time; 
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3. Method of connection (e.g., telnet, ftp, http); 
4. Data transfer volwne; 
5. User name associated with the connection and other connection information, including 

the Internet Protocol address of the source of the connection; 
6. Telephone caller identification records; and 
7. Connection information for other computers to which the user of the above-referenced 

accounts connected, by any means, during the connection period, including the 
destination IP address, connection time and date, disconnect time and date, method of 
connection to the destination computer, the identities (account and screen names) and 
subscriber information, if known, for any person or entity to which such connection 
information relates, and all other information related to the connection from ISP or its 
subsidiaries. 

8. Means and source of payment for such service (including any credit card or bank account 
nwnber) and billing records. 

D. Any other records and other evidence relating to the requested account. Such records and other 
evidence include, without limitation, correspondence and other records of contact by any person 
or entity about the above-referenced account, the content and connection logs associated with or 
relating to postings, communications and any other activities to or through the requested account, 
whether such records or other evidence are in electronic or other form. 

If you have any questions regarding this requestl please direct all inquiries to S~ecial Agent 
L..-_____ ..... rho can be reached atl rrl J .. 

Sincerely, 

~&:::....---
Charles H. Kable IV 
Section Chief 
Counterintelligence Division 
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• 
U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

John Kerry 
Secretary of State 
U.S. State Department 
2201 C Street, NW 
Washington, DC 20520 

Re: . Request for Preservation of Records 

Dear Secretary Kerry: 

AL..l !'3! IHIORJ.tATION COH'l'AIHED 
HEF..EIN I S UHCLASSI.r EC 
DA.TE 11-0 9-:.;: 0 16 BY J 7£J18T80 l>l"SICG 

August 18, 2015 

Pursuant to Title 18, United States Code Section 2703(t), this letter is a formal request for the 
preservation of all stored communications, records and other evidence in your possession regarding 
the following e-mail accounts, pending further legal process. 
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You are hereby requested to preserve the records described below currently in your 
possession, including records stored on backup media, in a form that includes the complete record, 
and records that may come into your possession from the date of acknowledgment of this request for 
a period of90 days, or until receipt of a legal court order, whichever occurs first. This request 
applies only retrospectively. It does not in any way obligate you to capture and preserve new 
information that arises after the date of this request. 

You are also requested not to disclose the existence of this request to the subscriber or any 
other person, other than as necessary to comply with this request, as the FBI's investigation may be 
jeopardized by this type of disclosure. You are also requested not to close the account of the 
subscriber, unless requested to do so by the subscriber. If compliance with this request may result 
in a permanent or temporary termination of service to the accounts described below, or otherwise 
alert the subscriber or user of these acco1t.l: 11.1 ta 1112111: ll&lillln to. ~ Ill.£ referenced files 
and records, please contact Special Agen las soon as possible 
and before taking any such actions. 

This preservation request applies to the following records and evidence: 

A. The contents of any communication or for the accounts any associated accounts, 
and any information associated with those communications or files, such as the 
source and destination email address or IP address. 

B. All records and other evidence relating to the subscriber(s), customer(s), account 
holder(s), or other entity(ies) associated with the requested account including, without 
limitation, subscriber names, user names, screen names or other identities, mailing 
addresses, residential addresses, business addresses, e-mail addresses and other 
contact information, telephone numbers or other subscriber number or identity, billing 
records, information about the length of service and the types of services the 
subscriber or customer utilized, and any other identifying information, whether such 
records or other evidence are in electronic or other form; and 

C. All connection logs and records of user activity for the requested account, including: 

1. Connection date and time; 
2. Disconnect date and time; 
3. Method of connection (e.g., telnet, ftp, http); 
4. Data transfer volume; 
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5. User name associated with the connection and other connection information, including 

the Internet Protocol address of the source of the connection; 
6. Telephone caller identification records; and 
7. Connection information for other computers to which the user of the above-referenced 

accounts connected, by any means, during the connection period, including the 
destination IP address, connection time and date, disconnect time and date, method of 
connection to the destination computer, the identities (account and screen names) and 
subscriber information, if known, for any person or entity to which such connection 
information relates, and all other information related to the connection from ISP or its 
subsidiaries. 

8. Means and source of payment for such service (including any credit card or bank account 
number) and billing records. 

D. Any other records and other evidence relating to the requested account. Such records and other 
evidence include, without limitation, correspondence and other records of contact by any person 
or entity about the above-referenced account, the content and connection logs associated with or 
relating to postings, communications and any other activities to or through the requested account, 
whether such records or other evidence are in electronic or other form. 

If you have any questions regarding this request. please direct all inquiries to Snecial Agent 
L.-____ ___.lwho can be reached atl lo~ I 

Sincerely, 

Charles H. Kable IV 
Section Chief 
Counterintelligence Division 
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' ' • 
U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535~0001 

Re: Request for Preservation of Records · 

Dear .... l ___ _. 

ALL Ul:FOru.L~'l'ION COH'l'.AIHE:C 
'3ZRZ IH IS UHCI...~_SSIFIED 
OAE 11- 09-2016 B'( J76Jl8T80 NSICG 

August 18 , 2015 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for the 
preservation of all stored communications, records and other evidence in your possession regarding 
the following e-mail accounts, pending further legal process. 

1 

2 
3 

4 
5 
6 
7 

8 
9 

10 

11 

12 

13 

14 
15 

You are hereby requested to preserve the records described below currently in your 
possession, including records stored on backup media, in a form that includes the complete record, 
and records that may come into your possession from the date of acknowledgment of this request for 
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a period of 90 days , or until receipt of a legal court order, whichever occurs first. This request 
applies only retrospectively. It does not in any way obligate you to capture and preserve new 
information that arises after the date of this request. 

You are also requested not to disclose the existence of this request to the subscriber or any 
other person, other than as necessary to comply with this request, as the FBI's investigation may be 
jeopardized by this type of disclosure. You are also requested not to close the account of the 
subscriber, unless requested to do so by the subscriber. If compliance with this request may result 
in a permanent or temporary termination of service to the accounts described below, or otherwise 
alert the subscriber or user of these accounts as to vour acticns to preserve the referenced files 
and records, please contact Special Agen~ las soon as possible 
and before taking any such actions. 

This preservation request applies to the following records and evidence: 

A. The contents of any communication or for the accounts any associated accounts, 
and any information associated with those communications or files, such as the 
source and destination email address or IP address. 

B. All records arid other evidence relating to the subscriber(s), customer(s), account 
. holder(s), or other entity(ies) associated with the requested account including, without 

limitation, subscriber names, user names, screen names or other identities, mailing 
addresses, residential addresses, business addresses, e-mail addresses and other 
contact information, telepho.ne numbers or other subscriber number or identity, billing 
records, information about the length of service and the types of services the 
subscriber or customer utilized, and any other identifying information, whether such 
records or other evidence are in electronic or other form; and 

C. All connection logs and records of user activity for the requested account, including: 

1. Connection date and time; 
2. Disconnect date and time; 
3. Method of connection (e.g., telnet, ftp, http); 
4. Data transfer volume; · 
5. User name associated with the connection and other connection information, including 

the Internet Protocol address of the source of the connection; 
6. Telephone caller identification records; and 
7. Connection information for other computers to which the user of the above· referenced 

accounts connected, by any means, during the connection period, including the 
destination IP address, connection time and date, disconnect time and date, method of 
connection to the destination computer, the identities (account and screen names) and 
subscriber information, if known, for any person or entity to which such connection 
information relates, and all other information related to the conne~tion from ISP or its 
subsidiaries. 

8. Means and source of payment for such service (including .any credit card or bank account 
number) and billing records. 

D. Any other records and other evidence relating to the requested account. . Such records and other 
evidence include, without limitation, correspondence and other records of contact by any person 
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or entity about the above-referenced account, the content and connection logs associated with or 
relating to postings, communications and any other activities to or through the requested account, 
whether such records or other evidence are in electronic or other form. 

If you have any questions regarding this request, please direct all inquiries to Special Agent 
'---____ _.lwho can be reached a~ lo~ I 

Sincerely, 

Charles H. Kable IV 
Section Chief 
Counterintelligence Division 
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•• 
U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Re: Request for Preservation of Records 

Dear Custodian of Records: 

AlL IH~Oru.LA.'I'ION COH'I'AIHE:C 
3ZRZIH IS UNCt..~SSIFIED 
DAE 11-09-2016 B't.' J76J 18 T80 NSICC 

August 18 , 2015 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for the 
preservation of all stored communications, records and other evidence in your possession regarding 
the following e-mail accounts, pending further legal process. 

1 
2 

3 
4 
5 

6 

7 

8 

9' 

10 

11 

12 

13 
14 
15 
16 

17 

18 

You are hereby requested to preserve the records described below currently in your 
possession, including records stored on backup media, in a form that includes the complete record, 
and records that may come into your possession from the date of acknowledgment of this request for 
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a period of 90 days , or until receipt of a legal court order, whichever occurs first. This request 
applies only retrospectively. h does not in any way obligate you to capture and preserve new 
information that arises after the date of this request. 

You are also requested not to disclose the existence of this request to the subscriber or any 
other person, other than as necessary to comply with this request, as the FBI's investigation may be 
jeopardized by this type of disclosure. You are also requested not to close the account of the 
subscriber, unless requested to do so by the subscriber. If compliance with this request may result 
in a permanent or temporary termination of service to the accounts described below, or otherwise 
alert the subscriber or user of these accounts as to vour actions to preserve the referenced files 
and records, please contact Special Ageni F soon as. possible 
and before taking any such actions. 

This preservation request applies to the following records and evidence: 

A. The contents of any communication or for the accounts any associated accounts, 
and any information associated with those communications or files, such as the 
source and destination email address or IP address. 

B. All records and other evidence relating to the subscriber(s), customer(s), account 
holder(s), or other entity(ies) associated with the requested account including, without 
limitation, subscriber names, user names, screen names or other identities, mailing 
addresses, residential addresses, business addresses, e-mail addresses and other 
contact information, telephone numbers or other subscriber number or identity, billing 
records, information about the length of service and the types of services the 
subscriber or customer utilized, and any other id~ntifying information, whether such 
records or other evidence are in electronic or other form; and 

C. All conne~tion logs and records ·of user activity for the requested account, including: 

1. Connection date and time; 
2. Disconnect date and time; 
3. Method of connection (e.g., telnet, ftp, http); 
4. Data transfer volume; 
5. User name associated with the connection and other connection information, including 

the Internet Protocol address of the source of the connection; 
6. Telephone caller identification records; and 
7. Connection information for other computers to which the user of the above-referenced 

accounts connected, by any means, during the connection period, including the 
destination IP address, connection time and date, disconnect time and date, method of 
connection to the destination computer, the identities (account and screen names) and 
subscriber information, if known, for any person or entity to which such connection 
information relates, and all other information related to the connection from ISP or its 
subsidiaries. 

8. Means and source of payment for such service (including any credit card or bank account 
number) and billing records. 

D. Any other records and other evidence relating to the requested account. Such records and other 
evidence include, without limitation, correspondence and other records of contact by any person 
or entity about the above-referenced account, the content and connection logs associated with or 
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relating to postings, communications and any other activities to or through the requested account, 
whether such records or' other evidence are in electronic or other form. 

If you have any questions regarding this request
1 

please direct all jpgujrjes to Soecial Agent 
L...-____ ___,lwho can be reached at I !Or[ I 

Sincerely, 

Charles H. Kable IV 
Section Chief 
Counterintelligence Division 
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. · • 
U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Re: Request for Preservation of Records 

Dear Custodian of Records: 

A.Ll INfORMATICN CON'TAINED 
HEP.EIH IS UHCLASSI.rn:c 
CA.TE 11-051-:.<016 BY J76J18TSO N'SICG 

August 18, 2015 

Pursuant to Title 18, United States Code Section 2703(t), this letter is a formal request for the 
preservation of all stored communications, records and other evidence in your possession regarding 
the following e-mail accounts, pending further legal process. 

1 
2 

3 
4 
5 
6 
7 
8 
9 

10 
11 
12 
13 
14 
15 
16 
17 
18 
19 
20 

21 

22 
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23 
24 
25 
26 
27 
28 
29 
30 

31 
32 
33 

You are hereby requested to preserve the records described below currently in your 
possession, including records stored on backup media, in a form that includes the complete record, 
and records that may come into your possession from the date of acknowledgment of this request for 
a period of 90 days , or until receipt of a legal court order, whichever occurs first. This request 
applies only retrospectively. It does not in any way obligate you to capture and preserve new 
information that arises after the date of this request 

You are also requested not to disclose the existence ofthis request to the subscriber or any 
other person, other than as necessary to comply with this request, as the FBI's investigation may be 
jeopardized by th~s type of disclosure. You are also requested not to close the account of the 
subscriber, unless requested to do so by the subscriber. If compliance with t/Jis request may result 
in a permanent or temporary termination of service to the accounts described below, or otherwise 
alert the subscriber or user of these accounts as to your actions to preserve the refe,renced files 
and records, please contact Specwl Agen4 ~· as soon as possible 
and before taking a11y such actions. 

This preservation request applies to the following records and evidence: 

A. The contents of any conununication or for the accOtmts any associated accounts, 
and any information associated with those conununications or files, such as the 
source and destination email address or IP address. 

B. All records and other evidence relating to the subscriber(s), customer(s), account 
holder(s), or other entity(ies) associated with the requested account including, without 
limitation, subscri~er names, user names, screen names or other identities, mailing 
addresses, residential addresses, business addresses, e-mail addresses and other 
contact information, telephone numbers or other subscriber number or identity, billing 
records, information about the length of service and the types of services the 
subscriber or customer utilized, and any other identifying information, whether such 
records or other evidence are in electronic or other form; and 

C. All connection logs and records of user activity for the requested account, including: 

1. Connection date and time; 
2. Disconnect date and time; 
3. Method of connection (e.g., telnet, ftp, http); 
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4. Data transfer volume; 
5. User name associated with the connection and other connection information, including 

the Internet Protocol address of the source of the connection; 
6. Telephone caller identification records; and 
7. Connection information for other computers to which the user of the above-referenced 

accounts connected, by any means, during the connection period, including the 
destination IP address, connection time and date, disconnect time and date, method of 
connection to the destination computer, the identities (account and screen names) and 
subscriber information, if known, for any person or entity to which such connection 
information relates, and all other information related to the connection from ISP or its 
subsidiaries. 

8. Means and source of payment for such service (including any credit card or bank account 
number) and billing records. 

D. Any other records and other evidence relating to the requested account. Such records and other 
evidence include, without limitation, correspondence and other records of contact by any person 
or entity about the above-referenced account, the content and connection logs associated with or 
relating to postings, communications and any other activities to or through the requested account, 
whether such records or other evidence are in electronic or other form. 

If you have any questions regarding this request, please direct all inquiries to Soecial Agent 
....._ ____ ____,~ho can be reached atl Iori I 

Sincerely, 

Charles H. Kable IV 
Section Chief 
Counterintelligence Division 
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• 
U.S. Department of Justice 
Federai .Bureau of Investigation 
Washington, D.C. 20535-0001 

ALL IHFOf<H.A'I'IOH CONT.Ailo!EI: 
:-E::t:: IH IS 01-ICL..i\.SSI'FIED 
DAE 11- 0~-2016 BY J76J1 8'1'80 HSICG 

Augus t 1 8 , 201 5 

Re: Request for Preservation of Records 

Dear Custodian of Records: 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for the 
preservation of all stored conununications, records and other evidence in your possession regarding 
the following e-mail accounts, pending further legal process. 

1 

2 

3 

4 

You are hereby requested to preserve the records described below currently in your 
possession, including records stored on backup media, in a fo rm that includes the complete record, 
and records that may come into your possession from the date of acknowledgment of this request for 
a period of90 days, or until receipt of a legal court order, whichever occurs first. This request 
applies only retrospectively. It does not in any way obligate you to capture and preserve new 
information that arises after the date of this request. 

You are also requested not to disclose the existence of this request to the subscriber or any 
other person, other than as necessary to comply with this request, as the FBI's investigation may be 
jeopardized by this type of disclosure. You are also requested not to close the account of the 
subscriber, unless requested to do so by the subscriber. If compliance with this request. may result 
in a permanent or temporary termination of service to the accounts described below, or otherwise 
al£rt the SUbscriber OT user Oj these aCCOrfs as to VQUC qction.S to nreserye the rejereiiCed files 
and records, pkase co11tact Specim Agen I as soon as possibk 
and before taking any such actions; 

This preservation request applies to the following records and evidence: 

b7E 

b6 
b7C 
b7E 

b6 
b 7C 



' • 
A. The contents of any communication or for the accounts any associated accounts, 

and any information associated with those communications or files, such as the 
source and destination email address or IP address. 

B. All records and other evidence relating to the subscriber(s), customer(s), account 
holder(s), 'or other entity(ies) associated with the requested account including, without 
limitation, subscriber names, user names, screen names or other identities, mailing 
addresses, residential addresses, business addresses, e-mail addresses and other 
contact information, telephone numbers or other subscriber number or identity, billing 
records, information about the length of service and the types of services the 
subscriber or customer utilized, and any other identifying information, whether such 
records or other evidence are in electronic or other form; and 

C. All connection logs and records of user activity for the requested account, including: 

1. Connection date and time; 
2. Disconnect date and time; 
3. Method of connection (e.g., telnet, ftp, http); 
4. Data transfer volume; 
5. User name associated with the connection and other connection information, including 

the Internet Protocol address of the source of the connection; 
6. Telephone caller identification records; and 
7. Connection information for other computers to which the user of the above-referenced 

accounts connected, by any means, during the connection period, including the 
destination IP address, connection time and date, disconnect time and date, method of 
connection to the destination computer, the identities (account and screen names) and 
subscriber information, if known, for any person or entity to which such connection 
information relates, and all other information related to the connection from ISP or its 
subsidiaries. 

8. · Means and source of payment for such service (including any credit card or bank account 
number) and billing· records. 

D. Any other records and other evidence relating to the requested account. Such records and other 
evidence include, without limitation, correspondence and other records of contact by any person 
or entity about the above-referenced account, the contept and connection logs associated with or 
relating to postings, communications and any other activities to or through the requested account, 
whether such records or other evidence are in electronic or other form. 

If you have any questions regarding this request, please direct all inquiries to Special Agent 
L..-_____ _.1 who ean be reached a~ Iori I . 

· Sincerely, 

Charles H. Kable IV 
Section Chief 
Counterintelligence Division 
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... • 
U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

ALL I Hf(BJ:,ul..'riCll CO.HTAIHED 
HEREIN 1.5 UNCL.;;SSHIED 
CA'I'E ll-0~-2 016 3Y .176J18T80 HSICG 

August 18 , 201 5 

Re: Request for Preservation of Records 

Dear Custodian of Records: 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for the 
preservation of all stored communications, records and other evidence in your possession regarding 
the following e-mail accounts, pending further legal process. 

1 
2 

3 

4 

5 
- 6 

7 
8 

9 
10 
11 

12 
13 

14 
15 
16 
17 
18 
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. You are hereby requested to preserve the records described below currently in your 

possession, including records stored on backup media, in a form that includes the complete record, 
and records that may come into your possession from the date of acknowledgment of this request for 
a period of 90 days , or until receipt of a legal court order, whichever occurs first. This request 
applies only retrospectively. It does not in any way obligate you to capture and preserve new 
information that arises after the date of this request. 

You are also requested not to disclose the existence of this request to the subscriber or any 
other person, other than as necessary to comply with this request, as the FBI's investigation may be 
jeopardized by this type of disclosure. You are also requested not to close the 'account of the 
subscriber, unless requested to do so by the subscriber. If compliance with this request may result 
in a permanent or temporary termination of service to the accounts described below, or otherwise 
alert the subscriber or user of these accounts as to vour actions to oreserve the referenced files 
and records, please contact Special Agen~ I as soon as possible 
and before taking any such actions. 

This preservation request applies to the following records and evidence: 

A. The contents of any communication or for the accounts any associated accounts, 
and any information associated with those communications or files, such as the 
source and destination email address or IP address. 

B. All records and other evidence relating to the subscriber(s), customer(s), account 
holder(s), or other entity(ies) associated with the requested account including, without 
limitation, subscriber names, user names, screen names or other identities, mailing 
addresses, residential addresses, business addresses, e-mail addresses and other 
contact information, telephone numbers or other subscriber number or identity, billing 
records, information about the length of service and the types of services the 
subscriber or customer utilized; and ariy other identifying information, whether such 
records or other evidence are in electronic or other form; and 

C. All connection logs and records of user activity for the requested account, including: 

I. Connection date and time; 
2. Disconnect date and time; 
3. Method of connection (e.g., telnet, ftp, http); 
4. Data transfer volume; · 
5. User name associated with the connection and other connection information, including 

the Internet Protocol address of the source of the connection; 
6. Telephone caller identification records; and 
7. Connection information for other computers to which the user of the above-referenced 

accounts connected, by any means, during the connection period, including the 
destination IP address, connection time and date, disconnect time and date, method of 
connection to the destination computer, the identities (account and screen names) and 
subscriber information, if known, for any person or entity to which such connection 
information relates, and all other information related to the connection from ISP or its 
subsidiaries. 

8. Means and source of payment for such service (including any credit card or bank account 
number) and billing records. 
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D. Any other records and other evidence relating to the requested account. Such records and other 

evidence include, without limitation, correspondence and other records of contact by any person 
or entity about the above-referenced account, the content and connection logs associated with or 
relating to postings, communications and any other activities to or through the requested account, 
whether such records or other evidence are in electronic or other form. 

If you have any questions regarding this request, please direct all inquiries to Special Agent 
._ ____ __.lwho can be reached at I loq ] 

Sincerely, 

#~.c.--c...~ 
Charles H. Kable IV 
Section Chief 
Counterintelligence Division 
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~/NePeltft 
CLASSH"IED BY: HSICG J7£J1.8T80 

.REASON: 1. 4 (Cl 

'U' . ·r 
1 I 

CECt..:.SSlfY ClN: 12-31-2040 
CArE: 11-09-2016 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 08/25/2015 

To: Washington Field 

From: Washington Field 
CI-13 
Contact: SA 

Approved By: 

Drafted By: 

Case ID #= ~)1 1-'7.3 
...,....!::::=====:::::;~ 

Title: (s) ·L....,I =~~n"l"'""""~l 
MISHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

Synopsis: (U//F090) Deputy Assistant Director (DAD) 
Counterintelligence Division (CD), a Declassification Authority of 
FBI information, declassifies the following informat;.ion for release 
as appropriate. 

Details: (U//F090) This communication declassifies the existence 
of the captioned matter with the signature of the Deputy Assistant 
Director (DAD) Counterintelligence Division (CD), a 
Declassification Authority of FBI information. Verbal authorization 
to declassify this information was previously provided by Assistant 
Director (AD) Randall Coleman, Counterintelligence Division (CD) , 
an Original Classification Authority of FBI information, on August 
21, 2015. 

(U//~) The DAD authorizes the declassification of the following 
information: 
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~/NePem 
FEDERAL BUREAU OF INVESTIGATION 

(U//~) In July 2015, the FBI initiated the captioned 
investigation based on an 811 referral from the Inspector General 
for the Intelligence Community (ICIG) regarding the possible 
compromise of classified national security information. 

(U//~OSCH The potential compromise was identified when, as part of 
a Freedom of Information Act (FOIA) request, the u.s. Department of 
State (DoS) Office of Inspector General and the ICIG were reviewing 
electronic mail communications from a private server previously used 
by a State Department official during their tenure at DoS. An initial 
review of this material identified several emails containing 
classified national security information some of which was Top 
Secret. 

(U/fpOU9) NSLB concurs that the declassification of the existence 
of this investigation is necessary. 

(U) In an attempt to acquire authority to reveal certain information 
as part of future criminal proceedings, FBI WFO certifies the · 
following: 

•• 

1. (U) No previously unknown sources or informants were revealed 
in. the identified material; 

2. (U) No sensitive sources or methods were disclosed; 

3. (U) No information will be disclosed which will negatively 
impact other case equities; and 

4. (U) No classified information from any other agency or 
foreign government will be disclosed . 
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DATE: 11-09-2016 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Washington Field 

From: Washington Field 
CI-13 

Contact: SA 

Date: 08/27/2015 

~----------------------------------~ 
Approved By: 

Drafted By: 

Case ID #: (U) I 
Title: (S/t'NF,j 

Synopsis:;U/ ~~) Attaches records provided by Department of 
State. 

Details: (U//~) On August 13, 2015, in response to an FBI 
records request dated August 11, 2015, the U.S. Department of 
State (DoS), provided employee profiles for 14 of the 15 
requested individuals. 

(U/fPOUO) Additionally, DoS was able to locate s{gned copies of 
Classified Information Nondisclosure Agreements (Standard Form 
312) for 9 of the 15 individuals. 

(U//~) These documents are attached to the file in a physical 
1A . 
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3EREIN IS ID~CLASSIFIED EXCE:P'f 
WHERE SHO'.-lN O'l'HER'riiSE 

DATE: 11-09-2016 

FD-1 087 (Rev 5-8-10) 
~/NePe~ 

FEDERAL BUREAU OF-INVESTIGATION 
Colleoted Hem Log 

·. OFFICIAL· Riieo •.• 
~:t'tf'lt~IW.,.~~:· 
AI.,...,_.~ t.tcn •..v'otd·b)"•· 
~~.;.~.--·· 

Event Title: ( s >~...I ____ ____. Date: 09/03/2015 

Approved By:L~--------------~ 

Drafted By:L~--------------~ 

Case ID #: ~...I ____ ___.~<6; ( S I~ L.l --------J 
MISHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

Full Investigation Initiated: 07/10/2015 

·:TJ) Collected From: ~ Partner Katherine M. Turner 
Williams & Connolly LLP 
725 12th St NW 
Washington, District Of Columbia 20005 

Receipt Given?: No 

Holding Office: WASHINGTON FIELD 

Details: 

Item Type 
lB General 

No Details Provided 

Description 
(;&j_ Banker Box 
Collected On: 

of Documents 
08/25/.~2~0~1~5 ____________ _ 

Seizing Individru~a~l~:~l--------------~--~ 
Call ected By: L~-------------------11 
Location Area: NA 
Specific Location: Na 

This document contains neither recommendations nor conclusions of the FBI. It is the propeny of the FBI and is loaned to your agency; it and its 
contents are not to be distributed outside your agency. 
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Titler:--~(~s~j------~~~~~ 
Re: ~~------------~ 09/03/2015 

1B General tU:t 9Q Banker Box of Documents 

1B General !TT1 
. l Jj 

lB General iTJ1 ' . 

•• 

Collected On: 08/25~/~2~0~1~5------------~ 
Seizing Individru~a~-1~:~1--------------~--~ 
Collected By: I 
Location Area: ~N~A~--------------~ 

Specific Location: NA 

~) Banker Box of Documents 
Collected On: 08/25/2015 
Seizing Individual: I 
Collected By: I 
Location Area: NA 
Specific Location: NA 

~ Banker Box of Documents 
Collected On: 08/25/2015 
Seizing Individual: I 
Collected By: I 
Location Area: NA 
Specific Location: NA 
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ru::..~SOH: 1. ol {CJ 
DECL.i\..SSIF"i CN: 12-31-2040 
DATE: 11-09-2016 

~/Mei'e~ 

ALL INfORlJATION CON'TAilo!ED 

HEP..EIH IS lTHCLASSII'IED EXCEP'J 
h'HERE SHD'I~1-l' O'I'HER"•iiSE 

FEDERAL BUREAU OF INVESTIGATION 
Collected Item Log 

Event Title: ( S)._l ____ ____. Date: 09/03/2015 

Approved By:~~--------------~ 

Drafted By: ~~--------------____. 

Case ID #: ._I --------~~~'{ ( S I /Ht'")l I 
MISHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

Full Investigation Initiated: 07/10/2015 

(TJJ Collected From: ~ CHS 

Receipt Given?: No 

Holding Office: WASHINGTON FIELD 

Details: 

Item Type 
1B Digital 

No Details Provided 

.u·, 
' ' 

Description 
~) USB Thumbdrive 
Collected On: · 09/03/2015 

~~~~----------~ 
Seizing Indivird~u~a~l~=~----------------,~----_J 
Collected By: I 
Location Area:~~N~A~----------------~ 

Specific Location: NA 
Device Type: USB Micro Storage Device (thumb drive) 
Number of Devices Collected: 1 

This document contains neither recommendations nor conclusions of the fBI. It is the property of the FBI and is loaned to your agency; it and its 
contents are not to be distributed outside your agency. 
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ALL Il·lrDffiU>.TIOH CONTAINED 
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FD-1087 (Rev. S-8-10) 
~/ttePeRN 

~PJ1ic1A1o Rlicol!l!. 
~~!I:M~r6JIIIItl6. 
:..~..:.....~.~.,.. 
cwtl'-o Fit·~ mW!t. 

FEDERAL BUREAU OF INVESTIGATION 
Collected aem Log 

Event 'l'itle: <s> ... l ___ """!"""" __ ..... 
Date: 09/03/2015 

Approved By:._l ------~ 
Drafted By:._! ____________ ~ 

Case ID #: .... 1 ____ ..... I~ es ( s I f*f'tl I 
MISHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

1 

Full Investiqation Initiated: 07/10/2015 

,:U/ Collected From: ~ Partner Katherine M. Turner 
Williams & Connolly LLp 
725 12th St NW 
Washington, District Of Columbia 20005 

Receipt Given?: No 

Holdinq Office: WASHINGTON FIELD 

Details: 

Item Type 
lB Digital 

No Details Provided 

Description 
~ 1 X Apple Model Al466 EMC 2925 S/N: C02P68WBG940 
Collected On: 08/25/~2~0~1~5~----------~ 
Seizing Indivi~ual: I ~ 
Collected By: l r-
Location Area: NA 
Specific Location: NA 
Device Type: Computer 
Number of Devices Collected: 1 

~/~OPeNf. 
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its 

· contents are not to be distributed outside your agency. 
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~/lf9P&RH 
Title: (Sll 

Re: ._I ____ ___, 

I 
09/03/2015 

1B Digital tU:l ~ 1 X Apple Model .A1466 EMC 2925 S/N: C02P67K3G940 
Collected On: 08/25/2015 
Seizing Individual: ~~~~--------------~ 

1B Digital 

1B Digital 

1B Digital 

Collected By: I 
Location Area:~.~N~A~--------------~ 

Specific Location:. NA 
Device Type: ~omputer 

Number of Devices Collected: 1 

(TJ) Xl 1 X Lexar 16 GB USB Thumbdrive - N12610 
Collected On: 08/25/2015 

'UI 
I I 

Seizing Individual: r~--------------------~ 

Collected By: ~~--------------------~ 
Location Area: NA 
Specific Location: NA 
Device Type: USB Micro Storage Device (thumb drive) 
Number of Devices Collected: 1 

~ 1 X USB Thumbdrive Labeled "HC Prime 2" 
Collected On: 08/25~/~2~0•1~5--------------~ 

Seizing Individ~u:•l~:~~--------------~--_J 
Collected By: I _ 
Location Area:~~A----------------~ 

Specific Location: NA 
Device Type: USB Micro Storage Device (thumb drivel 
Number of Devices Collected: 1 

Model A1466 EMC 2925 S/N: C1MP69VuG940 
Power Adapter 

v,() 1 X Apple 
1 X MagSafe 2 
Collected On: OS/25r/2~0~1~5~----------~ 
Seizing Individru==a=l~=~1--------------~--~ 
~ollected By: ~~------------------~ 
Locati~n Area: NA 
Specific Location: NA 
Device Type: Computer 
Serial Number: C1MP69VUG940 
Number of Devices .Collected: 1 

~/itePeM 
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Title: (s)J 

Re: ~~ ----------~ 
I 

09/03/2015 

1B Digital ~U) (_)Q 1 X Lenovo Yoga 211 Model 20428 S/N: .._I ____ _. 

1 X Power/AC Adapter Model AD2X65NLC2A 
Collected On: 08/25T2015 
Seizing Individual: _ 
Collected By: r~~~._-----~--~ 

Location Area: NA 
Specific Location: NA 
Device Type: Computer 
Serial Number: .... 1 ____ ___. 
Number of Devices Collected: 1 

1B Digital ;U) M 1 x Lenovo Type .... 1 ___ __. 
{-* AC Adapter P/N: 92P1109 

Collected On: 08/25~/~2~0~1~5------~ 
Seizing Individru~a~l~=~'------~---J 
Collected By: .... I ________ __. 
Location Area: NA 
Specific Location: NA 
Device Type: Computer 
Number of Devices Collected: 1 

1B Digital ,;TJ) 0S:l 1 X Lenovo Type 4236 - VQ5 S/N: .._I ______ ___. 

1 X AC Adapter Model 42T4418 

•• 

1 X Dell Mouse DPPID: CN - 09RRC7 - 48729 - 385 - OPRS 

Collected On: 08/25/r2~0~1~5~------~ 
Seizing IndiviFd~u~a~l~:__.l ______ ~~-~ 
Collected By: .... ! _________ ___. 
Location Area: NA 
Specific Location: NA 
Device Type: Co~m~p~u~t~e~r._ ___ ~ 
Serial Number: I I 
Number of Devices Collected: 1 
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ALL ItlTCB11A'I'ION COUTAINED 
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FD-1057 (Rev. 5-8-10) 
. ~ /ltePeM 

FEDERAL BUREAU OF INVESTIGATION 
Eleotronlo Communication 

Title: (U//~) Submit 1A 

From: WASHINGTON FIELD 
WF-CI13 
Contac:t: 

Approved By: SSA L~--------..1 
Drafted By:LI __________________ _. 

Date: 09/04/2015 

Case ID #: I ~9b ( s I /itl?-)._1 --------' 
L.------------~ MISHANDLING OF CLASSIFIED; 

UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

Synopsis: (U//¥eee) To submit to the file a 1A associated with the 
referenced serial. 

Full Investiqation Initiated:. 07/10/2015 

Referenc:e:LI ____________ __.I Serial 82 

Enc:losure(s): Enclosed are the following items: 

1. (U//~) I I 
Details: 

(U//~) This communication submits to the file a 1A associated 

with Serial 82 of the captioned file. 
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DECLASSIFIED BY. HSICG JHJ18T80 
ON ll-0~-2016 

v 

ll:N"fERVEW PROFIJLE 
Washington Field Office, Intelligence Division 

August 31,2015 

In tell'View ee: (U) Justin Gregory, Cooper 
(U//fOUe) DOB:I 
(U//fOUO, SSAN..,.J __ ...___....., 

(U//FeOOj...._ __________ ____. 

Summary: Justin Cooper registered the first secure socket layer (SSL) 
certificate for the mail.clintonemail.com domain with Network 
Solutions on 03/30/2009.2 Additionally, Cooper is currently an advisor 
to former President Bill Clinton and a Senior Advisor to the 
technology company, Decision Sciences Corporation? 

lllletains: The mail.clintonemail.com domain was registered on 01/13/2009 by Perfect Privacy, 
LLC.4 Justin Cooper registered with Network Solutions the first secure socket layer (SSL) 
certificate for the mail.clintonemail.com domain on 03/30/2009, allowing encryption for web
based applications. A second SSL certificate was registered on 02/05/2012 with Network 
Solutions, but no individual was listed on the registration. The third, and current, SSL certificate 
was registered on 09/13/2013 with GoDaddy without an individual listed on the registration? 

(U) Justin Cooper serves as an advisor to former President Bill Clinton. Cooper's responsibilities 
include managing President Clinton's personal and professional relationships, and assisting with 
political, business and personal finance issues. Cooper served many roles while President Clinton 
was in office, including Senior Advisor and The President's Aide. He has participated in 
extensive international travel with President Clinton and helped the President author three books. 
Cooper was involved in the establishment of the Clinton Foundation and continues to support it 
along with the Global Clinton Initiative and the Clinton Family Foundation3

. Cofper holds an 
email address tied to President Clinton's domai~ ....._ ____________________ ~ 

(U) Cooper is listed as the point of contact for Calle Mayor, LLC. The corporation's address is 
the same as the Clinton residence in Chappaqua, New York. Calle Mayor, LLC owns the 
property at whic~ 16 

(U) Cooper has_ participated in advisory engagements outside of his role with President Clinton. 
Cooper is the founder and CEO of Foxcroft Strategy Group, LLC. In this capacity, Cooper 

! I 
Analysis conducted by Venafi TrustNet, "Digital Certificate Forensics: What Venafi TrustNet Tells Us about the Clinton Email 

Server" (03/1 l/2015) 
3 Cooper Biography on Decision Sciences Corporation website 
4 Wbois.com 
s Department of State Consolidated Consular Database information 
6 New York Times, "Roger Clinton is Wary, Chatty and Still Occasionally Attracting Attention" (07/06/2015) 

~//t~OFO~· 

....__ ___ ____.I-s· 

b6 
b7C 
b7E 

b6 
b7C 

b6 
b7C 

b7E 

b3 
b7E 



.. 0 
~/li<JOP8R:U 

0 

provides diverse consulting services to agencies in the government, non-profit and private 
sectors.3 Foxcroft Strategy Group, LLC was incorporated in Delaware on 11/12/2013.7 Cooper is 
also currently a Senior Advisor for Decision Sciences Corporation, a technology company that 
utilizes cargo scanning technology to detect weapons of mass destruction (WMD) proliferation, 
as well as explosives and contraband smuggling. Decision Sciences Corporation utilizes an 
advisory board of diverse backgrounds, including scientists, business leaders and government 
officials to improve their business capabilities.8 Finally, Cooper previously served as a Senior 
Advisor to Teneo Holdings. Teneo Holdings is a consulting firm co-founded by Doug Band, a 
prior aide to President Clinton. Cooper is not currently listed on the website ofTeneo Holdings.9 

(U/+am:r) Cooper served as the Bl/82 non-immigrant visa (NIV) sponsor r:fo:..:..~rl~..... ___ ....&..._, 

(DOBj I on NIV applications dated 10/23/2012 and 07/08/20151 

(U) Cooper received his Juris Doctorate from Fordham University and a Bachelor of Arts from 
American University.3 

-;U} /~ Presennce finn emmaUs pll"ovD.ded ltoltlhle lFJIU onn Qll~/G»6/2G»llS 

:IUT\ 
I I 

(S/fN'F) Cooper is associated with approximately 60 emails that were provided to the FBI on 
08/06/2015. Cooper's email activity indicates he and I were the principal conduit to 
provide information to President Clinton, as President Clinton did not appear to utilize a direct 
email address. The Clinton Foundation's Haiti relief effort in 20 I 0 was the most frequent topic of 
conversation by Cooper, encompassing approximately ten emails. 

(U) Autllnoll": sos~L.I -~---____.1 '";I ==~..!.1..::.:.~
(U) AJPJPll"Oval: ASqL.--------1 

SSAL.I ____ ...... 

1 State of Delaware Division of Corporations, File number 5431135 
8 Decision Sciences Corporation website 
9 Judicial Watch. "Teneo & The Clinton Machine" (04/30/2015) 
•ol I -
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ALL FBI IlffORJ.!.ATIOl~ CONTAINED 
HEREIH IS tlNCLASSiriEC 
CATE 11-0::l-20H EY .176,Jl8'f80 NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 09/0l/2015 

..----~O""n September 1, 2015, Special Agentl !telephonically spo~}lo:e..JIWI:u:.w.th.._I ____ L...--, 

L...-__ ___.IAssistant United States Attorney, Eastern District of Virginia (EDVA) and.IL---:----:o~":""""":~ 
Court Security Officer, United States Department of Justice (DOJ), to coordinate the transfer of digital 
media from the Federal Bureau oflnvestigation (FBI) to DOJ. 

Following the discussion, SA) land SAl bhysically provided a 
DVD td ~ecurity Specialist, DOJ. The DVD was provided by the Operational 
Technology Division (OTD) and contained a copy of digital content previously given to the FBI by 
Williams and Connolly on August 6~ 2015. 

Investigation on 09/01/2015 ~----~w~~~h~in~~~on~D~C~---------------------------------

File# Jt. _____ ...JII-----=~:........J!. ___________ Date dictated __ _.N~/~A.__ ____________________________ _ 

By~L ______ J--=SAILI __________ ___.r--------------------------------------
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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Investigation on 0812 5120 15 
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ALL IH:E'ORW'l.TIOH COH'I'AIHED 
:i:E~IN IS UNCLASSIFIED 
D.AE 11-09-2016 B'i J76J18T80 NSICC 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 08/28/2015 

~----~w~~~h~in~~~o~n.~D~c~--------------------------------------

File# .~,1 ______ ,_1_-_'"tJ..:!o~------- Date dictated __ N!..!.:..!./A..___ _______________ _ 

This document contains neither recommend~ions nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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-1-

ALL IHTORl-!A'l'IOH CONTAINED 
3Z..~IN IS UNC~.SSIFIED 
DAT::: 11-03-2016 BY J76Jl8T80 NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 09/03/2015 

On September 3, 2015, a Confidential Hwnan Source (CHS) provided the FBd 

On September 4, 20ISJ 

Investigation on 09/03/2015 at Washington. DC 

File# J 1-~ Date dictated NIA 

. By~ 0 
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. · 
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ALL IHFOR1l~ TION' CONTAINEr: 

• UNCLASSIFIED//~ 
•

HEREIN IS UNCL.ASSIFIED 
A'TE 11-09-2016 BY J76J18'1'80 NSICG 

FD-302a (Rev. 10-6-95) 

-I-

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 09/09/2015 

(U//~ September 3, 2015, sAl !received a 
onse from e arding a preservation request for the account 

The response is attached to this 
communication in an FD-340. 

Investigation on 09/03/2015 m ____ ~w~a~sh~i~nro~o~n~-~n~c~------------------------------------

File# ~L _____ Jit---· _,....:.....'1. ____ ----:--- Date dictated ~09~V0~9~'/2!:::0w..l..._5 ---------------

by_~SALI ___ _j-_.J-1 ,-t-/+tL_Zo_l'">_--____________ _ 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the .FBI and is loaned to your agency; it 
and its contents ·are not to be distributed outside your agency. 
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CLb,.SSH'IED BY: HSICG J'HJ18T80 
REASON : 1 . 4 ( C l 
DECLASSIFY 01:1: 12-31-2040 
DATE. 11-09-201€ 

~/!feFenN 

.UL IN.FCFJ-tATION CONTAil~D 
3EREIH IS T.n·rCI...ASSIFIEI:: EXCEPT 
\·iHERE SH0\•;1•1 OTHERi'/ISE 

FEDERAL BUREAU OF INVESTIGATION 
Electronic Communication 

Title: (U) The Submission of FD-340 

CC:._I _____ ___. 

From: WASHINGTON FIELD 
WF-CI13 
contact: .__ __________________________ ____. 

Approved By: SSAL~----------------~ 

Drafted By:L~-----~ 

( S/ /Mf'od I 

Date: 09/16/2015 

Case ID ft: .___ _____ ..... ~~3 
MISHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

Synopsis: (U//~) To document the submission of FD-340 (lA) to the 
lA sub-file of the captioned case file. 

Full Investigation Initiated: 07/10/2015 

Reference: ~...1 ____________ ___,~1 Se ria 1 9 

Enclosure(s): Enclosed are the following items: 
,r;:1 1. ~/t'tf"l Original notes of FBI & ICIG meeting held on July 22, 2015. 

Details: 

1/~l This communication servers to document the submission of a 

FD-340 (iA) to the lA sub-file of the captioned case file. 

· ~I /MeFel!tM 
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Title : (U) The Submission of ~D-340 

Re:· L..I _____ ...JI 09 / 1 6/20151 
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RE..li.SOH: 1.4 {Cl 

CIECLASSI!'"l 01-l' 12-~1-2040 

DATE· 11-09-2015 

ALL INFO:F<1!.A.TION CONTAINE8 
:::r::R::IN IS UJ.lC~.SSIFH:I: EXCEPT 
l'4:·E~ SHC~ilv O'THERi'fiSE 

FD-IOS7 (Rev. S-8-10) 
~/HOI'OMt 

FEDERAL BUREAU OF INVESTIGATION 
Electronlo Communication 

Title: (U) The submission of FD-340 

CC: .... I _____ ..... 

From: WASHINGTON FIELD 
WF-CI13 
Contact: 

Approved By: SSA~~--------------~ 

Drafted By:~l __________ _..... 

Case ID #: 

Date: 09/16/2015 

1'4-t (S/ 11tP>I I 
~----------~ MISHANDLING OF CLASSIFIED; 

UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

Synopsis: (U//~) To document the submission of FD-340 (lA) to the 
lA sub-file of the captioned case file. 

Full Investigation Initiated: 07/10/2015 

Reference: ._1 ____________ ___.1 Serial 18 

Enclosure(s) ~ Enclosed are the following items: r---------------------~ 
1. ~~ Original preservation response from I 
on July 31, 2015. ~-------------------~ 

Details:· 

(U//~) This communication serves to document the submission of 

FD-340 (!A) to the lA sub-f~le of the captioned case file. 

b6 
b7C 

bl 
b3 
b7E 

b3 
b7E 

b7E 



•, 

~/lfe:rem 
Title : (U) The submission of FD- 340 
Re : ~ "09/16/201 5 

•• 

~/He!ORN 
2 

b3 
b7E 



e· 

h6 
h7c 



I; 

FD-302a (Rev. 10-6-95) • 
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ALL lHfORh~.'riOH C-ONTAINED 
HEREIN IS tn~CLASSHIEC 
CATE 11-09-2016 BY ,1/6Jl8T80 NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date oftranscription 09/15/2015 

On September 14, 2015, Patrick F. Kennedy, the Under Secretary of State for Man~gement, U.S. 
Department of State, Washington, D.C., sent an LHM to FBI Director James B .. Coiney regarding the 
captioned investigation. 

The LHM is enclosed in the attached lA. 

Investigation on 09/15/2015 at ____ ~w~a~sh~in~g~to~n~.D~C~-----------------------------------

File# JL __________ ....J'!-;..;.....;:~~SL-- Date dictated _ _,N~/_,_,A.__ ______________ _ 

By ~r------tl I 
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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CLASSIFIED BY: HSICG J?fJ18T80 
l<ZASOH: 1. 4 \Cl 
DE:CLASSIIT Ol:l: 12-3.1-2040 
DATE: 11-09-:0lE 

~.LL INrORHATIOH COU'TAINED 
HEREIN IS mrCLJ\SSiriED EXCE'P'f 
h'HERE SBO'o\1•1 OTHERi·:ISE 

FD-1057 (Rev. 5-8-10) 
~M8PONI 

\UJ 

FEDERAL BUREAU OF INVESTIGATION 
Eleotl"onlo COmmunloatlon 

Title: (U/ /~ The submission of FD-340 

cc: .... I ____ ____. 

From: WASHINGTON FIELD 
WF-CI13 
Contact: 

Approved By: SSA~~----------------~ 
Drafted By: 

Date: 09/16/2015 

. Case ID #: r , h ( s I~~ I 
'------------~ MISHANDLING OF CLASSIFIED; 

UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

Synopsis: (U//~l To document the submission of FD-340 to the 1A 
sub-file of the captioned case file. 

FUll Investigation Initiated: 07/10/2015 

Reference: ~~--------------~~Serial 22 

Enclosure(s): Enclosed are the following itre~m~s~=----------~ 

1. (~/~ original notes re interview_ of I I on July 30. 
2015 

Details: 

(U//~ This communication servers to document the submission of a 

FD-340 (lA) to the lA sub-file of the captioned case file. 
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'l'f:·fE~ SHO.•IN OTHER\'ii s:::: 

FD-1057 (Rev. 5-8-10) 

~/U9F9M 
.. 

FEDERAL BUREAU OF I~STIGATION 
Eleotronlo communloatlon 

Title : (U//~) Submission o f FD- 340 

CC : L-1 ____ __. 

From: WASHINGTON FIELD 
WF- Cll3 
Contact: 

Approved By : SSA Ll _______ ___. 

Drafted By : I I 

case Io *= ... l _____ ___.r,1 

Date: 09 / 16/2015 

UNKNOWN SUBJECT OR COUNTRY; 
SENSI TI VE INVESTIGATIVE MATTER (SIM) 

Synopsis : ( U//~) To docume nt the submi ss i on of a FD- 340 to the lA 
sub-file of the captioned c ase file. 

Full Investigation Initiated: 07/10/2015 

Reference : ._1 _______ _,1 Serial 23 

Enclosure(s) : Enclosed are the following items: 

tT.n 1. ()(/ /itPi Original notes re intervi ew of Steve A. linick on August 
04, 20 15 

Details : 

( U//~) Th i s communication s e rve r s to document the submission o f a 

FD-340 (lAJ to the lA sub~fi le of the captioned case f i~e. 
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Title: (U//"f'ettt) Submission of FD-340 · 

Re: ~~------------~~ 09/16/2015 
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REASCH: 1. 4 (Cl 

CECL..ASSHY ON: 12-31-~040 

DATE: ll-09-2016 

ALL IH!Cl~HATIDN CONTAINED 
3ZEIN IS tn~CU.SSIFIE:C EXCE:?T 
i'l:-1:!:~ SH0'1iN OTHER\'IISE 

OFFICIAL< RI!.CORD. 
FD·I 057 (Rev. 5·8·1 0) ~ ,<e.:Om, ~~~~:-=~~~· 

;U' I I 
; : 

.~FII·W~..;..,.. 

FEDERAL BUREAU OF INVESTIGATION 
Eleotronlc Communication 

Title: (U/ /!'OttO') Submission of FD-340 Date: 09/16/2015 

cc: ._I ____ ___.I ~ 

From: WASHINGTON FIELD 
WF-CI13 
Contact: 

Approved By: SSAL~--------------~ 

Drafted By:L~------------~ 

Case ID #: L.l _____ ___.l~~ (S/~)1 I 
MISHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

Synopsis: (U/~) To document the submission of a FD-340 to the 1A 
sub-file of the captioned case file. 

1 

Full Investigation Initiated: 07/10/2015 

Reference: Ll ______ ___,~l Serial 29 

Enclosure(s): Enclosed are the following it~~em~s~=----~ 
1. (~) Original notes re interview ofl lon August 07, 
2015. 

Details: 

(U//~) This communication servers to document the submission of a 

FD-340 {1A) to the 1A sub-file of the captioned case file. 
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CATE: 11-09-2016 

~/HOFORH 

~.LL INrORHATION CON'TAINED 
HEREIN IS Ln-TCL!!.SSI.FIED E}:CEP'I 
h'HERE SBOvm C:THERi·liSE 

FEDERAL BUREAU OF INVESTIGATION 
Eleotronlo Communloatlon 

'l'itle: (U//-Petffl) Submission of 'FD-340 

cc: ..... l ____ ..... 
From: WASHINGTON FIELD 

WF-CI13 
contact: 

Approved By: SSA~~--------------~ 

Drafted By: ~I __________ ___. 

(S/fm")l I 

Date: 09/16/2015 

case ID #: L...-____ ___.t~~ 
MISHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

Synopsis: (U//~) To document the submission of a FD-340 to the 1A 
sub-file section of the captioned case file. 

Full Investigation Initiated: 07/10/2015 

Reference: ._l ______ ___.l Serial 30 

Enclosure(s): Enclosed are the following items: 
1 ~ (~~ Original notes re interview of r-~------,1 on July 31, 
2015. 

Details: 

(U//~) This communication servers to document the submission of a 

FD-340 (1A) to the 1A sub-file of the captioned case. 
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;>.Ll INFORMATION CONTA.INED 
HEREIN IS Ul-ICLASSiriED E::·:CEPT 
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FD-1087 (Rev. 5·8·10} 
~/MOP&M 
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FEDERAL BUREAU OF INVESTIGATION 
Colleotecl Item Log 

Event 'l'it1e: ( s) L..l ____ ____. Date: 09/24/2015 

Approved By:~~------------~ 

Drafted By: ._1 ______________ _. 

Case ID i: ....._ ___ ___.l·f~ (S/ fm'"l...._l ____ __..... 
MISHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

1231 

Full Investiqation Initiated: 07/10/2015 

Collected From: p.() Wilmer Hale 
1875 Pennsylvania Ave NW 
Washington, District Of Columbia 

Receipt Given?: No 

Holdinq Office: WASHINGTON FIELD 

Details: No Details Provided 

Item 'l'ype Description 
lB Digital ·:TJ/ ~ 1 Apple Mac Book Air Laptop S/N COZLFOICFM74 

Collected On: 09/24/2015 
Seizing Individual: r~~~----------------~ 
Collected By: I 
Location Area: ~N~A~----------------~ 

Specific Location: NA 
Device Type: Computer 
Number of Devices Collected: 1 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its 
contents are not 10 be dislributed outside your agency. 
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CLASSIFIED BY: HSICG .i76J13TSO 

·.~ RE..li.SOH: 1. 4 {Cl 

lECLASSI!i CH. 12-31-2040 
DATE: 11-09-201~ 

ALL IHFCR1L'>.'J'IDN COl'ITAmED 
:i!:REIH IS UNCLASSIFIE:C EXCE:>'T 
i·J:·ERE SHC,<frr O'l'HERviiSE 

FD-1 081 (Rev. 5-8-1 0) 
~//N8FeRH 

~u· r J 
I ' 

FI!DIERAL BURI!AU OF INVI!STIGATION 
Collected Item Log 

Event Title: ( S) I Date: 

Approved By: I 
Drafted By: I 
case ID #: ~l~ (.S//~ 

MISHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE I~VESTIGATIVE MATTER 

Full Investigation Initiated: 07/10/2015 

Collected From: ~William Connolly, LLP 
725 12th Street NW 
Washington, District Of Columbia 20005 

Receipt Given?: No 

Holding Office: WASHINGTON FIELD 

Details: 

Item Type 
lB General 

No Details Provided 

Description 
<)4 Envelope of Documents 
Collected On: 09/25/r2~0~1~5~------------~ 
Seizing Individfu~a~l~:~l--------------~----~ 
Collected By: ~~~~------------~ 
Location Area: NA 
Specific Location: NA 

I 

09/25/2015 
I 

I 
(SIM) 

This docwnent contains neilher recommendations nor conclusions of lhe FBI. h is the p~operty of lhe FBI and is loaned to your agencY,; it and its 
contents are not to be distributed outside your agency. 

bl 
b3 
b7E 

b6 
b7C 

bl 
b3 
b7E 

b6 
b7C 



..... ... 

Titlf: rsd I 
Re : 109/2 5/2015 L.--------' 

•• 

~//MeP&Mf 
2 

bl 
b3 
b7E 



FD-1087 (Rev. S-8-10) 

CLASSiriED B'{: HSICG J':'~Jl8l80 

RE.ASCH: l 4 (C) 
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DATE: 11-09-2016 
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ALL llolFDFcW;.'I'ION CCNTA.INEC 

H:::K::IN IS UNCLASSH'IED EXCEPT 
l~'3.ERE SHmi1~ O'THERiHSE 

FEDERAL BUREAU OF INVESTIGATION 
Collected Item Log 

Event Title: (U) FED EX BYL-1 ____ ___. Date: 09/29/2015 

Approved By: L------------------~ 

Drafted By: 

. Case ID #:~1 ------------~r~~ ~~~~6[ING OE CLASSIElED; 

UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM). 

Full Investigation Initiated: 07/10/2015 

Collected From:~(U~)~~~----------~------------~ 

I 
Receipt Given?: No 

Holding Office: WASHINGTON FIELD 

Details: 

Item Type 
lB Digital 

No Details Provided 

Description 
(U) DNY 32 GB USB 30 
Collected On: 09/29/.~2~0~1~5~----------~ 
Seizing Individ~u~a~l~:~~----------~----~ 
Collected By: ~~--------------~ 
Location Area: N/A 
Specific Location: N/A 
Device Type: USB Micro Storage Device (thumb drive) 
Number of Devices Collected: 1 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its 
contents are not to be distributed outside your agency. 
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DATE· 11-09-2015 
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3Z::UIN' IS T.mCLA.SSIFIEI: EXCE?'I' 
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FEDERAL BUREAU OF INVESTIGATION 
Colleoteal Item LoSJ 

Event Title: <s> ... l _____ ..... Date: 10/05/2015 

Approved By: ._1 ______ _.1 

Drafted By: ._1 _____ ___.1 

Case I:D # : .___ ____ ____.~ \0'-{ ( s I l1tP-) ~I ~~~=-=-=-~ 
MISHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

Full Investigation Initiated: 07/10/2015 

!UJ Collected From: (~ Partner Katherine Turner 
Williams & Connolly LLP 

Receipt Given?: No 

Holding Office: WASHINGTON FIELD 

Details: 

Item Type 
lB Digital 

No Details Provided 

Description 
~U:1 ~ Seagate Desktop External Hard 

2GHJ026M/Power Supply/USB Cable 
Collected On: 10/03~/~2~0~1~5----------~ 
Seizing Individr~u~a~l~:~~------------~---....1 
Collected By: I 
Location Area:~~N~A--------------....1 

Drive 1000 GB, S/N 

Specific Location: NA 
Device Type: Hard Drive 
Serial Number: 2GHJ026M 
Number of Devices Collected: 1 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its 
contents are no11o be distributed outside your agency. 
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Title: ($)I I 
Re: ... l ______ __,lto/os/2015 

1B Digital iU} ~ Datto Server Supermicro 2V Server, 
SIN 002590AFDEBE, Invoice 482547 
Collected on: 10/03/r2~0~1~5~------, 
Seizing Individru~a~l~:~1-----------,----~ 
Collected By: I 

Model 52000, 

lB Digital 

1B Digital 

•• 

Location Area:~~NA~------------~ 

Specific Location: NA 
Device Type: Hard Drive 
Seria~ Number: 002590AFDEBE 
Number of Devices Collected: 1 

(U) <XJ Dell Power Edge 1950 (Service Tag SYSXWBIJ 
(Express Service code 12988372429} Physical Blackberry 
enterprise Service (BES} 

!UTI 
I I 

Collected On: 10/03{2015 

Seizing Individru~a~l~:~-~----------r---~ 
Collected By; I 
Location Area:~.N~A~--------------' 
Specific Location: NA 
Device Type: Hard Drive 
Number of Devices Collected: 1 

(~ Q NAP Network Attached Storage (NASJ Device Model 
TS-1079 Pro, Serial #Q-11AI10175, 21.76 TB Total 
Capacity containing ITB Data Loaded from PRN Servers & 
Equipment 
Collected On: 10/03/2015 

seizing rndivif~u~a·l~:~~I::::::::::::~====J 
Collected By: _ 
Location Area: NA 
Specific Location: NA 
Device Type: Hard Drive 
Number of Devices Collected: 
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CLASSIFIED BY: NSICC J'HJ18180 
REASON: 1. 4 (C) 
DECLASSH"Y OH: 12-31.-2040 
DATE: 11-09-2016 

ALL IHFOR1Ll!.. 'J' IOH COH1' All:lEC 
?P-~IH IS UNCL.ASSI'FIED EXCEPT 
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FEDERAL BUREAU OF INVESTIGATION 
Colleotecl Item Log 

Event 'l'itle: <sl.._l ____ ..... Date: 10/05/2015 

Approved By:~~--------------~ 

Drafted By:~~--------------~ 

case ID i: ..... l _____ _.hoS (S//m-~.._ _____ _. 
MISHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

Full Investigation Initiated: 07/10/2015 

Collected From: 9() Wilmer Hale 
1875 Pennsylvania Ave NW 
Washington, District Of Columbia 20006 

Receipt Given?: No 

Holding Office: WASHINGTON FIELD 

Details: No Details Provided 

Item 'l'ype 

lB Digital tU:I 
Description 
~ Apple Mac Pro S/N W893361H6644, Power Cord 
Collected On: 10/05/2015 
Seizing Individual:~~--------------------~ 

Collected By: ~~------------------~ 
Location Area: NA 
Specific Location: NA 
Device Type: Hard Drive 
Number of Devices Collected: 1 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its 
contents are not to be distributed outside your agency. 
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Ti tle: (S d I 
Re : L...-_____ _,j l0/05/2015 
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F0-302a (Rev. 10-6-95) • 
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ALL INFORl.fATION COHTAIHEI: 
:E:U: IH I S UNCUS S I FlED 
DATE 11-09-2 0 1 6 B'l J 76 J 181'80 NSI CG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription I 0/07/2015 

On October 6, 201~ . !Attorney at Law, Da Pitny LLP, 1100 New York Ave, 
NW Suite 300, Washington D.C. 20005, telephon email !external 
counsel for Datto Inc., electronically mailed S o advise that Datto Inc., had 
received a letter from Chairman Johnson of the ecunty & Government Affairs Committee 
regarding the captioned matter. 

A copy of the email and attached letter from Chairman Johnson are enclosed in a 1 A. 

Investigation on I 0/0712015 at ____ ~w~~=h=in~g=to=n.~D=C~-----------------------------------

File# _JL _____ J-1-___.:.\ O.::;,_jL----- Date dictated ---'N~/~----------------------------

By~L------------J--------------------------------------
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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CLASSifiZC EY: NSICG J76J18'l'SO 
REASCH: J.. 4 (C l 
CECLASSir'.' ON': 12-31-2040 

(Rev. 05-0 1-2008) • CATE: 11-03-2016 
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FEDERAL BUREAU OF INVESTIGATION 

ALl INE'ORM.ATICN CONTA.INED 
HEREIN IS UNCLASSifiED E::~CEPT 
h'HERE SHOs<lN' O'I'HER'•iiSE 

Title: (U//~) Transcript of Congressional Testimony 

Date: 11/23/15 

To: Washington Field 

Fro~: washington Field 
CI-12 

contact: sos~--------------------------------------~ 

Approved By: ~s=·s=A:=I================-----
Draftea By: 

Case ID #: 'i;S; /i:W) I 1- 11..o L.....----;::::=====----
( s I ,fNP-) ~I ,........,...,,.......,.,,........,.."""""""'~ 

MISHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

Synopsis: (U//~OUO) Documentation of Congressional testimony 
transcript 

Enclosure(s): Enclosed are the following items: 
1. (U//~OUO) CD with digital copy of Congressional testimony 
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Details: (U//~OUOi Former Secretary of State Hillary Clinton 
testified before the United States House of Representatives Select 
Committee on Benghazi on 10/22/15. FBI Attorney! I b6 
accessed a transcript of the testimony via the Wash1ngton Post on b7c 
or about 10/22/1T and emailed the document to Staff Operations 
Specialist (SOS) _ lon 10/23/15. A digital 
copy of the verbatim transcript of Clinton's testimony will be 
maintained on a CD via the associated 1A . 
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CL.b,3Sl.FIED BY: HSICG J76J18TSO 

?ZA.SON : 1. 4 I C I 
DECLASSIFY CJJ: 12-31-2041 

(Rev. 05-01-2008) DAT~: 11-09-201~ 

'U'· ' I ., I 

~T//N9pe1Q1 ALL IHFOR111>TIDN COlHAINEr: 
w7~ HEREIN IS UN'Ct.ASSIFIED EXCEPT 

FEDERAL BUREAU OF INVESTIGATION i·IHERE SHO'rn~ D'THER\'iiSE 

Precedence: ROUTINE 

To: Washington Field 

From: Washington Field 
CI-13 
Contact: SA 

Date: 1/5/2016 

~--------------------------------~ 
Approved By: Pri PSi"':=!n ~ W ~ 

,___ ________ ,___.! ,\ul•" 

Drafted By: 

Case ID # : ~ I 1- I '2-~ 

Title: (s) I 
~M~IS~H~A~N~D~L~I~N~G~O~F CLASSIFIED; 

UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

,:UJ Synopsis: (X; /....w-t"j Provides FBI Washington Field Office (WFO) the 
conditional authority of Original Classifying Authority (OCA) E. W. 
Priestap, Assistant Director, Counterintelligence Division (CD), to 
show SIDNEY BLUMENTHAL, and his legal counsel, an email sent by 
BLUMENTHAL that has since been deemed to contain classified 
information. 

'U) Details: 9o/' /M") This communication. requests the condi tiona! 
authority of Original Classifying Authority (OCA) E. W. Priestap, 
Assistant Director, Counterintelligence Division (CD), to show 
SIDNEY BLUMENTHAL, and his legal counsel, an email sent by BLUMENTHAL 
that has since been deemed to contain classified FBI· information. 

m:1 J;(/ /M) For background information, WFO will be conducting an 
interview of BLUMENTHAL regarding his knowledge of matters relevant 
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FEDERAL BUREAU OF INVESTIGATION 

to the captioned investiga t ion. The intervi ew wi ll be c onduc t ed on 
1/7/2016 and will also be attended by hi s legal counsel from Si dley 
Aus t in LLP and attorneys f r om the Department of J ustice. 

~ ~) During t he course of the i nterview , WFO pl ans to show 
BLUMENTHAL and his counsel a copy of the attached ema i l that he sent 
on April 23 , 201 0 t o the former Secre ta ry of State, Hil lary Clinton. 
Showi ng t he email to BLUMENTHAL and his counsel will allow WFO to 
pu rsue a log ical line of questions regarding the circumstances in 
which t he emai l was sent. During a rece nt classification review the 
FBI deemed t ha t portions of the email contain i nformation classified 
at SECRET l evel. 

~~)) WFO confirms that showing the email wi ll not result in 
previous unknown sources or informants being revealed, will not 
negativel y impa ct other case equities , and will not disclose 
i nformat ion from any other agency or forei gn government. 

)(.,; I"M'f't"" As a result, CD provides one- time OCA author ity f or FBI WFO 
t o show BLUMENTHAL and h i s l egal counsel the email above dur i ng its 
planned interview . 

~~~ Prior to showi ng BLUMENTHAL, and his l egal counsel t he 
email, BLUMENTHAL and hi s l ega l counsel should execute a 
non - disclos ure agreeme nt. In addition , FBI WFO should advise 
BLUMENTHAL of his past and present ob l igations t o prot ect classified 
i n formation includi ng the content s of t he emai l. · FBI WFO will 
document these d i scussions in its FD-302 . 

~ Any questions or concerns regarding this ·ma tte r can be addressed 
to SAl I 
•• 
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E'BI IHfO. 
CLASSI.<IZJ: BY: NSICG J76J18'1'80 
REASCH: 1. ..t (Cl 
CECLASSir'.' OH: 12-31-2041 
CATE: 11-09-2016 
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FEDERAL BUREAU OF INVESTIGATION 
Evidence Entry 
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Event Title: <s >L.I ____ ..... Date: 01/08/2016 

Approved By: ... 1 ______ ___.1 

Drafted By: L.~--------------~~ 
Case ID #: ._I ______ ..... < s I lfff'i .... 1 ____ ____. 

MISHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

Full Investigation Initiated: 07/10/2015 

Collected By: Missing on Missing 

Collected From: Department of State 

Receipt Given?: No 

Holding Office: WASHINGTON FIELD 

Item Type 
lB Digital ~u· ,. J 

' . 
Description 
~ 1 Thumb Drive with Green Unclassified Sticker On 
It 
Collected On: 01/07f/~2~0•J~6 _____ _, 
Seizing Individual: I 
Located By: ~~~~~~----,_ __ ~ 

Location Area: NA 
Specific Location: Na 
Device Type: USB Micro Storage Device (thumb drive) 
Number of Devices Collected: 1 

'b6 
b7C 

bl 
b3 
b7E 

b6 
b7C 



~//NQP9Nf 
Title: cs>l I 
Re: ~------------~~01/08/2016 

1B Digital 

•• 

\U} ~ 1 Thumb Drive with Red Secret Sticker On It 
Collected On: 01/07~/~2~0•1~6----------~ 
Seizing Indi~v~i~d~u~a~l~:~~~--------~----~ 
Located ~y: ~~----------------~ 
Location Area: NA 
Specific Location: NA 
Device Type: USB Micro Storage Device (thumb drive) 
Number of Devices Collected: 1 
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