This document is made available through the declassification efforts
and research of John Greenewald, Jr., creator of:

The@BIaCioVatlt

The Black Vault is the largest online Freedom of Information Act (FOIA)
document clearinghouse in the world. The research efforts here are
responsible for the declassification of hundreds of thousands of pages
released by the U.S. Government & Military.

Discover the Truth at: http://www.theblackvault.com


http://www.theblackvault.com

FEDERAL BUREAU OF INVESTIGATION
FOI/PA

DELETED PAGE INFORMATION SHEET
FOI/PA# 1353814-0

Tctal Deleted Page (s} = #&
Page - ~ Referral/Consult;
Page 6 ~ Referral/Consult;
Fage 7 ~ Referral/Consult;
Fage & ~ Referral/Consult;

Page 9 ~ Referral/Consult;
Page 10 ~ Referral/Consult;
Fage 11 ~ Referral/Consult;
Fage 12 ~ Referral/Consult;
Fage 13 ~ Referral/Consult;
Page 14 ~ Referral/Consult;
Page 15 ~ Referral/Consult;
Fage 36 ~ Duplicate;

Fage 37 ~ Duplicate;

Page 38 ~ Duplicate;

Page 39 ~ Duplicate;

Page L3 ~ Referral/Consult;
Fage 54 ~ Referral/Consult;
Fage 55 ~ Referral/Consult;
Page 56 ~ Referral/Consult;
Page L7 ~ Referral/Consult;
Fage 58 ~ Referral/Consult;
Fage 5% ~ Referral/Consult;
Page 60 ~ Referral/Consult;
Page 61 ~ Referral/Consult;
Page 62 ~ Referral/Consult;
Fage 63 ~ Referral/Consult;
Fage 64 ~ Referral/Consult;
Page 65 ~ Referral/Consult;
Page 66 ~ Referral/Consult;
Fage 67 ~ Referral/Consult;
Fage 68 ~ Referral/Consult;
Page 69 ~ Referral/Consult;
Page 70 ~ Referral/Consult;
Page 71 ~ Referral/Consult;
Fage 72 ~ Referral/Consult;
Fage 73 ~ Referral/Consult;
Page 74 ~ Referral/Consult;
Page 75 ~ Referral/Consult;
Fage 76 ~ Referral/Consult;
Fage 77 ~ Referral/Consult;
Fage 78 ~ Referral/Consult;
Page 79 ~ Referral/Consult;
Page B0 ~ Referral/Consult;
Fage 81 ~ Referral/Consult;
Fage 82 ~ Referral/Consult;
Page 83 ~ Referral/Consult;
Page 84 ~ Referral/Consult;
Fage 85 ~ Referral/Consult;



Fage
Page
Page
Fage
Fage
Fage
Page
Page
Fage
Fage
Page
Page
Fage
Fage
Fage
Page
Page
Fage
Fage
Page
Page
Page
Fage
Fage
Page
Page
Fage
Fage
Page
Page
Page
Fage
Fage
Page
Page
Fage
Fage
Page

86

87

88

8%

S0

135
136
137
138
146
147
148
14%
206
207
208
212
213
214
215
216
236
237
25b1
252
253
255
258
259
260
261
284
285
286
287
288
291
292

Referral /Consult;
Referral /Consult;
Referral /Consult;
Referral /Consult;
Referral /Consult;

Referral/Consult;
Referral /Consult;
Referral /Consult;
Referral/Consult;
Referral/Consult;
Referral /Consult;
Referral /Consult;
Referral/Consult;
Referral/Consult;
Referral/Consult;
Referral /Consult;
Referral /Consult;
Referral/Consult;
Referral/Consult;
Referral /Consult;
Referral /Consult;
Referral /Consult;
Referral/Consult;
Referral/Consult;
Referral /Consult;
Referral /Consult;
Referral/Consult;
Referral/Consult;
Referral /Consult;
Referral /Consult;
Referral /Consult;
Referral/Consult;
Referral/Consult;
Referral /Consult;
Referral /Consult;
Referral/Consult;

Duplicate;
Duplicate;

IS S H00 VS48 0.00.6:6.0.9.0:0.04

X Deleted Fage(s) ®
¥ No Duplication Fee X
X For this Page X

IS AP0S4V 0068.8.9.0.0.94



FD-1057 (Rev. 5-8-10)
. “Zmexfr//vesoma

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Dna1Tert ATECizn's have (TERTY E0Tv
AL IgUIIRL T b et By 4
cutfed PRI sipmmadan Byem.

QE.E'EE_!'-__B__E_GP_BDJ

. . , .
Title: (U//¥888) Opening of Full Investigation on Date: 07/10/201%

a Sensitive Investigative Matter (SIM)

| a TRI INTO. b6
CLASSIFIED BY: NSICG J37J85T94 b7C

REASON: 1.4 (C}

DECLAESSTEY ONW: 1Z-31-2040

DATE: 10-27-2014

CC:|

'From: COUNTERINTELLIGENCE

DS-CD4
‘Contact: |
Approved By:l . s ' _ zgc
' SC KABLE CHARLES H IV : ' '
A/DAD David W Archey
AD COLEMAN RANDALL C i
: p7C
Drafted By: | |
i § orc\d o
Case ID §: i (S/ A ' ' };;
MISHANDLING OF CLASSIFIED; bR

UNKNOWN SUBJECT OR COUNTRY:
SENSITIVE INVESTIGATIVE MATTER (SIM)

DOCUMENT RESTRICTED TO CASE PARTICIPANTS _
This document contains information that is restricted to case participants.

Synopsis:*Ub52%ﬂf} FBIHQ, Counterespionage Section, is opening a full
investigation based on specific articulated facts prdvided by an 811
referral from the Inspector General of the Intelligence Community,
dated .July 6, 2015 regarding the potential compromise of classified
information. ' 6w

Ui

Full Investigation Initiated: 07/10/2015

EEEQEE/]ﬂ010nn-



& ®
M/ /ROFPORN

Title: (U//FOUD) Opening of Full Investigation on a Sensitive
Investigative Matter (SIM)

Re: 07/10/2015 3
l l b
_ B7E

Enclosure(s): Enclosed are the following items:
1. (U//Feue) Referral documents received from ICIG

Details:

{0 (SAE) FBIHQ, Counterespionage Section, is opening a full investi
gation based on specific articulated facts provided by an 8ll referral
from the Inspector General of the Intelligence Community (ICIG), dated
July 6, 2015 regarding the potential compromise of classified
information.

(U//#e8e) The purpose of this investigation is to detect, obtain
information about, and protect against federal crimes or threats to the
national security. The initiation of this Full Investigation is based,
as per AGG-Dom II.B.3 and DIOG Secticn 7.5, on activity constituting.a
federal crime or a threat to the national security has or may have
occurred, 1s or may be occurring, or will or may occur and the
investigation may obtain informaticon relating to the activity or the
involvement or role of an individual, group, or organization in such
activity.

m {87 /%Fy The ICIG referral provided a sample unclassified e-mail
that allegedly contains information at a classified and SCI level.
According toc the ICIG, this e-mail was part of a larger trove of other
unclassified e-mails they were reviewing during their own
investigation.

;UE )é?/ﬂfﬂ The following documentation was provided by the ICIG and
will be kept in the 1A section of the case file.

1) 811 referral letter from the ICIG dated July 6, 2015 regarding
Potential Compromise of Classified Information.

2) Letter from the ICIG dated June 19, 2015 regarding Update to IC
IG support to State Department IG.

3) Letter from the ICIG dated June 25, 2015 regarding Classified
Material on Personal Storage Devices.

4) E-mail dated April 10, 2011 with example of potential inclusion
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Title: (U//PE8€) Opening of Full Investigation on a Sensitive
Investigative Matter (SIM) '
Re: 07/10/2015

B3
b7E

of classified information contained in an unclassified e-mail.

5) Letter from Williams & Connolly LLP dated June 24, 2015 regarding

preservation efforts related to e-mails.
i
Y (g?ﬁiF) Due to the extremely sensitive nature of this
investigation and the damage its disclosure could cause, the case will
be designated as a prohibited investigation in accordance with the
Counterintelligence Division Policy Implementation Guide. Author
requests Assistant Director concurrence to maintain the identified case
as prohibited.

ij(é)?ﬁgj This investigation is also designated a Sensitive
Investigative Matter {(SIM} due to a cqnnection to a current public
official, political appointee or candidate as defined in Section
10.1.2.2.2 of the DIOG.

21 :I&%#EE) Additionally, an Assistant Oirector exemption for
uploading to Sentinel is regquested. Since the ICIG referral alleges
classified SCI material may have been compromised, all investigative
work will be conducted on SCION. As documents to the case file are
added, a placeholder will be entered into Sentinel and a serial number
assigned to the document. Electronic coples of the case serials will
be stored on SCION. The physical case file documents will be stored in
a locked file cabinet located in a currently certified SCIF.
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U. S. Department of Justice

Federal Bureau of Investigation

In Reply, Please Refer to Washington DC, 20535
File No. July 13,2015

(U) OPENING LHM FOR FULL INVESTIGATION ON USFER

(U) Subject(s) Name: UNEKNOWN SUBJECT
CLESSIFIED BY: HSICG J37555T9%4

REASOM: 1.4 (TG
DECLASSIFY CW  1Z-31-2040
DATE- 10-27-201%

{U) Preliminary Investigation

(U) X ° Full Investigation

____ Single subject ALL INFORMATION CONTAINED
. i HEREZIN IS UNCLASSIFIELC EHCERT
X Multi-subject _ WHERE SHOWN OTHERWISE
Enterprise

Foreign intelligence collection

(U) Investigation initiated by: _ Field Office or _X FBIHQ
(U) FBIHQ/DOJ notice via LHM required (if Yes to any below):
_X A. full on USPER
X B. SIM (PI or full)
C. enterprise investigation

D. foreign intelligence case

(U) I. Purpose of the Investigation:
_ Check the appropriate purpose for which the investigation is being
initiated, as per AGG-Dom II.B.1 and DIOG ''6.2 and 7.2:

B90O
Derived From: NSIC dated 20130301

" Page 1 of 4

This document contains neither recommendations nor conclusions of the FBI. It is the
- property of the FBI-and is loaned to your agency; it and its contents are not teo be
distributed cutside your agency.
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MISHANDLING OF CLASSIFIED;

b3

UNKNOWN SUBJECT QR COUNTRY;
SENSITIVE INVESTIGATIVE MATTER

b3

D7E

‘x

A. To detect, obtain information about, or prevent or
protect against federal crimes or threats to the national
security.’

B. To collect foreign intelligence. (Full investigations
only)

(U) II. Predication for the Investigation:

Appropriate circumstances: Check the appropriate circumstance (s)
on which the initiation of the Preliminary Investigation or Full
Investigation is based, as per AGG-Dom II.B.3 and DIOG Sections 6.5
and 7.5;

X A. (U) An activity constituting a federal crime or a threat
to the national security has or may have occurred, is or may be
occurring, or will or may occur and the investigation may obtain
information relating to the activity or the involvement or role of an
individual, group, or organization in such activity:;

____ B. (U) An individual, group, organization, entity,
information, property, or activity is or may be a target of attack,
victimization, acquisition, infiltration, or recruitment in connection
with criminal activity in wviolation of federal law or a threat to the
national security and the investigation may obtain information that
would help to protect against such activity or threat.

C. (U) The investigation may obtain foreign intelligence that
is responsive .to a Positive Foreign Intelligence Requirement, as
defined in DIOG Section 7.4.C. [Full investigations only]

1) (34AF) FBIHQ, Counterespionage Section, is opening a full
investigation based on specific articulated facts provided by an 8ll1
referral from the Inspector General of the Intelligence Community
(ICIG), dated July 6, 2015 regarding the potential compromise of
classified information.

(U//#88€) The purpose of this investigation is to detect, obtain
information about, and protect against federal crimes or threats to
the national security. The initiation of this Full Investigation is
based, as per AGG-Dom II.B.3 and DIOG Section 7.5, on activity
constituting a federal crime or a threat to the national security has

Page 2 of 4
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ONKNOWN SUBJECT COR COUNTRY;
SENSITIVE INVESTIGATIVE MATTER 5
b7E
~or may have occurred, is or may be occurring, or will or may occur and
the investigation may obtain information relating to the activity or
the involvement or role of an individual, group, or organization in
such activity.
il D§Zfﬁfi The ICIG referral i ) i f] -mai
provided & sample unclassified e-mail
that allegedly contains information at a classified and 3CI level.
According to the ICIG, this e-mail was part of a larger'trove of other
unclassified e-mails they were reviewing during their own
investigation.
{0 :ﬁii#ﬁF& The following documentation were provided by the ICIG and
will be kept in the 1A section of the case file.
1) 8l1l referral letter from the ICIG dated July 6, 2015 regarding
Potential Compromise of Classified Information. '
2) Letter from the ICIG dated June 19, 2015 regarding Update to
IC IG support:toc State Department IG.
3) Letter from the ICIG dated June 25, 2015 regarding Classified
Material on Personal Storage Devices. :
4) E-mail dated April 10, 2011 with example of potential
inclusion of classified information contained in an unclassified
e-mail. :
5) Letter from Williams & Connolly LLP dated June 24, 2015
regarding preservation efforts related to e-mails.
bl
b3
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1

(U} 1IV. Certification:

The case agent and all approving perscnnel certify that:

X A.  An authorized purpose and adequate predication exist
: for initiating the prelininary or full investigations;

X ' B. The investigation is not based solely on the exercise
of First Amendment activities or race, religion,
national origin or ethnicity of the subiject; and

X Cx The 1nvest1gat10n is an approprlate use of personnel
and financial resources.

(U//¥888) The point of contact for this :nvestiéation is o
Assistant Section Chief telephone number[::::]

[ ] m

Page 4 of 4
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‘ SOPORN ' . CLASSIF £ G
ALL INFORMATION CONTAINEC ﬁ:}g’niié} : CURISIRLIED B: SRl

HEREIW IS UNCLASSITIED EXCEFT
WHERE SHOWN OTHERWISE

REASON: 1.4 (T3
DATZ: 10-27-2016

U.S. Department of Justice

Federal Bureau of Investigation

In Reply, Please Refer to
File No.

21 July 2015

To: Sally Quilliah Yates
Deputy Attorney General
Department of Justice

From: Mark F. Giuliano
Deputy Director
Federal Bureau of Investigation
8

Subject: (e

MISHANDLING of CLASSIFIED:;
UNKNOWN SUBJECT OR COUNTRY:
SENSITIVE INVESTIGATIVE MATTER (SIM)

U s on 13 July 2015 and 20 July 2015, T verbally advised
you of a Section 811 (c) referral from the Inspector General of the
Intelligence Community received by the FBI on 06 July 2015. The
referral addressed the mishandling of classified information on the
personal e-mail account and electronic media of a former high-level
USs Government officisl., On 10 TJulv 2015, the FBI initiated a full
investigation, n response to the referral.
Two copies of the opening letterhead memorandum for the investigation
are attached for the information of the Department of Justice.

(U//F688) The point of contact for this investigation is
Assistant Director Randall C. Coleman, Counterintelligence Division,
telephone number

Mark F. Giuliano
FBI, Deputy Director

Derived From: iple Sources
Decl Ty on 01231

SESRET/ /NOFORN-
1

J3785T24

DECLASSIFY ON: 12-31-2040
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ALL INFCGRMATION CONTRIMED
HEREIN IS UWCLASSIFIED
07/21/2015 CATE 10-27-2014& BY J37I85TS4 NBICS

please have the DD sign these two documents. One will be provided the DAG/DQIJ and the other 2?0
copy will be placed in our records here at FBIHQ.

Thank

Rand

. *\‘xm.—el-— (&e/\\wd.« S(c.: DN
oy TSP = A Colews~-  F{23
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HERTINM IS UMCLASSIFIED
DATE 10-27-201€ BY J37J80T24 USICC

. ALL INFORMATION COMTATIMELD

U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

July 27, 20158

b6
b7C
b7E
Re:  Request for Preservation of Records : b6
b7C
Deal ]
Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for
the preservation of all records and other evidence in your possession regarding theljl z'?c
pending further legal process. A
You are hereby requested to preserve the records described below currently in your
possession, including records stored on backup media, in a form that includes the complete
record, and records that may come into your possession from the date of acknowledgment of this
request until receipt of a legal court order. You are also requested not to disclose the existence
of this request to the subscriber or any other person, other than as necessary to comply with this
request, as the FBI's investigation may be jeopardized by this type of disclosure. You are also
requested not to close the account of the subscriber, unless requested to do so by the subscriber.
If compliance with this request may result in a permanent or temporary termination of service
10 the accounts described below, or otherwise alert the subscriber or user of these accounts as
to your actions to preserve the referenced files and records, please contact Special Agent
as soon as possible and before taking any such actions. zfjc

This preservation request applies to the following records and evidence:

A.  All stored electronic communications and other files reflecting communications to
or from the requested account.

B. All records and other evidence relating to the subscriber(s), customer(s), account
holder(s), or other entity(ies) associated with the requested account including,
without limitation, subscriber names, user names, screen names or other identities,
mailing addresses, residential addresses, business addresses, e-mail addresses and
other contact information, telephone numbers or other subscriber number or
identity, billing records, information about the length of service and the types of
services the subscriber or customer utilized, and any other identifying



If you
Special Agen

information, whether such records or other evidence are in electronic or other
form; and

All connection logs and records of user activity for the requested account,
including:

Connection date and time;

Disconnect date and time;

Method of connection (e.g., telnet, ﬁp, hitp);

Data transfer volume;

User name associated with the connection and other connection
information, including the Internet Protocol address of the source of the
connection;

Telephone caller identification records; and

Connection information for other computers to which the user of the
above-referenced accounts connected, by any means, during the
connection pertod, including the destination IP address, connection time
and date, disconnect time and date, method of connection to the
destination computer, the identities (account and screen names) and
subscriber information, if known, for any person or entity to which such
connection information relates, and all other information related to the
connection from ISP or its subsidiaries.

S Lk B g

b

Any other records and other evidence relating to the requested account. Such
records and other evidence include, without limitation, correspondence and other
records of contact by any person or entity about the above-referenced account, the
content and connection logs associated with or relating to postings,
communications and any other activities to or through the requested account,
whether such records or other evidence are in electronic or other form.

have a estions regarding this request, please direct all inquiries to
t| lvho can be reached at |

Sincerely,

y

Charles H. Kable [V
Section Chief
Counterintelligence Division

b6
b7cC
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ALL INTQRKATICH CCHTAIMED
HEREINM IS5 UNCLASSIFIED
CATE 10-27-201s 23V JZ7585T24 NSICC

U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

July 28, 2015

Re:  Request for Preservation of Records

Dear Sir or Madam:

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for
the preservation of all records and other evidence in your possession regarding th

You are hereby requested to preserve the records described below currently in your
possession, including records stored on backup media, in a form that includes the complete
record, and records that may come into your possession from the date of acknowledgment of this
request until receipt of a legal court order. You are also requested not to disclose the existence
of this request to the subscriber or any other person, other than as necessary to comply with this
request, as the FBI's investigation may be jeopardized by this type of disclosure. You are also
requested not to close the account of the subscriber, unless requested to do so by the subscriber.
If compliance with this request may result in a permanent or temporary termination of service
to the accounts described below, or otherwise alert the subscriber or user of these accounts as
to your actions to preserve the referenced files and records, please contact Special Agent

I |as soon as possible and before taking any such actions.

This preservation request applies to the following records and evidence:

A All stored electronic communications and other files reflecting communications to
or from the requested account. '

b7E

b7E

b6
b7C
b7E

b6
b7C



B. All records and other evidence relating to the subscriber(s), customer(s), account
holder(s), or other entity(ies) associated with the requested account including,
without limitation, subscriber names, user names, screen names or other identities,
mailing addresses, residential addresses, business addresses, e-mail addresses and

. other contact information, telephone numbers or other subscriber number or
identity, billing records, information about the length of service and the types of
services the subscriber or customer utilized, and any other identifying
information, whether such records or other evidence are in electronic or other

form; and
C. All connection logs and records of user activity for the requested account,
' including:
1. Connection date and time;
2. Disconnect date and time;
3. Method of connection (e.g., telnet, ftp, http);
4, Data transfer volume; _
5 User name associated with the connection and other connection

information, including the Internet Protocol address of the source of the
connection;

Telephone caller identification records; and

Connection information for other computers to which the user of the
above-referenced accounts connected, by any means, during the
connection period, including the destination [P address, connection time
and date, disconnect time and date, method of connection to the
destination computer, the identities (account and screen names) and
subscriber information, if known, for any person or entity to which such
connection information relates, and all other information related to the
connection from ISP or its subsidiaries.

=No

D. Any other records and other evidence relating to the requested account. Such
records and other evidence include, without limitation, correspondence and other
records of contact by any person or entity about the above-referenced account, the
content and connection logs associated with or relating to postings,
communications and any other activities to or through the requested account,
whether such records or other evidence are in electronic or other form.

If you have any questions regarding this request, please direct all inquiries to

Special Agent| |who can be reached at | | b6
b7C
Sincerely,
Charles H. Kable IV

Section Chief
Counterintelligence Division
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. ALL INTOEFMATION CONTAINWED

dEREIN IS5 UHMCLASSIZIED
. DATE 10-27-201¢ BY J37383T34 HSICS
U.S. Department of Justice
Federal Bureau of Investigation

Washington, D.C. 20535-0001

July 27, 2015

Re: Reguest for Preservation of Records

Dear

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for
the preservation of all records and other evidence in your possession regarding thelj
pending further legal process.

You are hereby requested to preserve the records described below currently in your
possession, including records stored on backup media, in a form that includes the complete
record, and records that may come into your possession from the date of acknowledgment of this
request until receipt of a legal court order. You are also requested not to disclose the existence
of this request to the subscriber or any other person, other than as necessary to comply with this
request, as the FBI's investigation may be jeopardized by this type of disclosure, You are also
requested not to close the account of the subscriber, unless requested to do so by the subscriber.
If compliance with this request may result in a permanent or temporary termination of service
to the accounts described below, or otherwise alert the subscriber or user of these accounts as
_to your actions to preserve the referenced files and records, please contact Special Agent

|as soon as possible and before taking any such actions.

This preservation request applies to the following records and evidence:

A.  All stored electronic communications and other files reflecting communications to
or from the requested account.

B. All records and other evidence relating to the subscriber(s), customer(s), account
holder(s), or other entity(ies) associated with the requested account including,

. without limitation, subscriber names, user names, screen names or other identities,
matling addresses, residential addresses, business addresses, e-mail addresses and
other contact information, telephone numbers or other subscriber number or
identity, billing records, information about the length of service and the types of

be
B7C
b7E

be
B7C

b6
b7C
bTE

bE
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services the subscriber or customer utilized, and any other identifying
information, whether such records or other evidence are in electronic or other

form; and
C All connection logs and records of user activity for the requested account,
including;:
1. Connection date and time;
2. Disconnect date and time;
3. Method of connection (e.g.. telnet, fip, http);
4. Data transfer volume;
5. User name associated with the connection and other connection

information, including the Internet Protocol address of the source of the
connection;

Telephone caller identification records; and

Connection information for other computers to which the user of the
above-referenced accounts connected, by any means, during the
connection period, including the destination IP address, connection time
and date, disconnect time and date, method of connection io the
destination computer, the identities (account and screen names) and
subscriber information, if known, for any person or entity to which such
connection information relates, and all other information related to the
connection from ISP or its subsidiaries.

T

D. Any other records and other evidence relating to the requested account. Such
records and other evidence include, without limitation, correspondence and other
records of contact by any person or entity about the above-referenced account, the
content and connection logs associated with or relating to postings,
communications and any other activities to-or through the requested account,
whether such records or other evidence are in electronic or other form.

If you have any questions regarding this request, please direct all inquiries to
Special Agent [who can be reached at

b6
b7C

Sincerely,

Charles H. Kable IV
Section Chief
Counterintelligence Division
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ALL IMFORMATICH CCHTRINED

BEREIN I5 WICLASSIFIEL
CATE 10-27-201& 3Y 337385T34 NSICC

U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

July 27, 2015

bé
b7C
b7E

Re:  Regquest for Preservation of Records

b6

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for
the preservation of all records and other evidence in your possession regarding thelj
pending further legal process.

b7E

You are hereby requested to preserve the records described below currently in your
possession, including records stored on backup media, in a form that includes the complete
record, and records that may come into your possession from the date of acknowledgment of this
request until receipt of a legal court order. You are also requested not to disclose the existence
of this request to the subscriber or any other person, other than as necessary to comply with this
request, as the FBI's investigation may be jeopardized by this type of disclosure. You are also
requested not to close the account of the subscriber, unless requested to do so by the subscriber.
If compliance with this request may result in a permanent or temporary termination of service
to the accounts described below, or otherwise alert the subscriber or user of these accounts as
to your actions to preserve the referenced files and records, please contact Special Agent

| as soon as possible and before taking any such actions. b6

b7C

This preservation request applies to the following records and evidence:

A All stored electronic communications and other files reflecting communications to
or from the requested account.

B. All records and other evidence relating to the subscriber(s), customer(s), account
holder(s), or other entity(ies) associated with the requested account including,
without limitation, subscriber names, user names, screen names or other identities,
mailing addresses, residential addresses, business addresses, e-mail addresses and
other contact information, telephone numbers or other subscriber number or
identity, billing records, information about the length of service and the types of



services the subscriber or customer utilized, and any other identifying

information, whether such records or other evidence are in electronic or other
form; and

All connection logs and records of user activity for the requested account,
including:

Connection date and time;
Disconnect date and time;
Method of connection (e.g., telnet, ftp, http);
Data transfer volume;
User name associated with the connection and other connection
information, including the Internet Protocol address of the source of the
connection; -
Telephone caller identification records; and

- Connection information for other computers to which the user of the
above-referenced accounts connected, by any means, during the
connection period, including the destination IP address, connection time
and date, disconnect time and date, method of connection to the
destination computer, the identities (account and screen names) and
subscriber information, if known, for any person or entity to which such
connection information relates, and all other information related to the
connection from ISP or its subsidiaries.

b ol ol
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Any other records and other evidence relating to the requested account. Such
records and other evidence include, without limitation, correspondence and other
records of contact by any person or entity about the above-referenced account, the
content and connection logs associated with or relating to postings,
communications and any other activities to or through the requested account.
whether such records or other evidence are in electronic or other form.

If you have any questions regarding this request, please direct all i mqumes to

Special Agent] |who can be reached aq b6

b7C

Sincerely,

y

Charles H. Kable IV
Section Chief
Counterintelligence Division
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ALL FBI INWTFORMATICH COMTAIMED
HEREIN IS UHCLASREI¥IED
CATE 10-31-2016 BY J37J85T24 NEICE

Lnited States Senate

COMBITTEE ON ThE JUDICIARY

WASHINGTON, DU 205108275

B I'-‘J-v'sh.u’._'
ansi Sted fawgme

July 24, 2015

VIA ELECTRONIC TRANSMISSION

The Honorable James B. Comey, Jr.
Director

Federal Bureau of Investigation

935 Pennsylvanta Avenue, NW
Washington, D.C. 20535

Dear Director Comey:

The Inspector General of the Intelligence Community (1C) and the Inspector General of
the State Department (State O1G) recently notified the FBI and several Intelligence Community
agencies of a compromise of national security information in connection with Hillary Clinton’s
use of a non-governmental email server while Secretary of State. Specifically, in a sample of 40
of Secretary Clinton’s emails IC identified four containing classified IC-derived information,
These recent revelations raise important questions about the role the Federal Bureau of
Investigation (FBI) has taken and will continue to take in this matter. In addition, a notification
from the IC indicates that these classified emails existed on a thumb drive and may exist on a
server. According to a briefing provided today by the IC and State OIGs, former Secretary
Clinton’s personal attomey, David Kendall, was in possession of the thumb drive at the time of
the notice to the FBI and other IC components. This raises very serious questions and concerns
if a private citizen is somehow retaining classified information.

Accordingly, please explain whether Mr. Kendall had the requisite security clearance and
authorization to be the custodian of classified national security information. If not, please
explain what steps the FBI has taken or plans to take to secure and prevent further dissemination
of the classified information contained on the thumb drive. In addition, what steps are being
taken to hold anyone in this matter accountable for unauthorized possession of classified
material?

If you have any questions, contact Josh Flynn-Brown of my Committee Staff at (202) 224-
5225.

Sincerely,

‘Charles E. Grassley

Chairman
Committee on the Judiciary



We ask that this be an unclassified report, and that a classified annex be provided if
necessary. Thank you for your time, and we look forward to working with you on this
important matter of national security.

Sincerely,

.

Chairman Bob Corker Chairman Richard Burr _
Senate Foreign Relations Committee Senate Select Committee on Intelligence
78\

Chairman Hogffohnson
Senate Homeland Security and
Governmental Affairs Committee
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zLL TRI INEORHATICN COMNTAIMED
. .HEREII-I I8 MCLASSIVIED
CATE 10-31-2016 BY IRTI8ST9Y NSICG
TREY GOWDY, SOUTH CAROLINA

n n _ EUJAH Ehcummmes. MARYLAND
HAIRM . ANKING WMinorTy MEMBER
Congress of the Anited States _— -

: ADA (TH, WASHINGTON
LYNN WESTMORELAND, GEORGIA - : '
M JORDAN, OHIO House of Repregentatives Lll‘: E?AA‘I'EH gﬁi?::g' Eﬁﬁﬁggm

PETER ROSKAM, ILLINDIS . . / :
B2 Sirateon mh&os Select Committee on Benghazi TAMMY DUCKWORTH, ILLINCIS
MARTHA ROBY, ALABAMA 1036 Longworth House Cffice Building 114™ CONGRESS

*© SUSAN W. BROOKS, INDIANA Washington, 0.C. 20515-6090
' {202) 228-7100 ' SUSANNE SACHSMAN GROGMS, MinoriTy
PHILIP G KIKQ, STAre DinecTOR hﬂp:l(benghaz].house,gov ) STArF DeECTOR
- July 22, 2015

The Honorable James B. Comey
Director

Federal Burean of Investigation
935 Pennsylvama Avenue, NW
Washington, DC 20535

Dear Director Comey:

The House of Representatives charged and empowered the Seléct Committee on
Benghazi to review the events before, during, and after the 2012 attacks in Benghazi, Libya and
specified related matters. During the pendency of our investigation, the Committee has
discovered facts suggesting the existence of issues of significant legislative and oversight
concern. I now understand a formal referral has been made to the Federal Bureau of
Investigation by impartial officials within the Executive Branch regarding potential investigative
issues flowing from some of these facts.

While the Committee’s work will continue for legislative, oversight, and reform
purposes, it is important the Bureau also imimediately consider whether a thorough, independent,
and nonpartisan review of the matters referred to it, as well as issues attendant thereto, is
warranted. This is necessary to ensure the laws are enforced fairly, evenly, and impartially
wherever the relevant facts may lead. The Bureau is in the best and most appropriate position to
evaluate the complete range of counterintelligence and public integrity equities that may be
implicated. Only the Bureau can accomplish this in a way that ensures public confidence in a
fair, timely, and exhaustive investigation of these matters. And the Bureau is uniquely well
suited to ensure this is accomplished free of any external factors save the facts applied
assiduously to the law and devoid of either real or perceived political influence.

The principles at bar are particularly important with respect to counterintelligence
equities and the handling, retention, and storage of classified information. The Department of
Justice has recently applied a consistent standard of aggressive and evenhanded investigation in
cases ranging from Edward Snowden to David Petraeus in order to unambiguously deter future
mishandling and disclosure. Iunderstand significant concerns have been referred to the Bureau
in this area based on the objective assessment of an interagency review that included consultation
with the officials responsible for determining what information is classified. The facts o
underlying this referral potentially implicate the same important interests the Department has
steadfastly sought to protect in the past.




Stmilarly, the Department has thoroughly investigated matters relating to the handling of
evidence relevant to potential or ongoing investigations and the accuracy of representations made
to Congress even in sensitive national security cases. While I expect the Committee will
continue to explore relevant facts and issues within its charter, the Committee is willing to
provide access to any information currently obtained during the course of our investigation that
may inform and instruct matters raised in the referral.

You have spoken in the past about “the reservoir of credibility and trust that is the
Department of Justice” and you have stated “I am a huge believer in the rule of law, but I also
believe that no one in this country is beyond the law.” I could not agree with you more. Your
work is ultimately judged, as mine once was, by the blindfolded woman holding nothing but a set
of scales and a sword. The evenhanded application of the law and the dogged, impartial pursuit
of the facts are the hallmarks of justice.

1 hope you will carefully consider these matters, They are outside .‘the purview of what
our Committee has been asked to do, but clearly within the four corners of what you have been
asked to do.

Smc

/WW

Chairman

¢t The Honorable John Boehner
Speaker of the House

The Honorable Eiijah Cummings
Ranking Member
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BEREIN I3 UNCLASSIFIZC
CATE 10-31-2014 2% J37J85T%4 NEICC

. ALL THFORMATICH CONTATNED

U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

July 27, 2015
Steve Linick
Inspector General
U.S. Department of State
Room 8100, SA-3
2201 C Street, N.W.
Washington, DC 20520-0308

Re: Request for Preservation of Records

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for
the preservation of all records and other evidence in your possession regarding the domain
account @clintonemail.com and the @state.gov email accounts associated with the following
U.S. Department of State employees, pending further legal process.

1.

2.

3.

4,

5.

6. b6
7. b7C
8. b7E
9.

10

11

12}

13

1

15

1

1

1

1

You are hereby requested to preserve the records described below currently in your
possession, including records stored on backup media, in a form that includes the complete
record, and records that may come into your possession from the date of acknowledgment of this
request until receipt of a legal court order. You are also requested not to disclose the existence



of this request, other than as necessary to comply with this request, as the FBI's investigation
may be jeopardized by this type of disclosure.

This preservation request applies to the following records and evidence:

A. All stored electronic communications and other files reflecting communications to
or from the requested account.

B. The contents of any communication or file stored by or for the accounts and any
associated accounts, and any information associated with those communications
or files, such as the source and destination emails addresses and IP addresses.

C. All connection logs and records of user activity for the requested account,
including:
1. Connection date and time;
2. Disconnect date and time;
3. Method of connection (e.g., telnet, ftp, http);
4, Data transfer volume;
5. User name associated with the connection and other connection

information, including the Internet Protocol address of the source of the
connection; '

Telephone caller identification records; and

Connection information for other computers to which the user of the
above-referenced accounts connected, by any means, during the
connection period, including the destination IP address, connection time
and date, disconnect time and date, method of connection to the
destination computer, the identities (account and screen names) and
subscriber information, if known, for any person or entity to which such
connection information relates, and all other information related to the
connection from ISP or its subsidiaries.

e A

D. Any other records and other evidence relating to the requested account. Such
records and other evidence include, without limitation, correspondence and other
records of contact by any person or entity about the above-referenced account, the
content and connection logs associated with or relating to postings,
communications and any other activities to or through the requested account,
whether such records or other evidence are in electronic or other form.

If you have any questions regarding this reques i Il inquiries to
Special Agentj |wh0 can be reached at zgc

Sincerely,

y —

Charles H. Kable IV
Section Chief
Counterintelligence Division
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. ALL INFORMATION CONTATIMED
HEREIW 15 UNCLRSSITIED

DATE 10-31-2016 BY 337388734 HNIICE

U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

July 31, 2015
David Kendall, Esq.
Katherine Turner, Esq.
Law Offices of Williams & Connolly LLP
725 Twelfth Street, N.W.
Washington, D.C. 20005

Re: Request for Preservation of Records

This letter is a formal request for the preservation of all records and other evidence in
your possession, or in the possession of your client, Hillary Clinton, regarding the domain
account (@clintonemail.com, pending further legal process.

You are hereby requested to preserve the records described below currently in your
possession, or in the possession of your client, including records stored on backup media, in a
form that includes the complete record, and records that may come into your possession from the
date of acknowledgment of this request until receipt of a legal court order. You are also
requested not to disclose the existence of this request, other than as necessary to comply with this
request, as the FBI's investigation may be jeopardized by this type of disclosure.

This preservation request applies to the following records and evidence:

A. All stored electronic communications and other files reflecting communications to
or from the requested domain account.

B. All servers, computers, thumbdrives, hard drives, smartphones, or any other
digital storage devices in your possession or in the possession of your client,
which may contain communications to or from the requested domain account.

5 All business records and other evidence relating to the establishment of the
domain referenced above, including subscriber(s), customer(s), account
holder(s), or other entity(ies) associated with the requested account including,
without limitation, subscriber names, user names, screen names or other identities,
mailing addresses, residential addresses, business addresses, e-mail addresses and
other contact information, telephone numbers or other subscriber number or
identity, billing records, information about the length of service and the types of
services the subscriber or customer utilized, and any other identifying
information, whether such records or other evidence are in electronic or other
form; and



D. All connection logs and records of user activity for the requested account,
including:
1. Connection date and time;
2. Disconnect date and time; _
3. Method of connection (e.g., telnet, ftp, http);
4. Data transfer volume;
5. User name associated with the connection and other connection

information, including the Internet Protocol address of the source of the
connection;

Telephone caller identification records; and _
Connection information for other computers to which the user of the
above-referenced accounts connected, by any means, during the
connection period, including the destination IP address, connection time
and date, disconnect time and date, method of connection to the
destination computer, the identities (account and screen names) and
subscriber information, if known, for any person or entity to which such
connection information relates, and all other information related to the
connection from ISP or its subsidiaries.

=N

E. Any other business records and other evidence relating to the requested account.
Such records and other evidence include, without limitation, correspondence and
other records of contact by any person or entity about the above-referenced
account, the content and connection logs associated with or relating to postings,
communications and any other activities to or through the requested account,
whether such records or other evidence are in electronic or other form.

If you have any questions regarding this request, please direct all inquiries to
Special Agen{ |[who can be reached af| |

~ Sincerely,

y

Charles H. Kable IV
Section Chief
Counterintelligence Division

bb
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HEREIW Is UHCLASSIFIED

- ALL IWFORMATION CD‘I'I’T'AII‘TEt
. DATE 10-31-201¢ BY J237J385T%4 NSICGC

U.S. Department of Justice

Federal Bureau of investigation
Washington, D.C. 20535-0001

July 29, 2015
John Kerry
Secretary of State
U.S. Department of State
Washington, DC 20520

Re: Request for Preservation of Records -

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for
the preservation of all records and other evidence in your possession regarding the domain
account @clintonemail.com and the @state.gov email accounts associated with the following

U.S. Department of State employees, pending further legal process.

b6
p7C
b7E

M0 00y DN R By

10,
11
12]
13]
14,
15,
16
17,
18
19|

You are hereby requested to preserve the records described below currently in your
possession, including records stored on backup media, in a form that includes the complete
record, and records that may come into your possession from the date of acknowledgment of this
request until receipt of a legal court order. You are also requested not to disclose the existence



&

of this request, other than as necessary to comply with this request, as the FBI's investi gatmn
may be jeopardized by this type of disclosure.

This preservation request applies to the following records and evidence:

A.

All stored electronic communications and other files reflecting communications to
or from the requested account.

The contents of any communication or file stored by or for the accounts and any
associated accounts, and any information associated with those communications
or files, such as the source and destination emails addresses and 1P addresses.

All connection logs and records of user activity for the requested account,
including:

Connection date and time; -

Disconnect date and time;

Method of connection (e.g., telnet, fip, http);

Data transfer volume;

User name associated with the connection and other connection
information, including the Internet Protocol address of the source of the
connection;

Telephone caller identification records; and

Connection information for other computers to which the user of the
above-referenced accounts connected, by any means, during the
connection period, including the destination IP address, connection time
and date, disconnect time and date, method of connection to the
destination computer, the identities (account and screen names) and
subscriber information, if known, for any person or entity to which such
connection information relates, and all other information related to the
connection from ISP or its subsidiaries.

WA peiiado b b
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Any other records and other evidence relating to the requested account, Such
records and other evidence include, without limitation, correspondence and other
records of contact by any person or entity about the above-referenced account, the
content and connection logs associated with or relating to postings,
communications and any other activities to or through the requested account,
whether such records or other evidence are in electronic or other form.

" If you have any questions regarding this request, please direct all inquiries to

Special Agent|

[who can be reached at

Sincerely;

Charles H. Kable IV
Section Chief
Counterintelligence Division
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ALL JHEFORMARTION CONTAIWEL

HEREIM I5 UNMCLRSSTFIEDR

DATE 10-31-2016 BY J37JBETS4 HNSICC

FD-302a (Rev. 10-6-95)
-1-

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _07/30/2015

On 07f29!2015, at approximately 3 p.m., Special Agents and|

f o1
b7C

_served a preservation letter addressed to Steve A. Linick, Inspector General, U.S, Department of State to b7E

[Also present were Steve A. Linick and) |

The preservation letter was served af]

f o1

I b7C
b7E

provided his contact information as|

Investigation on __07/29/2015 at Washington, DC

b3
R7E

Filc # I | Date dictated N/A
By SA| A |

b6
p7C

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it

and its contents are not to be distributed outside your agency.
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, ALL IMEORMATIOHN CONTAINED

; HEREIN 15 UNCLASSIFIED
FD-302a (Rev. 10-6-95) DATE 10-31-301é BY J373885T34 HEICS

s
FEDERAL BUREAU OF INVESTIGATION

Date of transcription _07/30/2015

On 07/29/2015, at approximately 3:28 p.m., Special Agents| |and] |
| kerved a preservation letter addressed to John Kerry, Secretary of State, U.S. Department of State
o) Executive Assistant for Patrick F. Kennedy, Under Secretary for

Management, Department of State.

The preservation letter was served at U.S. Department of State’s Visitor Center, 2201 C Street,

NW, Washington, DC 20520. | | provided her contact phone number as[ |
Investigation on ___07/29/2015 at Washington, DC
Fite# _| | ' Date dictated ___ N/A
L
By SA| A |

This document contains neither recommendations nor conclusions of the FBI. !t is the pmpen:y of the FBI and is loaned to your agency; it
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and its contents are not to be distributed outside your agency. . b6
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Y 3 ' . ALl ITNFORMETIOCHN CONTATHED
) HEREIN 12 UNCLASSITIED

CATE 10-31-32016 BY I3T7J585T34 NSILC

(CD) {(FBI)
From: | | b6
Sent: Friday, July 31, 2015 8:21 AM p7cC
To: ' l (CD) (FBI) b7E
Subject: Preservation Confirmation { |
Attachments: 1212643.1if, Notice - Addressing of Legal Demands . pdf
@ b6
Hello - FBI, Washington DC, - b7C
Jhas received your preservation request(s) on the account name(s} listed in the attached fax ill
preserve the requested account data, if any account data exists, for a period of 90 days from 30 July 2018, ot advise bTE
you whether any data exists for the accounts that are subject to your preservation request.
Y our preservation record number i51 | Be sure to refer to this record number when requesting the disclosure of
any preserved data.
18 U.S.C. 2703(f)(2) of the Electronic Communications Privacy Act permits a single 90 extension for each preservation request. If we
do not receive a preservation extension request within 90 days from the date of this preservation letter, the preserved data will be
destroyed. Also, please be aware that preservations are merely one time snapshots of the account on the date the information is
preserved. Preservations are not snapshots made each day during the 90 day preservation timeframe.
If you send an extension to your preservation request, please indicate that your requést is an extension so we may quickly identify the
account that you presewed and ensure that the initial data preservation is maintained.
Finélly, when you submit your legal request for us to disclose the preserved data, please provide the preservation request number
along with the date of the original preservation so thall ﬁnay retrieve all relevant stored data,
Thank you,
b7E
bé
b7C
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AlLL FRI INEQRMATICN COMTATHEDR
N HEREII} IS5 UMCLASEITIED
CATE 10-31-201& BY 337I868TS34 NBICC

UNDER SECRETARY OF STATE

FOR MANAGEMENT
WASHINGTON

Jut 30 2015

Dear Mr. Kable:

This letter is to acknowledge your letter of July 29, 2015, to Secretary Kerry
in which you made a formal request for the preservation of all records or other
evidence in the Department of State’s position regarding the domain account
@clintonemail.com and the @state.gov email accounts for 19 former and current
personnel.

The preservation request has been tasked to the appropriate Department of
State personnel for execution.

My point of contact for your request is my Executive Assistant
who can be reached at| |

Regards,

\ u(—»«ﬂ'%\/
Patrick F. Kennedy

Mr. Charles H. Kable IV,
Section Chief,
Counterintelligence Division,
U.S. Department of Justice,
Federal Bureau of Investigation,
Washington, D.C. 20535-0001.
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UNDER SECRETARY OF STATE
FOR MANAGEMENT

WASHINGTON, D.C. 20520

Mr. Charles H. Kable IV, Section Chief
Counterintelligence Division
U.S. Department of Justice

Federal Bureau of Investigation

c/oMr

‘Washington, D.C. 20535-0001

ALL IMFORMATION COITTAINED
HEREIM IS UNCLASSI:TELC
CATE 10-31-2018 BY J37585T94 NSICE
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The United States of America-OHicial Business

ALL INFORMATICH CCNTAINED

HEREIN IS UMCLASSIFIED
DATZ 10-31-201& BY 337J838T94 NSICG
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crom Deputy birector S/ES-S 7512

;TUﬁ““““*!ﬁ*“"?g“‘JExec Sec
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CLASSIFIED BY: WNSICTCE 237028734 ALL INFORMETIOWN CCNTAIWEL
FERSCIT: 1.4 (T HERETN I5 THLLASSIFIEC EMCEERT
DECLASSIFY O 12-31-z040 WHERE SHOWH OTHERWISE

GATE : 10-31-201%

F-1087 (Rev. 5-8-1(0)
M{ SNOFQRN

FEDERAL BUREAU OF INVESTIGATION
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bl
Collected Item Log k3
1™
i b7E
Event Title: Date: 08/06/2015
‘Approved By: be
b7C
Drafted By: | | ’L‘D
(if.\\
- ; b1
Case ID #: | | {5/ /44 o5
MISHANDLING OF CLASSIFIED; BIE

UNKNOWN SUBJECT OR COUNTRY;
SENSITIVE INVESTIGATIVE MATTER {(SIM)

Full Investigation Initiated: (07/10/2015

Collected From: (U} Katherine Turner, Esg
Williams & Connoclly, LLP
725 12th Street, NW
Washington

Receipt Given?: No
Holding Office: WASHINGTON FIELD
Details: No Details Provided

Item Type Description

“SRexET/ Averer

This document contains neither recommendations nor conclusions of the FBIL It is the property of the FBI and is loaned to your agcncy itand its
centents are not to be distributed outside your agency.
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| 08/06/2015

18 Digital

1B Digital

+

{U) 1 Lexar micron 16 GB Black & Silver Thumbdrive -

LJIJDTT166~000-1001 DA {Original}
llexar Micron 8 GB Green and White
LJDTT8GB-000-117AU (Copy 1)

1 Kingston 8GB Silwver DT SES {(Copy 2}
Collected On: 08/06/2015

Seizing Individual: |

Collected By: | |
Location Area: NA
Specific Location: NA

Device Type: USB Micro Storage Device

Number of Devices Collected: 3

tU) Lenovo Think Pad T420 PB-YC912 12/03

Collected On: 08/06/2015

Seizing Individual: |

Collected By: |
Location Area: HNA

Specific Location: NA

Device Type: USB Micro Storage Device

Number of Devices Collected: 1

\%Epﬂﬁé!/ﬂbfeaﬂ—

{thumb drive}

{thumb drive)
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HEREIM IS UHCLASSIFIED
DATZ 10-31-201€ BY 337785724 NSICC

. ALL INFORMATION CONTAINED

U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

August 5, 2015
John Kerry
Secretary of State
U.S. State Department
2201 C Street, NW
Washington, DC 20520

Re:  Request for Preservation of Records

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for
the preservation of all records and other evidence in your possession regarding the @state.gov
email account assoc1ated with Bryan Pagliano, pending further legal process.

You are hereby requested to preserve the records described below currently in your
possession, including records stored on backup media, in a form that includes the complete
record, and records that may come into your possession from the date of acknowledgment of this
request until receipt of a legal court order. You are also requested not to disclose the existence
of this request, other than as necessary to comply with this rcquest, as the FBI's investigation
may be jeopardized by this type of disclosure.

This preservation request applies to the following records and evidence:

A. All stored electronic communications and other files reflecting communtcations to
or from the requested account.

B. The contents of any communication or file stored by or for the accounts and any
associated accounts, and any information assoctated with those communications
or files, such as the source and destination emails addresses and IP addresses.

= All connection logs and records of user activity for the requested account,
including:
1. Connection date and time;
2. Disconnect date and time;
3. Method of connection (e.g., telnet, fip, http);
4. Data transfer volume;



5. ‘User name associated with the connection and other connection
information, including the Internet Protocol address of the source of the
connection; 7

6. Telephone caller identification records; and

7. Connection information for other computers to which the user of the

above-referenced accounts connected, by any means, during the
connection period, including the destination IP address, connection time
and date, disconnect time and date, method of connection to the
destination computer, the identities (account and screen names) and
subscriber information, if known, for any person or entity to which such
connection information relates, and all other information related to the
connection from ISP or its subsidiaries.

Any other records and other evidence relating to the requested account. Such

‘records and other evidence include, without limitation, correspondence and other

If you
Special Agen

records of contact by any person or entity about the above-referenced account, the
content and connection logs associated with or relating to postings,
communications and any other activities to or through the requested account,
whether such records or other evidence are in electronic or other form.

have any questions regarding this request; please direct all inquiries to
4 who can be reached at| |
Sincerely,

Charles H. Kable IV
Section Chief
Counterintelligence Division
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ALL INFORMATION CONTATNED
FD-302a (Rev. 10-6-95) : HEREIN IS UNCLASSIFIED

-1- DATE 10-31-2016 BY 3373835TS54 HNSICC

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _08/03/2015

Oon August 3, 2015, Records
Management Division, Records- Information and Dissemination Section,
Winchester, Virginia provided the enclosed internal email
communications referencing the FBI's classification of a November 18,
2012 State Department email. The enclosure was provided by in
support of statements made during a July 30, 2015 FBI interview and
documents items discussed at that time. The enclosure has an overall
classification of SECRET//NOFORN. '

Investigation on __ 08/03/2015 at Washington, D.C.
File# _| | Date dictated _ N/A
By SA

This document contdins neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.
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CECLASSIFIED BY: MSICC J37JBETH4
hF)(FB“ ON 10-31-2016
e — S
From: I [RMD) (FBI) b6
Sent: M Us, 03, 2015 2:00 PM s
To: [ [NF)(FBI)L [(LA)FBI)
Subject: Emails -— SECREFNOTF-ORMN—
SentinelCaseld: TRANSITORY RECORD
Classification: SECRESA/NOFOR
Class JR8T32
Derived FBI MeIC dated 20130301
Declassi 50X1-HUM
==m...._7a:._=______ === ==== E S e -
TRANSITORY RECORD
— b
B7C

Attached are the emails | preserved. The last one praobably isn’t responsive, but you don’t get very many like it.

For the three emails in which there was no classified FBI information and we did not require any changes, I'll forward

them shortly. Do want the email chain as well for them?

State Dept
Emails.pdf

Classification: SEC




" U L]
3 .

CECLASSITIEC BY: HSIZGC J37235T34
oY 10-31-201% bé

|RMD) (FBI) e

From: RMD) (FBI).
Sent: i 15R%S ML
To: CTD)(FBI)

Ce: RMD) (FBI); JUPINA, MICHELLE A (RMD)(FBI); NEAGLE, LOUISE M
Subject: State Department Emails --FOIA Coordination ----SEGREF

Importance: High

SentinelCaseld: TRANSITORY RECORD

Classification: §\E€£’I‘

Classi By: J23J98T

Derived From: C, dated 20120629

Declassif

TRANSITORY RECORD

1 . be
b7C

Attached is an email forwarded to us by State Dept. for coordination. The email concerns Benghazi. It is from former

Sec. Clinton’s emails. They've asked for us to finish our review by COB tomorrow. Could you highlight any classified, LES
infarmation? I'm at HQ today. | classified _this email out of caution.

C05739808 - FBI H-0003.pdf
Work.pdf .

Thanks,

bé
b7C

Classificatioen: SggggT




DECLASSIFIED BY: WESICC J37J25T34

oM 11-07-201%

|(RMD) (FBI)

From:
Sent:
To: d

_ Cc:
Subject:
Importance:

SentinelCaseld:

RMD) (FBI
}mmﬁ 5
{CTD)(FBH}

(CTD)(FBI): JUPINA, MICHELLE A (RMD)(FBI)

(RMD) (FBI); , LOUISE M (RMD)(FBI)
FW: State Department Emails --FCIA Coordination --- SEERET

High
TRANSITORY RECORD

TRANSITORY RECORD

1]

As we discussed, attached is the email for review.

From{ [RMD) (F8BI)

Sent: Monday, April 06, 2015 2:37 PM
To fcTo)(FBI)

Ce:

[(RMD) (FBI); JUPINA, MICHELLE A (RMD})(FBI); NEAGLE, LOUISE M {RMD)(FBI)

Subject: State ﬁepartment Emails --FOIA Coordination --- SECRET

Impoartance: High

ification:

SECRET

J23J98T32

Derived EpOms FBI NSIC, dated 20120629

TRANSITORY RECORD

[ ]

Attached is an email forwarded to us by State Dept. for coordination. The email concerns Benghazi. It is from former
Sec. Clinton's emails, They've asked for us to finish our review by COB tomerrow. Could you highlight any classified, LES

information? I'm at HQ today. I classified this email out of caution.

b6
b7¢C

b6
b7C

b6
b7C

bé
b7C



C05739808 - FBI H-0003.pdf
Work.paf

Thanks,

bé
b7C




CECLASSIFIED BY; MSICC J37285T9%4
an 11-07-2018

. b6

[(RMD) (FBI) p7c
From: RMD) (FBI) _ '
Sent: UEsda TO/A201,58B:58 AN
To: CT0N(FBI)
Ce: _ ICTD)(FBI); JUPINA, MICHELLE A (RMD)(FB|| |

- (RMD) (FBI); NEAGLE, LOUISE M (RMD)(F8I)
Subject: : State Department Emails --FOIA Coordination ---—SECREF
SentinelCaseld: TRANSITORY RECORD
Clamaification: SECREV
Classified 98T32
Derived From; NSIC, dated 20120629
DeclassifyOn:
T
b6

Thanks! State emailed me and said they have 55,000 pages to review for our equities. b7C
From: bé
Sent 2015§5:58; biC
To (FBI)
Cc: (CTD)(FBI); JUPINA, MICHELLE A (RMD){FBI)] ~ |(RMD) (FBI); NEAGLE,

LOU (RMD)(FBI)
Subject: RE: State Department Emails --FOIA Coordination --- SECRET-

TRANSITORY RECORD
- -
_ p7C
|:]is working on this as we speak. If ali goes as planned we should be able to get this out by noon tomorrow.
He is going to have it packaged for me to run by the front office in the morning.

Respectfully,

]




b6
b7C
From{ |(RMD) (FBI) b6
Sent; Monday, April 06, 2015 3:55 PM . b7C
To: (CTD)(FBI)
Cc: )(FBI); JUPINA, MICHELLE A (RMD)(F8I)] ~|(RMD) (FBI); NEAGLE,
LOUTSE M {RMDY(FBI)
Subject: FW: State Department Emails --FOIA Coordination ----SEERE-
Importance: High
SECRET
ClassifNed By: J23J98T32
Derived om: FBI NSIC, dated 20120629
Declassyf 20401231
TRANSITORY RECORD
As we discussed, attached is the email for review.
b6
b7C
From| [rmD) (FaI) b6
Sent: Monday, April 06, 2015 2:37 PM b7C
To __ kcTo)(FaI)
Cc:| [RMD) (FBI); JUPINA, MICHELLE A (RMD)(FBI); NEAGLE, LOUTSE M (RMD)(F8I)

Subject: State Department Emails --FOIA Coordination ----SEEREF
Importance: High

Classific

Classified B J23J98T32
Derived Frgs{: FBR _NSIC, dated 20120629
Declassi : 231



ALL INFORMATION CONTAIWEL

_ HERZIN IS UNCLASSIFIED -
DATE 11-07-2016 BY J37J35T34 NSILG
| {RMD) (FB) Fas . e
From: | |RMD) (FBI)
Sent: A April{08N20/5%10:59, AME
To: CTD)FBI)
Ce: ___ __|(RMD) (FBI)
Subject: State Department Emails --FOIA Coordination --- UNCLASSIFIED
Importance: High
SentinelCaseld: TRANSITORY RECORD

Classification: UNCLASSIFIED

TRANSITORY RECORD
f o1

— | |
_ b7C
Any prognosis on document H-3?

Sorry | missed your earlier email. They have 55,000 emails—how many we will see is uncertain,.

Classification: UNCLASSIFIED



ALL INEFORMATION CONTAINED
BEFEIN 15 UNCLASSIFIEC

| {(RMD) (FBI)

CATE 11-07-2016 BY J3T7585T34 NSICG

From: _ __YRMD) (FB)
" Sent: HihursdavaApail 841874

To:

Subject: RE: State Department Emails --FOIA Coordinatton --- UNCLASSIFIED

SentinelCaseld: TRANSITORY RECORD

Classification: UNCLASSIFIED
TRANSITCRY. RECCRD

Thank1:| | certainly understand CTD's focus..........

From:{ (CTD)FBI)

Sent: {} % OR2015{6I5aAM

To: _. RMD) (FBI)

Subject: RE: State Department Emails --FOIA Coortllnatlon --- UNCLASSIFIED

Classification: UNCLASSIFIED

T T T T T T T T T I T T T T T e e e T e e e e e EESE S ===

TRANSITORY RECORD

[ ]

Front office made unexpected edits late yesterday which caused us a delay-: who did the original work was out
sick yesterday so we were unable to finish the product by COB. Once he is in this morning this will be his first priority
and we will hand carry it back to the front office.

Respectfully,

I

From:| RMD) (FBI)
Sent: 08, 2015 10:59 AM
To (CTD)FBI)

Cc: (RMD) (F8I)
Subject: State Department Emails --FOIA Coordmatmn --- UNCLASSIFIED
Importance: High

Classification: UNCLASSIFIED

TRANSITORY RECORD

]

Any prognosis on document H-3?

b6
b7C

b6
b7C

f o1
b7C

b6
b7C

bs
b7C

b6
b7C



CECLASSIFIEC BY: WSICC J37JBETH4

f ol

oM 11-07-2016
(RMD) (FBY) _ b7C
b7
From: _ (CT .
Sent: rsdaveArl 04
To:
Ce: 1 , | ] kCTD)(FB] I
(CTD)FBI) |

Subject: RE: State Department Emails oordination --~SEGREF
SentinelCaseld: TRANSITORY RECORD

Classification: SBCRET

Classified By: F4BMS5YK72
Derived From: FBI NSI&, dated 20120629
Declassify On: 20

TRANSITORY RECQRD

U bé
] il
{U) Attached is the e-mail in guestion with the text CTD thinks should be redacted highlighted in yellow. tn the margins
we’ve indicated the pertinent FOIA exemptions. if you have any questions, please let us know. Thanks.

205739808 - Work
- CTD Redacti...

Bt iy
)| I

(U] Blessed ore they who maintain justice,
who constontiy do what is right.

- Psolm 105:3
From (RMD} (FBI) b6
Sent: Mo il 06 15 2:37 PM p7C
To: CTD)(FBI) :
Cec: (RMD) (FBI); JUPINA, MICHELLE A (RMD)(FBI); NEAGLE, LOUISE M (RMD)(FBI)

Subject: State Department Emails --FOIA Coordination --- SEERE—
Importance: High

Classification: SESRET

Classified By: J23U968¢32




iy
.B‘
L Fetet )

RMD) (FBI)

DZCLASSIFIEL BY: NSILCC

£ 131-07-2015

[CTD)(FBI)|

From: RMD) (FBI

Sent: S E R 08201 1»223m
To: (CTD) (FBH
Cc: :
Subject: RE: State Department Emails —FOIA

SentinelCaseld: TRANSITORY RECORD

ation: SECRW

JABT32
IC, dated 20120629

Classi

Classified By:
Derived From:
Declassi

Cn:

TRANSITORY RECORD

Forwarded to State. Thanks!!!

From] (CTD) (FBD)

Sent: Thursday, April 09, 2015 10:35 AM
Tof i(‘RM ) (FBI)

(RMD) (FBI){

|CTD)(FBI)|

Coordination --- SEEREF

kcroxren)

Subject: RE: State Department Emaits --FOIA Coordination ----SECRET

Classification:

Classified By: F48M5
Derived From: FBI NS
Declassify On: 20

ated 20120629

TRANSITORY RECORD

{u

{U) Attached is the e-mail in question with the text CTD thinks should be redacted highlighted in yellow. In the margms

we've indicated the pertinent FOIA exemptions. If you have any questions, please let us know. Thanks.

{;,w{) << File: C05739808 - Work - CTD Redactions.pdf >>

Y I

{U) Blessed gre they who maintain justice,

f ol
»7C
P7E

b6
piC
b7E

b6
b7C

be
b7C



CECLASSIEIED BY: NEICG J37385T34

RMD) (FBI) oM 11-07-2016 b6
b7C
From: RMD) (FBI) b7E
Sent: NG (R S Y
To: (CTD) (FBI)

Ce: Fizd¥in Wi =Th | [CTD)(FBI):
(CTD)(FBH] | (oétﬁrmmﬁrm—l

MICHELLE A (RMD)(FBI). NEAGLE, LOUISE M (RMD)(FBI)

Subject: RE: State Department Emails --FOIA Coordination ----SEGREF—
Importance: High
SentinelCaseld: TRANSITORY RECORD

Classification:

Classified By: J23
Derived From: FBI
Declassify On:

TRANSITORY RECORD

— be

b7C

dated 20120629

Just received a call from State. They want to argue about the bl portion. We'll need to discuss, are you free at 2:007 |
suspect they may call AD Steinbach.

Thanks,

]
Frorn1 (RMD} (FBI) b6
Sent: Thursday, April 09, 2015 11:22 AM ' b7¢c
To: (CTD) (FBI) b7E
Cc: (RMD) (FBI){ |(cTD)(FBI) kcto)(Fany

Subject: RE: State Department Emails --FOIA Coordination --- SEGRE

Classification:

Classified By: J23J%8T32
Derived From: FBI XSI dated 20120629
Declassify On: 20401231

TRANSITORY RECORD

Forwarded to State. Thanks!!!

Fromj |(CTD) (FBI) ' b6
Sent: Thursday, April 09, 2015 10:35 AM b7C
Toy I’RMD} (FBI) b7E

Cef } (RMD) (Fen)] keroyeeny Jcroxes;
1




DECLASSITIED BY:

OH 11-07-2016

RMD) (FBI)

NSICE G37GE85T24
b6
b7C

From: | IRMD) (FBI)

Sent: Fri o
To: OGC) (FBI)
Subject: . Coordination Review - Segment H-3 --- SEGREF#NORORN-

Importance: High
SentinelCaseld: TRANSITORY RECORD

Classification:

Classified By: J23J9
‘Derived From: FBI NSI
Declassify On: 2040

B L L S e et

TRANSITORY RECORD

ted 20130301

_____RMD) (FBI)
Y RADT P28 0VS§E201R
Cc: BONDY, THOMAS M (OGC)(F8I)

- Subject: FW: Coordination Review - Segment H-3 --- SECRETHNOFORN
Importance: High

Classification: CRET//NQFCRN

Classified By: J23J9
Derived From: FBI NS
Declassify On: 204

dated 20120629

TRANSITORY RECCR

]

bé
p7C

bé
b7C

You're about to get drug into an issue on classification of the Clinton emails. They are contesting CTD's classification
decision and would like to discuss it with you. (Forum shopping | believe.) 'll call you and give you some info, then

they've asked if you could caIII:klast name | think) i

1

me:l |(RMD) (F8I)

Sent: Thursday, April 09, 2015 11:19 AM

To: JUPINA, MICH MD }(F8I)

ce: l(RMD}( FBI); NEAGLE, LOUISE M (RMD)(FBI)

Subject: FW: Coordination Review - Segment H-3 --- SECREFHNOFRORN-
Importance: High

b6
b7C



DECLASSITIED BY: M5ICC 337

oM 11-07-201%

| [RMD) (FBI)

From: FBI}

Sent: AN RFEN

To: (CTD) (FBI)

Subject: FW: State Departrent Ernails --FOIA Coordination --—-SEGRET—
Importance: High

SentinelCaseld: TRANSITORY RECORD

Classification:

Derived From:
Declassify Ong
——— -+ -+ 5 3 02 + 3 32 2 4+ 4 3+ 444+ 3-F F 4 3 44

TRANSITORY RECORD

1

I've called the State’s Legal Advisor’s Office a number of times and haven’t connected. As they seemed to be wanting to
resolve this quickly, I'm surprised. | wonder if they gave up on me and went higher. Have you heard anything about
approaches to your AD? I'm also checking with OGC to see if they went directly to them,

[ 1

From: KRMD) (FBI)
Sent: Monday, April 27, 2015 1:16 PM
Tos (CTD) (FBI)
ce: (RMD) (FB1)] keroyrer jeoyesn: ]
|__' J(OGC) (FBI); JUPINA, MICHELLE A (RMD){FBI); NEAGLE, LOUISE M (RMD)(FBI)
Subject: RE: State Department Emails --FOIA Coordination --- SEEREF— '

Importance: High

ClassificationN_SECRET
Classified By: J23 T332

Derived From: FBI , dated 20120629
Declassify On:

—_—_ eSS S SR E E E T T T T ST T = EE s

TRANSITORY RECORD

[ ]

Just received a call from State. They want to argue about the bl portion. We'll need to discuss, are you free at 2:007 |
suspect they may call AD Steinbach. .

Thanks,

[ ]

b6
b7cC

bé
b7cC
b7E

bé
b7cC



CECLASSIFIED BY:

oM 11-07-2016

{RMD) (FB)

NEICC  337388TH4
f ol
b7C

(CTD) (FBI)
| 2003 2L

tate Department Emails --FOIA Coordination -—-SESRET

From:
Sent:
To:
Subject:

£il29

SentinelCaseld: " TRANSITORY RECORD

Classification:

Classified By: F48M57
Derived From: FBI
Declassify On: 2

TRANSITORY RECCRD

O —

ated 20120629

f o1
b7C

(U} I've not heard anything about approaches to my AD, but I'll have my UC double-check at the 4pm close-out meeting

with exec management.

{U} Just as an FYI, I've also not heard anything back yet from the LEGAT.
o]
From:| |(RMD) (FBI})

Sent: Wednesday, April 29, 2015 1:36 PM

To:| [(CTD) (FBI)

Subject: FW: State Department Emails --FOIA Coordination ----SECRE—
Importance: High

Classification:

Classified By: J23
Derived From: FBI
Declassify On:

TRANSITORY RECCORD

dated 20120629

[ ]

bé
b7C

bé
b7C

I've calfed the State’s Legal Advisor's Office a number of times and haven’t connected. As they seemed to be wanting to
resolve this qulckly, I'm surprised. | wonder if they gave up on me and went higher. Have you heard anything about

approaches to your AD? I'm also checking with OGC to see if they went directly to them.

[ 1]



CECLASRIEIEC BY: MSICS  J372B5TH4

. C 11-07-2014 b6
KRMD) (FBI) _ BS
From: IRMD) (FBI) __
Sent: EEMESEEY LYo 28, AN 225 ) IV
To: {CTD) (FBI)
Subject: RE: State Department Emails --FOIA Coordination --- SECRET
SentinelCaseld: TRANSITORY RECORD '
Classification: SBCRET
Classified By: J23J94T32
Derived From: FBI NSI dated 20120629
Declassify On: 20401231
TRANSITORY RECORD
Thanks! | don’t see any urgency at thi_s point.
From:| JCTD) (FBI) ' _ b6
Sent: Wednesday, April 29, 2015 2:19 PM b7C
To (RMD) (FBI}
Subject: RE: State Department Emails --FOIA Coordination --- SEEREF——
Classification N SECRET
Classified By: F48
Derived From: FBI dated 20120629
Declassify On:
TRANSITCRY RECORD
(U ' b6
b7C

{U} I've not heard anything about approaches to my AD, but I'll have my UC double-check at the 4pm close-out meeting
with exec management.

(U} Just as an FYI, I've also not heard anything back yet from the LEGAT.

fu

From{ J(RMDY) (FBI) - _ _ : b6
Sent: Wednesday, April 29, 2015 1:36 PM b7C
To | (CTD) (FBI)

Subject: FW: State Department Emails --FOIA Coordination ----SEEREF—
Importance: High

Classification: SEC><T



CECLASSIVIED BY: WEITL J37J80To4

kRMD) (FBI) : oM 11-07-201&
From: RMD) (FBI)
Sent: PRkEY, MEGWE Ak il i
To: (CTD) (FBD)
Subject: RE: State Department Emails --FOIA Coordination ----SFCRET
SentinelCaseld: TRANSITORY RECORD

Classification: SBCRET

Classified By: J23J38T32
PDerived From: FB1 NBSLXC, dated 20120629
Declassify On: 20401281

TRANSITCORY RECORD

| believe the first document reviewed was part of this baich-but am not entirely sure.

[ 1

State Department Provides New Benghazi Documents To House Panel. Chris Wallace reported on Fox News’
Special Report (4/30, 1.53M) that the State Depariment's Benghazi Accountability Review Board “tumed over more than 4,000
pages of documents and notes to the House Select Committee on Benghazi” Commitiee Chairman Trey Gowdy said the
documents “were recently subpoenaed a second time after the initial request two years ago,” adding that he “is still waiting for the
Department to produce other records that have also been requested or subpoenaed.”

Politico {4/30, French, 1.11M) reports that the documents “were not reviewed by the other half-dozen commitiees that
investigated the 2012 attacks.” Gowdy said, “Contrary to those who said all had been asked and answered, the Benghazi Committee
has shown there is more still for Congress to consider.” The Washinaton Times (5/1, Sherfinski, 641K) reports that Democrats “on
the committee have said a handful of investigations into the attack have already been done and say Republicans are using the
committee as a way to attack” Hillary Clinton.

USA Today (5/1, Page, 5.01M} reports that Gowdy aiso “says he might be willing to accept assurances under oath from Hillary
Ciinton that she has provided all her relevant emails to the panel — dropping requests for an independent examination of her
computer server.” He told “Capitol Download,” “If she were, under some theory, able to say, 'ves, | can promise you under penalty of
pernury you have every single document you're entilled to,” that would probably shut off that line of inquiry. If she can, then it will be a
short conversation.”

From] | (cTO) (FBI)
Sent: Wedn April 29, 2015 2:19 PM
To: | {RMD) (FBI)

Subject: RE: State Department Emails --FOIA Coordination --- SECRE—

Classification: §

Classified By: F48M57K
Derived From: FBI N ed 20120629

f el
b7C

f el
b7C

be
b7C



ALL INFORMRATION COWNTAINED
HEREIN IS UNCLASSIFIELC

CATE 11-07-2016 3Y J37585T24 NSICGC b6
[RMD) (FBI) i
From: | ____lirmD) (FBY)
Sent: O sy 400 Uy
To: (CTD) (FBI)| [[CTD)FBIY)
Ce: . JUPINA, MICHELLE A (RMD)(FBI); NEAGLE, LOUISE M (RMD)(FB!)
Subject: HRC Email --- UNCLASSIFIED//E@UE
SentinelCaseld: TRANSITORY RECORD

Classification: UNCLASSIFIED//FoStc

TRANSITORY RECORD

— 06
b7C
Just a head's up. |got acall from| JOD, concerning the classified HRC email. He received a call from

State asking if we would revisit the issue. | directed him to CTD as the ultimate SME on harm and the classification
decision. {| did tell him as an OCA | concurred in the markings.)

Classification: UNCLASSIFIEDR//TUTUT



ALL IMEORMATICN CONTAINEL
HEREIN IS5 UNMCLASSIFIED

“RMD) (FB') OATE 11~-07-2016 BY 3373286TS4 MSICS
S ———: ]

From: : [ |RMD)(EB)

Sent: WIERGEW, [MER k), 20 %ﬁﬂ%ﬁﬂ

To: [ lirmD)FBI)| {rvD) (BN |
| [RmMD)(FBI)

Ce: NEAGLE, LOUISE M (RMD)(FBI)

Subject: RE: TRIM Document : 15/D0/1703 ; Letter from Patrick F. Kennedy, Depariment of State
(DOS), advising of the receipt of 55.000 pages of e-mails from former Secretary of State
Hillary Clinton and requesting a sentor FBI official to coerdinate the FBI's revi

SentineiCaseld: NON-RECORD

Classification: UNCLASSIFIED

Boss just sent an email to saying I'1ll be the official.

From: | | (RMD) (FBI)
Sent: Monda mMay 18, 2015 2:27 PM
S — N Lo I (R | (Rvo)(FeD)

Cc: NEAGLE, LOUISE M (RMD)(FBI)

Subject: RE: TRIM Document : 15/D0/17@3 : Letter from Patrick F. Kennedy, Department of State
(DOS), advising of the receipt of 55.000 pages of e-mails from former Secretary of State
Hillary Clinton and requesting a senior FBI official to coordinate the FBI's revi

Classification: UNCLASSIFIED

No

Sent: Monday, May 18, 2015 2:26 PM
To: ] (RMD) (FBI ) JRMD) (FBI);[ | (RMD) (FBI)

Cc: NEAGLE, LOUISE M (RMD)(FBI)

Subject: RE: TRIM Document : 15/D0/17@3 : Letter from Patrick F. Kennedy, Department of State
(DOS), advising of the receipt of 55.200 pages of e-mails from former Secretary of State
Hillary Clinton and requesting a senior FBI official to coordinate the FBI's revi

Classification: UNCLASSIFIED

[:l- has anyone suggested to you that our POC will be anyone other thanl |
- '
----- Original Message-----

From: | |(RMD)(FBI)
Sent: Monday, May 18, 2015 2:04 PM

To: | (RMD) (FBI); [ —] (RMD) (FBI); [ | (RMD)(FBI)
Cc: NEAGLE, LOUISE ™M (RMD)(FBI)

Subject: FW: TRIM Document : 15/D0/1783 : Letter from Patrick F. Kennedy, Department of State
(DOS), advising of the receipt of 55.08@ pages of e-mails from former Secretary of State

Hillary Clinton and requesting a senior FBI official to coordinate the FBI's revi

1

b6 |
b7C

b6
b7C

b6
b7C

b6
b7C

b6
b7C




Classification: UNCLASSIFIED

Good afternoon, please note the short deadline {tomorrow!!) for response to the Department of
State. :

----- Original Message-----
From: ExecSec (DO)(FBI)
Sent: Monday, May 18, 2815 1:55 PM

To:| | (RMDY(FBI); JUPINA, MICHELLE A (RMD)'FBI);l kRMD) (FBI);
NEAGLE, LOUISE M (RMD)(FBI); | (RMD) (FBI); | (RMD) (FBI);
] (RMD) (FBI)

ce: [(oGC) (FBI); | | (06c)(FBI);| | (06e)
(FBI);| | (DO)(0GA); JOHNSON, GORDON B. (DO) (FBI); PERKINS, KEVIN L. (DO)
(FBI); | | (D0y (FBI);[ 1(DO) (FBI);| |
(DO)(FBI); GIULIANO, MARK F (DO) (FBI); (CTD) (FBI) ;| | (00)
(FBI); | | (DO)(0GA)

Subject: TRIM Document : 15/D0/1783 : Letter from Patrick F. Kennedy, Department of State
(00S), advising of the receipt of 55.20@ pages of e-mails from former Secretary of State
Hillary Clinton and requesting a senior FBI officlal to coordinate the FBI's revie --

Classification: UNCLASSIFIED

NOTE TO RMD: This TRIM document has a short deadline of 5/19/15.
ACTION QFFICE: RMD

The above division, designated as the action office, is assigned the attached Director’s
Office correspondence for préparation of a response over the signature of YOUR APPROPRIATE
DIVISICN OFFICIAL by the DUE DATE indicated below. The original will be forwarded to the
action office’s point of contact. INFORMATION ONLY electronic copies are being sent to 0GC,
Chief of Staff, Associate Deputy Director, Deputy Director and Special Counsel to the
Director.

IMPORTANT NOTE: If you represent an FBI Field Division and are receiving this e-mail, you
are being provided a copy of correspondence which has come to the attention of the Director,
or other FBI executive. You are not being tasked with any action in this regard by the FBI's
Office of the Executive Secretariat. You are being provided a courtesy copy only.

Responses handled through other means, such as via telephone contact, e-mails, etc., should
be forwarded to the ExecSec via e-mail, and must include the Trim DO# and sufficient relevant
data, such as date, contact, and disposition, to allow ExecSec to close the pending action.

If this matter needs to be reassigned to another entity, the FBI ExecSec should be advised
immediately (within 2 days of e-mall receipt). The ExecSec will need to know to whom the
request should be reassigned, together with a point of contact (if known), and the original
correspondence will need to be returned to ExecSec, Room 6147. .

ACTION OFFICE INSTRUCTIONS: (Failure to comply with the following instructions will delay
the closing of pending action and will result in the correspondence appearing on the overdue
report}) : :

A. Response Preparation:

f ol
b7C



-One UNDATED letterhead copy,
-An envelope or mailing label,
--A blocked yellow UNDATED file copy, attaching the orlglnal incoming correspondence to the
yellow file copy, and a copy of the incoming to each designated “courtesy copy” (cc}, as
appropriate. The yellow copy mail room block must be checked and initialed, and the TRIM
number noted on the yellow (can be handwritten). i

1. Prepare the following:

2. At a minimum, the copy count must include the following copy designation:

Trim XX/DO/XXXX _
1 - (Your confirmation white copy, if desired)

B. Routing of the Final Response Package:

1. Route your final response package to the FBI ExacSec, Room 6147. The FBI ExecSec will
forward the completed package to the mailroom for delivery.

Record Number : 15/D0/17@3

Date Due : Tuesday, May 19, 2015

Addressee : AD-Records Management (Addressee)

Current Action : PREPARE RESPONSE PER INSTRUCTIONS (Responsibility of: Executive
Secretariat, Due 5/19/2815 at 1:43 PM (14 hours, S5 minutes))}

All Contacts : AD-Records Management {Addressee)

Office of General Counsel (Other)

Chief of Staff (Other)

Associate Deputy Director (Other)

Deputy Director (Other)

Special Counsel to the Director (Other)

Access DB or Workflow

From : KENNEDY, PATRICK F.

Constituent

Title (Free Text Part} : Letter from Patrick F. Kennedy, Department of State (DOS),
advising of the receipt of 55.000 pages of e-mails from former Secretary of State Hillary
Clinton and requesting a senior FBI official to coordinate the FBI's review with their FOIA
team.

Notes RMD advised during electronic routing that there is a short deadline for this
TRIT record, :
“'Monday, May 18, 2015 at 1:44:50 PM (GMT-24:08) | v b6
' b7C
taﬁe Communication Thursday, May 14, 2015
eiatea Records -

e e et e e - ]

Classification: UNCLASSIFIED

Classification: UNCLASSIFIED

b B = e

Classification: UNCLASSIFIED



Classification: UNCLASSIFIED



-

b6
b7C

From: . [RMD) (FBI}

TBI INFO

Sent: MayshoR20; 5I5T00JRMB
To: JUPINA, MICHELLE A (RMD)(FBI)
Subject: HRC Emails -— UNCLASSIFIED/FOUO

REASCH: 1.4 (T}
CECLASSIFY OW: 12-31-2040
_ CATE: 11-07-2016
Importance: High -

SentinelCaseld: TRANSITORY RECORD

Classification: UNCLASSIFIEDR//FCUC

TRANSITORY RECORD
Michelle,

Just returned from the meeting at State hosted by USS Kennedy concerning HRC emails. After discussing the logistics of
any consultations regarding the 55,000 pages in order to meet a court-ordered Jan 2016 deadline, Secretary Kennedy
requeste:i:_E_I DoJ/OIP, and me to stay behind to discuss the FBI determination of classified material in an
initial batch of 296 emails dealing with Benghazi. These emails were processed in response to a request by the House
Select Committee on Benghazi, they were processed using FOIA guidelines.

State Department referred the document to us for our review. | passed the email to CTD who reviewed and marked the
document with FBI equities. Included was one line marked with the with classification “"SECRET.” Attached is the email
in question with markings. As an OCA, this marking was entirely consistent with the thousands of FBI documents I've
reviewed over the years. State OLC contacted me initially objecting to the classification. Later Secretary Kennedy
contactedljin IOD, who then contacted me. I've notified CTD Exec Sec in each instance of the contact.

The redaction lists “interference with foreign relations” as the rationale. The crux of States argument is they know
better what will impact foreign relations and there is no longer a government in place. The more appropriate rationale
is sources and methods, While the email does not name the particular official, this might be deduced and, given the
threat of violence in this region, any surmise could be fatal for whoever cooperated with us. State will say no one will
know if it is redacted, but that is not how classification works.

This all said, CTD is ultimate decider as to the level of harm cohtained in the information. [ told Secretary Kennedy this
and he said he would be calling AD Steinbach.

[ ]

“Here is our response. | recommend you go ahead and classify the forwarding email to us in the future in case we
determine there is classified information. This marking was approved by the CTD front office. The first bracket starts
with, “Apparently...”, the second bracket starts with, “The A/RS0O...”, the third bracket.ij The bl marking
is SECRET//NOFORN.”

~05739808 - Work
- CTD Redacti...

CLASSIYIEL BY: HSICG J37IBHTI4

b6
b7C

bé
b7C

b6
b7C

bl
b3



ALL INFORMATICN OCHNTAIMEDR

HEREIN IS UNCLASEITIED

CATE 11-07-Z01€ BY J37I38T34 NSICC g

RMD) (FB!)

From:
Sent:
To:

Cc:
Subject:

SentinelCaseld:

Classification:

STEINBACH, MICHAEL B. (CTD) (FBI)
v (T 29, S oV e"{m

GIACALONE, JOHN (DO)(FBI), JUPINA, MICHELLE A (RMD)(FBIY |RMD)
(FBN kcTD) (FBL
eToveriyd (CTD) (FBI|
2 D){FBI}
State email - UNCLASSIFIED

TRANSITORY RECORD

UNCLASSIFIED

TRANSITORY RECORD

All

| just spoke to Pat Kennedy at DoS reference a State.gov email dated November 18, 2014 07:01PM fromlIl
I:]and in which the FBI was requested to review a pending FOIA request.

! advised him independent and objective reviews by both RMD and CTD previously determined two portions needed to
be redacted based on exemption {b)(1) — "specifically authorized under criteria established by an Executive order to be

kept secret in the interest of national defense or foreign policy.” We spoke earlier today and in the conversation

requested that, as the Assistant Director CTD, 1 review the content and revise the determination and redact based on
exemption (b}{(7)(D) only-"could reasonably be expected to disclose the identity of confidential source, including a
State, local, or foreign agency or authority...” '

After discussions with RMD and CTD today, | explained to Mr. Kennedy to only exempt for (b}{7){D) was not appropriate

as the information in the two portions in question was classified at the Secret/NOFORN level and exemption {b){1) was
needed in addition to exemption (b}{7)}{D). Therefore, | would not change the original determination made by the FBI.

Michael B, Steinbach
Assistant Director
Caunterterrgrism Division

Classification:

UNCLASSIFIED

piC

b6
pC
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ALL INFORMZTION COWTAINED
HEREIN IS UMCLASSITIED

[RMD) (FBI) CATE 11-07-2016 BY J37J85T24 NSICC b6
. biC
From: JUPINA, MICHELLE A (RMD)(FBI)
Sent: Thurgday, May 21, 2015 4:16 PM
To: RMD;} (FBI)
Subject: FW. State email FOIA --- UNCLASSIFIED
SentinelCaseld: TRANSITORY RECORD

Classification: UNCLASSIFIED

TRANSITORY RECORD

From: JUPINA, MICHELLE A (RMD)(FBI)
Sent: TTa AN RN OTo0T
Ta: RYBICKI, JAMES E (DO)(OGA) GIULIANO MARK F {DO) (FBI); GIACALONE, JOHN (DO)(FBI), STEINBACH, MICHAEL
B. (CTD) (FBI); BAKER, JAMES A (OGC)(FBI)

Subject: RE: State email FOITA --- UNCLASSIFIED

Classification: UNCLASSIFIED

TRANSITORY RECCRD

I:is an QCA and he can classify the information, unless CTD would prefer to classify it. _ b6
biC

From: RYBICKI, JAMES E (DO)(OGA)

Sent: fhor g2 YAV a TR M2 01554:09PM

Yo: GIULIANO, MARK F (DO) (FBI); GIACALONE, JOHN (DO)(FBI); STEINBACH, MICHAEL B. (CTD) (FBI); JUPINA,
MICHELLE A (RMD)(FBI); BAKER, JAMES A (OGC)(FBI)

Subject: FW: State email FOIA --- UNCLASSIFIED

Classification: UNCLASSIFIED

TRANSITQRY RECORD

State Department COS Jonathan Finer called this afternoon reference this matter. He provided the background on the
review process, stated that he was not attempting change the AD’s classification decision, and said that he just wanted
to make sure that FBI leadership was aware of the decision and the procedural process and media attention it wouid
likely trigger. '

I spoke to AD Steinbach who provided the background on the decision and | relayed back to the State Department that
leadership is aware of the review process and decision. Mr. Finer asked whether it would be possible for the FBI to
classify the information (as opposed to the State Department classifying on behalf of the FBI}. | told him that | would
inquire but would defer to the classification and FQIA experts.

Jim



ALL INTORMATION COWTAIWED
BERETM I35 IMCLASSITIED

| KRMD) (FB" ' CATE 11-D7-201& BY J37J85T34 NSILG b6
p7C
From: RMD) (EBI}
Sent: RAaayRMays2 2 a0 Ta%12:50 B!
To: GIACALONE, JOHN (DO){FBLI)
Ce: JUPINA, MICHELLE A (RMD)(FBI)
Subject: RE: State email FOIA -—- UNCLASSIFIED
SentineiCaseld: TRANSITORY RECORD

Classification: UNCLASSIFIED

TRANSITORY RECORD

Thank you sir|:] ' : b6
o b7C

From: GIACALONE, JOHN (DOY(FB) b6
Sent: Eqdavy ,‘1212015 75 (1 p7C
To: JUPINA, MICHELLE A (RMD)(FBI); RMD) (FBI)

Cc: GIULIANGC, MARK F (DO) (FBI)
Subject: RE: State email FOIA --- UNCLASSIFIED

Classification: UNCLASSIFIED

TRANSITORY RECORD

Michellezl- Great job by you and your team on addressing the review of the DoS emails. Your thorough analysis b6
and recommendation were spot on. Well done - thanks - lohn b7cC

From: JUPINA, MICHELLE A (RMD)(FBI)

Sent: Thursday, May 21, 2015 4:16 PM

To: RYBICKI, JAMES E (DO)OGA); GIULIANC, MARK F (DO} (FBI); GIACALONE, JOHN (DO)(FBI); STEINBACH, MICHAEL
B. (CTD) (FBI); BAKER, JAMES A (OGC){FBI}

Subject: RE: State email FOIA --- UNCLASSIFIED

Classification: UNCLASSIFIED

TRANSITORY RECORD

|:]is an OCA and he can classify the information, unless CTD would prefer to classify it. bE
biC

From: RYBICKI, JAMES E (DO} OGA)

Sent: Thursday, May 21, 2015 4:09 PM

To: GIULIANO, MARK: F (DO) (FBI); GIACALONE, JOHN (DO)(FBI); STEINBACH, MICHAEL B. (CTD) (FBI), JUPINA,
MICHELLE A (RMD)(FBI}; BAKER, JAMES A (OGC)(FBI)

Subject: FW: State email FOIA --- UNCLASSIFIED



ALL ¥ET INFCRATION COMTAINED
HEREIN 1S UNCLASSIFIED
OATE 10-31-2016 BY J3TIRET24 HNSICC

CD) {FBI ' bé
. } {FBI) _ b7C
From:: MacDougall, Mark|
Sent: Monday, August 10, 2015 4:19 PM
 To: (CD) (FBI)
Subject: Tyan ragnano

Agen | - . bS
: b7C

| am writing following our telephone conversation of earlier today regarding our client, Bryan

Pagliano. In response to your inquiry, we are not prepared to have Mr. Pagliano participate inan"

interview with the FBI — particularly in the absence of any explanation as to the focus or scope of your

prospective questions. Please ask the Department of Justice lawyer responsible for this investigation

to contact me if further discussions are needed. Also, please convey to any other DOJ or FBI

personnel involved in your investigation that Mr. Pagilano is represented by counsel and that all

further inquiries should be directed to our law firm. My full contact information is provided below.

Thanks.

Mark MacDougall

Mark J. MacDougall
AKIN GUMP STRAUSS HAUER & FELD LLp

1333 New Hampshire Avenue, NW. | Washington, DC 20036-1564 | USA | Birecc [ || tntemal___| w b6
Fax: +1 202.887.4268 || | akingump.com | Bio b7C

The information contained in this e-mail message is intended only for the personal and confidential use of the
recipient(s) named above. If you have received this communication in error, please notify us immediately by e-
mail, and delete the original message.
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Collected Item Log

"ih||

Event Title:

Approved By:l

Drafted By:

\ 25

Case ID #;

@
e

($//1%F)

MISHANDLING OF CLASSIFIED;
UNENOWN SUBJECT OR COUNTRY;

ol
b3
R7E

Date: (08/12/2015

bé
b7C

bl
b3
L7E

SENSITIVE INVESTIGATIVE MATTER (SIM)

Derived
Sourg
classify On: 2040

Multiple

Full Investigation Initiated: 07/10/2015

Collected From:

Receipt Given?:

Holding Office:

(U} Platte River Networks/Egquinex
800 Secaucus Rd
Secaucus, New Jersey (07094

No

WASHINGTON FIELD

Details: No Details Provided

Item Type
1B Digital

Description

“(U) Dell Poweredge 2900, Gray Color, S/N G842PC1
Collected On: 08/12/2015

Seizing Individual: | I
Collected By: | [

Location Area: NA

Specific Location: WNA

Device Type: Computer

Serial Number: G842PC1

Number of Devices Collected: 1

SERAT/ NOTORR

bé
b7C

This document comtaing neither recommendations nor conclusions of the FBI. 1t is the property of the FBI and is loaned te vour agency; it and its
contents are not to be distributed outside vour agency,
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FD-302a (Rev. 10-6-95) ALl INFORMATION COWTAIMEDR
<= HEREIW IS UNCLASSITIED
CATE 10-31-201€ BY 337388T34 N3ICG

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _07/31/2015

On the moming of July 31, 2015, Federal Bureau of Investigation (FBI) Special Aﬁent !SA!l: b6

eceived a voicemail on her desk telephone from a woman identifying herself as p7C
from| | vised she represented the clients at Platte River Networks who were
recently provided a copy of a preservation letter from the FBL stated on the voicemail that she
advised her clients to “follow the instructions on the letter to the t”. hen stated that if the FBI had
any further questions regarding the letter to contact her at telephon

; ; . b6
- SAI:lteleph_oned:l later the same morning at| |to advise she received B7C
her voicemail and appreciated the contact.

Investigation on __ 07/31/2015 at Denver, Colorado
File # _| Date dictated ___ N/A b3
b7E
By SA ] b6
) BIC

This document contains neither recommendations nor canclusions of the FBL. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency. ’
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. - ALL INFORMATION CONTAINED

HEREIN I3 UNCLRSSITIED
BATE 10-31-201e BY J37385TR4 HNSICG

U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

Date: August 11, 2015

To: John Kerry
Secretary of 3tate
U.S. Department of State

From: Charles H. Kable
Section Chief
Counterespionage Secticn
Counterintelligence Division

Subject: Request for

on July 6, 2015, the FBI received a Section 811(c¢) Referral from the b
Inspector General of the Intelligence Community regarding the potential
compromise of classified information. Pursuant teo this referral, FBI
‘respectfully requestsl ]

b7C
b7E

*

»

»

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your
agency; it and its contents are not o be distributed omside your agency.



You are also requested not to disclose the existence of this request , other than as necessary to comply
with this request, as the FBI's investigation may be jeopardized by this type of disclosure.

If you have any questions regarding this request, please direct all inquiries to Special Agent

tho can be reached af |

Sincerely,

.

Charles H. Kable IV
Section Chief
Counterintelligence Division

This document contains neither recommendations nor conclusions of the FBI. 1t is the property of the FBI and is loaned to your
agency; it and its contents are not to be distributed outside your agency.

b6
b7C
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U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

ALL IWMECRMATION COHMTAIMEL
FERETN IS UMCLASSIFTIED
O&TZ 11-07-Z01& BY J27380T24 HNSICC

August 12, 2015

Re:  Request for Preservation of Records

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for
the preservation of all records and other evidence in your possession regarding the domain
account (@clintonemail.com, pending further legal process.

You are hereby requested to preserve the records described below currently in your
possession, including records stored on backup media, in a form that includes the complete
record, and records that may come into your possession from the date of acknowledgment of this
request until receipt of a legal court order. You are also requested not to disclose the existence
of this request to the subscriber or any other person, other than as necessary to comply with this
request, as the FBI's investigation may be jeopardized by this type of disclosure. You are also
requested not to close the account of the subscriber, unless requested to do so by the subscriber.
If compliance with this request may result in a permanent or temporary termination of service
to the accounts described below, or otherwise alert the subscriber or user of these accounts as
to your actions to preserve the referenced files and records, please contact Special Agent

|as soon as possible and before taking any such actions.

This preservation request applies to the following records and evidence:

A. All stored electronic communications and other files reflecting communications to
or from the requested account.

B. The contents of any communication or file stored by or for the account and any
associated accounts, and any information associated with those communications
or files, such as the source and destination email addresses or IP addresses.

C. All records and other evidence relating to the subscriber(s), customer(s), account
holder(s), or other entity(ies) associated with the requested account including,
without limitation, subscriber names, user names, screen names or other identities,

- mailing addresses, residential addresses, business addresses, e-mail addresses and
other contact information, telephone numbers or other subscriber number or

b7E

b6
b7C



identity, billing records, information about the length of service and the types of
services the subscriber or customer utilized, and any other identifying
information, whether such records or other evidence are in electronic or other
form; and

All connection logs and records of user activity for the requested account,
including:

Connection date and time;

Disconnect date and time;

Method of connection (e.g., telnet, ftp, http);

Data transfer volume;

User name associated with the connection and other connection
information, including the Internet Protocol address of the source of the
connection;

Telephone caller identification records and

Connection information for other computers to which the user of the
above-referenced accounts connected, by any means, during the
connection period, including the destination IP address, connection time
and date, disconnect time and date, method of connection to the
destination computer, the identities (account and screen names) and
subscriber information, if known, for any person or entity to which such
connection information relates, and all other information related to the
connection from ISP or its subsidiaries.

v R

= o

Any other records and other evidence relating to the requested account. Such

records and other evidence include, without limitation, correspondence and other

records of contact by any person or entity about the above-referenced account, the
content and connection logs associated with or relating to postings,
communications and any other activities to or through the requested account,
whether such records or other evidence are in electronic or other form.

If you have anv questions regarding this request, please direct all inquiries to

who can be reached at]

Sincerely,

P

Charles H. Kable IV
Section Chief
Counterintelligence Division

]

b6
b7C
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"u.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

ALL INFORMATION CONTAINED
HEREIN IS UHNCLASSIFIED
DATZ 11-07-201€ BY J37285T34 WSICC

August 12, 2015

b7E

Re: Request for Preservation of Records

Pursuant to Title 18, United States Code Section 2703(f). this letter is a formal request for
the preservation of all records and other evidence in your possession regarding the domain
account @clintonemail.com, pending further legal process.

You are hereby requested to preserve the records described below currently in your
possession, including records stored on backup media, in a form that includes the complete
record, and records that may come into your possession from the date of acknowledgment of this
request until receipt of a legal court order. You are also requested not to disclose the existence
of this request to the subscriber or any other person, other than as necessary to comply with this
request, as the FBI's investigation may be jeopardized by this type of disclosure. You are also
requested not to close the account of the subscriber, unless requested to do so by the subscriber.
If compliance with this request may result in a permanent or temporary termination of service
to the accounts described below, or otherwise alert the subscriber or user of these accounts as
to your actions to preserve the referenced files and records, please contact Special Agent

| |as soon as possible and before taking any such actions. 22
c

This preservation request applies to the following records and evidence:

A. All stored electronic communications and other files reflecting communications to
or from the requested account.

B. The contents of any communication or file stored by or for the account and any
associated accounts, and any information associated with those communications
or files, such as the source and destination email addresses or IP addresses.

G All records and other evidence relating to the subscriber(s), customer(s), account
holder(s), or other entity(ies) associated with the requested account including,
without limitation, subscriber names, user names, screen names or other identities,
mailing addresses, residential addresses, business addresses, e-mail addresses and
other contact information, telephone numbers or other subscriber number or



identity, billing records, information about the length of service and the types of
services the subscriber or customer utilized, and any other identifying
information, whether such records or other evidence are in electronic or other

form; and
D. All connection logs and records of user activity for the requested account,
including: '

1. Connection date and time;

2. Disconnect date and time;

3. Method of connection (e.g., telnet, ftp, http);

4, Data transfer volume;

8 User name associated with the connection and other connection
information, including the Internet Protocol address of the source of the
connection; '

Telephone caller identification records; and
7. Connection information for other computers to which the user of the

above-referenced accounts connected, by any means, during the
connection period, including the destination IP address, connection time
and date, disconnect time and date, method of connection to the
destination computer, the identities (account and screen names) and
subscriber information, if known, for any person or entity to which such
connection information relates, and all other information related to the
connection from ISP or its subsidiaries.

E. Any other records and other evidence relating to the requested account. Such
records and other evidence include, without limitation, correspondence and other
records of contact by any person or entity about the above-referenced account, the
content and connection logs associated with or relating to postings,
communications and any other activities to or through the requested account,
whether such records or other evidence are in electronic or other form.

f ol
»7C

If you have any questions regarding this request, please direct all inquiries to
Special Agent| } who can be reached at| |

Sincerely,

Charles H. Kable IV
Section Chief
Counterintelligence Division
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FD-302a (Rev. 10-6-95) HEREIN IS UNCLASSITIEC
- i CATE 11-07-2016 BY J37.85T24 NSICC

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _08/07/2015

Oon August 7, 2015, | | for the FBI's b6
Records Management Division provided the enclosed internal FBI el
communications, classified SECRET//NOQFORN, referencing three (3)

. documents passed to the FBI by the State Department on or about April
29, 2015. Insofar as the State Department had identified FBI equities
contained in these deocuments, they were sent to the FBI for
classification review. : '

The first email, dated September 16, 2015 was found to contain no
clagsified information and released in full without redactions. The
gsecond email, dated October 17 and 18, 2012 was redacted and released
in part using the B7{A) and B7.(C) FOIA exemptions. The third email,
dated October 3, 2012, was redacted and released in part based on the
Bl FOIA exemption inscfar as it contained non-FBI classified
information. '

The enclosure to this record is classified SECRET//NOFORN,

Investigation on __G8/G7/2013 at Washington, D.C, . 23

b7E
File # | I Date dictated NIA

' b6 ’#K
By SA - p7C 2\

This document contains neither recommendations nor conclusions of the FBL. It is the property of the FBI and is loaned to your agency; it
and its contents are not 1o be distributed outside your agency.




Classification: M//&%@m

DECLASSITIED BY: NSICE J3T7J85T34
ON 11-07-2016 b6
(NFNFBI) e RS mmesns b7C
From: | I krMD) (FBI)
© Sent: Thurs August 06, 2015 3:23 PM g
To: [ INF)(FBI); [ kLA)(FBI)
Subject: | |Documents#2 --- SECRETHNOFORN
SentinelCaseld: TRANSITORY RECORD
Classification: CRET//NQ RN
Classified By: J23J9
Derived From: FRI ed 20130301
Declassify On: 20401231
TRANSITORY RECORD
Please see attached.
I: Doc.pdf be
»7C



DECLRASSITIED RY: MSICS 5377557354

\ OH 11-07-2016 b

(RMD) (FBI) ST
From: RMD) _(‘F_BI}_ .
Sent: : E@ne@aﬂd}ﬁ%ﬂ%
‘To: {CTD} (FBI
Ce: (CTD)(FBI); —|(RMD) (Fsz;l |

OGC) {FBl); CTD)(FBI); JUPI MICHELLE A {RMD)
(FBI), NEAGLE, LOUISE Bh)

Subject: HRC emaiis, FOIA case F-2015-04841 - SECRETHNOFORN
SentinelCaseld: TRANSITORY RECORD

Classification: SECRET/#/NOFORN

Classified By: J23J39
Derived From: FBI N
Declassify On: 204

TRANSITORY RECORD

— be

b7C

Attached are three new emails from State. The review on these three documents has not been finalized by State, so the
markings reflect the status at this time. Thanks!

= -

C05739708.pdf  C05739758.pdf  CD5739635.pdf

[ 1]

Classification: SECRET QFCORN



DECLASSIFIED BY. N3ICG 37585734
Ch 11-07-2016

[ [(RMD) (FBI)
—
From: [ |(RMD) (FBI)
Sent: : rit 30, 2015 8:32 AM
To: (CTDj) (FBI}
Ce: _ (CTO)FBI) | (RMD) (FBI)
Subject: ' RE: HRC emails, FOIA case F-2015-04841 --SECREFNOFORN
SentinelCaseld: TRANSITORY RECORD
Classification: FORN
Classified By: J23J9 :
Perived From: FBI N dated 20120629
Declassify On: 20
TRANSITORY RECORD
Yes, and ) understand internally at State there was some who agreed with our marking.
From:l 1(CTD) {FBI)
Sent: Wednesday, April 29, 2015 6:07 PM
To RMD) (FBI)
Cc: (CTD)(FBI); L [(RMD) (FBI) 1{OGC) (FBI);

(CTD)(FBI); JUPINA, MICHELLE A (RMD)(FBI); NEAGLE, LOUISE M (RMD)(FBI)

Subject: RE: HRC emails, FOIA case F-2015-04841 --- SEEREFNOFORN-

Classification: SECRET//NQFORN

Classified By: F48M57
Derived From: FBI NS
Declassify On: 204

TRANSITORY RECORD

w_]

(U} Thanks, we'll take a look at these and get a response back. In glancing at the third e-mail | notice it’s been marked by
DOS as containing classified information. That might in part explain why they've backed off some of their early
resistance to use invoking the bl exemption.

wl_]

From:| J(RMD) (FBI)

Sent: Wednesday, April 29, 2015 5:40 PM
To: ](CTD) (FBI)

Cc: kcToxFBL);[C J(RMD) (FBI);| KOGC) (FBI);

ted 20120629

[(CTD)(FBI); JUPINA, MICHELLE A (RMD)(FBI); NEAGLE, LOUISE M (RMD)(FBI)

Subject: HRC emalils, FOIA case F-2015-04841 --- SEEREFHNORORN

b6
b7C

b6
b7C

b6
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CECLASSIFIED BY: MWSILC J37385TR4
oy 11-07-201¢

RMD) (FBI)
From: [ YRMD) (FBI)
Sent: Wednesday, May 06, 2015 12:56 PM
To: _ | cTD) (FBI
Ce: (CTDMFBLY: RMD} (FBY);| |
OGC) (FBY); CTD)FBI); JUPINA, MICHELLE A (RMD)
(FBI); NEAGLE, LOUISE M (RMD)(FBJ)
Subject: RE: HRC emails, FOIA case F-2015-04841 ----SECRETHNOFORN-
SentinelCaseld: TRANSITORY RECORD

Classification: SKECRET//NQFORN

Classified By: J23J98T
Derived From: FBI NSI
Declassify On:' 2040

TRANSITORY RECOR

- dated 20120629

Do you have the status? | need to appease State.

Thanks
1
From:| [RMDj) (FBI)
Sent: Wednesday, April 29, 2015 5:40 PM
Tog [CTD) {FB1)
ce: | [(CTD)(FaI)] ] (RMD) (FBI){ | (OGC) (FBIY; -

| [(CTD)(FBI); JUPINA, MICHELLE A (RMD)(F81); NEAGLE, LOUISE M (RMD)(FBI)
Subject: HRC emails, FOIA case F-2015-04841 --- SECREFHNOFORN

Classification: SKECRET//NOFORN

2
dated 20120629

Classified By: J23J
Derived From: FBI NS
Declassify On: 20404123

TRANSITORY RECOR

1

Attached are three new emails from State. The review on these three documents has not been finalized by State, so the
markings reflect the status at this time. Thanks!

<< File: C05739708.pdf »> <<File: C05739758.pdf >> << File: C05739635.pdf >>

1
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DECLASSITIED BY: HSICE S3T7C085T74
CH 11-07-2016

| |(RMD) (FBI)

From: (RMD)-(FBI)
Sent: Tiday, May 08, L015,11:25 AM
To: (CTD) (F8I)
Ce: CTouERD] (RMD) (FBIy| _
OGC) (Fal) (CTD)(FBI); JUPINA, MICHELLE A (RMD)
(FBI), NEAGLE, LOUISE M (RMD)(FBI)
Subject: RE: HRC emails, FOIA case F-2015-04841 --SEGREFHNOFORN:
SentinelCaseld: TRANSITORY RECORD

Classificatiocon: CRET//NOFORN

Classified By: J23J9
Derived From: FBI NS dated 20120629
Declassify On: 204

TRANSITORY RECORD

Thank you very much, hope you're feeling better.

From:{ (CTD) (FBI)

Sent: Friday, May 08, 2015 10:02 AM

To; [(RMD) (FBI)

Cc: (CTDXFBI);| (RMD) (FBI); | | (OGC) (FBI);

| CTD)(FBI); JUPINA, MICHELLE A (RMD)(FBI); NEAGLE, LOUISE M (RMD)(FBI)
Subject: RE: HRC emails, FOIA case F-2015-04841 — SEERETNOFORN

Derived From:
Declassify On:

TRANSITORY RECORD

wl_]

(U) Sorry for the delay in getting back to you, I've been out sick the last couple days.

(U) CTD is fine with the redactions which DOS recommends and has no requests for further redactions.

() |

{U) Blessed are they who maintain justice,
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U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

ALL JTMZORMATION CONTAINED
HERETN IS URCLASSIFIED
0aTz 11-07-201& BY 237J85TH4 MIICC

July 27, 2015
Custodian of Records
Platte River Networks
5700 Washington Street
Denver, CO 80216

Re:  Request for Preservation of Records

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal reciueSt for
the preservation of all records and other evidence in your possession regarding the domain
account @clintonemail.com, pending further legal process.

You are hereby requested to preserve the records described below currently in your
possession, including records stored on backup media, in a form that includes the complete
record, and records that may come into your possession from the date of acknowledgment of this
request until receipt of a legal court order. You are also requested not to disclose the existence
of this request to the subscriber or any other person, other than as necessary to comply with this
request, as the FBI's investigation may be jeopardized by this type of disclosure. You are also
requested not to close the account of the subscriber, unless requested to do so by the subscriber.
If compliance with this request may result in a permanent or temporary termination of service
to the accounts described below, or otherwise alert the subscriber or user of these accounts as
to your actions to preserve the referenced files and records, please contact Special Agent

| as soon as possible and before taking any such actions. b6

b7C

This preservation request applies to the following records and evidence:

A. All stored electronic communications and other files reflecting communications to
or from the requested account. .

B. The contents of any communication or file stored by or for the account and any
associated accounts, and any information associated with those communications
or files, such as the source and destination email addresses or IP addresses.

C. All records and other evidence relating to the subscriber(s), customer(s), account
holder(s), or other entity(ies) associated with the requested account including,
without limitation, subscriber names, user names, screen names or other identities,
mailing addresses, residential addresses, business addresses, e-mail addresses and
other contact information, telephone numbers or other subscriber number or
identity, billing records, information about the length of service and the types of



services the subscriber or customer utilized, and any other identifying
information, whether such records or other evidence are in electronic or other

form; and
D. All connection logs and records of user activity for the requested account,
including:
1. Connection date and time;
2. Disconnect date and time;
3 Method of connection (e.g., telnet, fip, http);
4, Data transfer volume; .
5 User name associated with the connection and other connection

information, including the Internet Protocol address of the source of the
connection;

Telephone caller identification records; and

Connection information for other computers to which the user of the
above-referenced accounts connected, by any means, during the
connection period, including the destination IP address, connection time
and date, disconnect time and date, method of connection to the
destination computer, the identities (account and screen names) and
subscriber information, if known, for any person or entity to which such
connection information relates, and all other information related to the
connection from ISP or its subsidiaries.

No

E. Any other records and other evidence relating to the requested account. Such
records and other evidence include, without limitation, correspondence and other
records of contact by any person or entity about the above-referenced account, the
content and connection logs associated with or relating to postings,
communications and any other activities to or through the requested account,
whether such records or other evidence are in electronic or other form.

If you have any questions regarding this request, please direct all inquiries to

Spécial.Agent[ |who can be reached at :s
c
Sincerely,
Charles H. Kable IV
Section Chief

Counterintelligence Division






. ALL THMFORMATICH CONTATNED
HEREIN IS UNCLASSIFIELC
CATE 11-09~2016 2Y J37J88T34 NEICG

U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

July 31, 2015
Joseph P. Clancy
Director
United States Secret Service
950 H Street., NW
Washington, D.C. 20223

Re: Request for Preservation of Records

Dear Director Clancy:

This letter is a formal request for the preservation of all records and other evidence in
your possession, or in the possession of Hillary Clinton, former Secretary of State, regarding the
domain account @clintonemail.com, pending further legal process.

You are hereby requested to preserve the records described below currently in your
possession, or in the possession of Hillary Clinton, including records stored on backup media, in
a form that includes the complete record, and records that may come into your possession from
the date of acknowledgment of this request until receipt of a legal court order. You are also
requested not to disclose the existence of this request, other than as necessary to comply with this
request, as the FBI's investigation may be jeopardized by this type of disclosure,

This preservation request applies to the following records and evidence:

A, All stored electronic communications and other files reflecting communications to
or from the requested domain account.

B. All servers, computers, thumbdrives, hard drives, smartphones, or any other
digital storage devices in your possession or in the possession of your client,
which may contain communications to or from the requested domain account.

C. All business records and other evidence relating to the establishment of the
domain referenced above, including subscriber(s), customer(s), account
holder(s), or other entity(ies) associated with the requested account including,
without limitation, subscriber names, user names, screen names or other identities,
mailing addresses, residential addresses, business addresses, e-mail addresses and
other contact information, telephone numbers or other subscriber number or
identity, billing records, information about the length of service and the types of



services the subscriber or customer utilized, and any other identifying
information, whether such records or other evidence are in electronic or other

form; and
D. All connection logs and records of user activity for the requested account,
including:

5 (A Connection date and time;

7, Disconnect date and time;

3. Method of connection (e.g., telnet, ftp, http);

4. Data transfer volume;

3. User name associated with the connection and other connection
information, including the Internet Protocol address of the source of the
connection;

Telephone caller identification records; and
s Connection information for other computers to which the user of the

above-referenced accounts connected, by any means, during the
connection period, including the destination IP address, connection time
and date, disconnect time and date, method of connection to the
destination computer, the identities (account and screen names) and
subscriber information, if known, for any person or entity to which such
‘connection information relates, and all other information related to the
connection from ISP or its subsidiaries.

E. Any other business records and other evidence relating to the requested account.
Such records and other evidence include, without limitation, correspondence and
other records of contact by any person or entity about the above-referenced
account, the content and connection logs associated with or relating to postings,
communications and any other activities to or through the requested account,
whether such records or other evidence are in electronic or other form.

If you have any questions regarding this request, please direct all inquiries to
Special Agent| [who can be reached af |

Sincerely,

y

Charles H. Kable 1V
Section Chief
Counterintelligence Division

b6
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ALL ¥FBI INICRMATION COMTAIMED
HEREIN IS UMCLASSIYTIED
CATE 11-07-2016 BY F37J85T24 NWIICC

AL v
Wnited Drates Denate
COMAMITTEE QN THE JUDICIARY
VASHINGTON, DO 25508270

THATEE FORRASSIEY, s DA AAR

QRN G HAT fH
Je r‘ b[SRu“ v

August 5, 2015
VIA ELECTRONIC TRANSMISSION

The Honorable James B. Comey, Jr.
Director

Federal Bureau of Investigation

935 Pennsylvania Avenue, NW
Washington, D.C. 20535

Dear Mr. Comey:

The Judiciary Committee has learned that the Office of Inspector General for the
Department of State (State OIG) opened an investigation involving potential criminal conduct by
Ms. Huma Abedin while she worked for the Department of State under then-Secretary Clinton.
Specifically, the investigation examined the circumstances of Ms. Abedin’s work arrangements,
leave status, and conversion from a full-time Department of State employee to a Special
Government Employee (SGE) and Senior Advisor to former Secretary Clinton.

During the course of its investigation into this matter, the Committee has learned that the
State O)G transmitted a letter, notice, or other similar communication (“letter”) to the FBI in
October 2013 placing it on notice that State OIG’s investigation was no longer & preliminary
matter but a full-fledged criminal investigation into Ms. Abedin. However, there have been
public denials that the information provided to the Committee is accurate.! In order for the
Commitiee to assess the veracity of the information provided in this matter, please provide a
copy of the October 2013 letter from State O1G by no later August 12, 2015, 1f no such letter
exists, please advise the Committee immediately.

If you have any questions, contact Josh Flynn-Brown of my Committee Staff at (202) 224-
5225. Thank you for your cooperation.

Sincerely,

Bl

Charles E. Grassley
Chairman
Committee on the Judiciary

'S.A. Miller, *Hillary Clinton aide Huma Abedin emerges as potential liability for 2016 bid,” WASHINGTON TIMES { August 4,
2015}, Accessiblc at http://www.washingtontimes, com/mews/201 5/aug/4/hillary-clinton-aide-huma-abedin-emerges-as-potent/
{*'There is ne criminal investigation, and there never has been. To say otherwise is patently false and grossly irresponsible,” [Ms.
Abedin’s atlorney, Karen L. Dunn] said.™)
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FEDERAL BUREAU OF INVESTIGATION

FD-302a (Rev. 10-6-95)

Date of transeription _07/31/2015

_ b6
On 07/31/2015, at approximately 12:45 p.m., Special Agenﬂ served a preservation 1Y
letter addressed to Joseph P. Clancy, Director, U.S. Secret Service to] [U.S.
Secret Service.
The preservation letter was served at U.S. Secret Service’s office located at 950 H. Street, NW, b6
Washington, DC 20223 ] lorovided his contact information as phone:| | kg
b3
Investigation on __ 07/31/2015 at Washington, DC bT7E
File # | Date dictated  N/A
. : ; a\b
: b6 ~£|~\
By SA _ b7c Lﬁj

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it : Qlﬁ“;

and its centents are not te be distributed outside your agency.
[ Ve
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ALL INFTORMZTION CONTAINED

HEREIN IS UNCLARSI®EIED
CATE 11-07-2016 BY J37388T324 NSILCC

U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

Date: August 4, 2015

To: Steve A. Linick
Inspector General
Department of State

From: Charles H. Kable
Section Chief
Counterespicnage Section
Counterintelligence Division

Subject: Request for copies of Preserved b7E

On July €, 2015, the FBI received a Section 8ll{c) Referral from the
Inspector General of the Intelligence Community regarding the potential:
compromise of classified information. Pursuant to this referral, FBI
respectfully reguests | |for
the following

1.
2.
3.
4.
5.
6. bé
7. b7C
8. b7E
9,
10
11
12
13
1
1
1
1
1
1

This document contains neither recommendations nor conclusions of the FBI. It is the propetty of the FBI and is loaned to your
agency; it and its contents are not to be distributed outside your agency.



20,
21;
22
23]

You are also requested not to disclose the existence of this request , other than as necessary to comply
with this request, as the FBI's investigation may be jeopardized by this type of disclosure.

If you have any questions regarding this request, please direct all inquiries to Special Agent

who can be reached at

Sincerely,

%: .

Charles H. Kable 1V
Section Chief
Counterintelligence Division

e

This document contains neither recommendations nor conclusions of the FBI. 1t is the property of the FBI and is loaned to your
agency; it and its contents are not to be distributed outside your agency.
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To: CD-4__ From: CD-4 FBI INTO.
Re: (U) Date: 08/05/2015 CLASSIFIED BY NSICG 337085734  Oo
REAZON: 1.4 (O DIk
DECLASSIFY ON: 12-31-2040
DATE: 11-03-2016
Precedence: ROUTINE Date: 08/05/2015
To: CD-4, Counterespionage Section
From: CD-4, Counterespionage Section
Contact: A/ASC be
bp7C
Approved By: | 8['46
Drafted By: |
Case ID #: (U) | Fa bl
b3
Title: (S//%F B7E
Synopsis: (U//FeH® To document meeting with the US Secret
Service on 07/28/2015.
Classifie 2W53B30 ;
Derived Fro I NSIC dated 20130301
Declassj] 01231
Enclosure(s): (U//#688) One original copy of notes taken by
Counterespiconage Section (CD-4) Section Chief Charles Kable IV:
iginal copy of notes taken by CD-4 A/ASC| b6
| i one original business card from US Secret Service (USSS) p7C
Tnspector | |
Details: (U//FOHG) On 06/28/2015, CD-4 SC Kable and A/ASC
met with the USSS Office of Tngpections, Acting Special Agent 1n
Charge, Inspector and peputy Specilal Agent
in Charge, Inspector]| at USSS Headquarters,
950 H St. NW, Washington, DC 20223.
iUﬁ(Eﬁyﬁﬁi[:::::::]and| | wvere admonished 26
; : - - : ’ b7C
regarding their obligation to not further discuss the FBI’s
investigation and wvoluntarily executed sensitive case briefin
acknowledgement forms. CD-4 requested and
. assistance in obtaining USSS information related to Ihe
location, operation, and USSS involvement with the 2 Bl
personal e-mail network/server. CD-4 also requested TIEIT s z:E



S T/ AOFORN
To: CD-4 From: CD-4
Re: (U} |Date: 08/05/2015 :

assistance in identifying appropriate USSS personnel to be
interviewed as part of the Investigation.

fuli§7§&F)| l]acknowledged that he understood the
FBI's request, but advised that he would need to confer with his
management given that the request dealt with the USSS protectee
mission. advised he would only generally inform his
management of the type of information the FBI was seeking and
would not identify to his management the specific subject or
details of the] Iinvestigation.%::::::] left the
meeting to confer with unidentified USSS managers and indicated
he would return to the meeting room with a response.

e (S F) Approximately 20 minutes later,
returned to the™meeting ro nd vised that he had conferred
with his management chain.i |advised that his management
told him that any FBI request for information or assistance
related to this matter would need to come via written request
from the Department of Justice to the Department of Homeland
Securit which would then forward the request to the U33S. When
asked,[f;:::::lrefused to identify the specific USSS manager (s)
to whom he spoke. CD-4 advised| |and that, as
the only two USSS officials read-in to the
investigation, they were not permitted Lo roscos=——Tre—exT=tence
of the FBI's investigation with anyone. and| |
indicated they understood their obligation to protect the
investigation.

LR
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: ALL IWEICEMATION COWTAIMED
FD-302a (Rev. 10-6-95) HEREIN IS UHMCLASSITIED

-1- 0ATE 11-07-2016 BY J37J8BTRa MNSICC

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _08/14/2015

fal)

On 08/14/2015, Special Agent] provided (1) Disc containing 30, 542 email o
records to [Office of the Inspector General of the Intelligence Community.
as also provided a letter signed on 08/13/2015 from Randall C. Coleman, Assistant Director
to I. Charles McCullough III which outlined the guidelines for the release of the Disc.
Investigation on __08/14/2015 at Washington, DC B3
\ _ b7E
File # J | Date dictated ___N/A
By SA| ] b be
. p7C

" This document contains neither recommendations nor conclusions of the FBL. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.
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F-1087 (Rev. 53-8-10)
"Ezzﬂﬁi}ﬁsoseau

FEDERAL BUREAU OF INVESTIGATION

OrriciaL_Reconp
T yen’ GArMG SRR bl o ik iy
AL MSGAER WvE Deol wnSed T &
collad FEI T amsler

ol

Collected Hem Log ‘ b3
] b7E
Event Title: _ Date: 08/14/2015
Approved By:l | :gc
Drafted By:l |
_ 4§0 bl
Case ID #:| r {3/ P b3

MISHANDLING OF CLASSIFIED; b7E
UNKNOWN SUBJECT OR COUNTRY;
SENSITIVE INVESTIGATIVE MATTER (SIM)

CLASSTZIED BY: WSICG J37585T34

Rea - )
REASOM: 1.4 iC
Derive rom: Multiple DECLASSIFY ON: 12-31-2040
Sou DATE: 11-07-2015
Declassify 20401231 ALL INEORMATION CONTAINED
: BERETN 15 UNCLASSITIEDR EXCEPT
. . _ HERE SHOWW CTHERWIS
Full Investigation Initiated: 07/10/2015 | WEERR SEOALTETHERNISR

Collected From: (U) KATHERINE TURNER, ES3Q
WILLIAMS & CONNOLLY, LLFE
725 12TH STREET, NW
WASHINGTON, District Of Columbia

’

Receipt Given?: No
Holding Office: WASHINGTON FIELD
Details: No Details Provided

Item Type Description

1B General {U) BOX OF EMAIL PAPER DOCUMENTS.
BOX 2
Collected On: 08/06/2015
Seizing Individual: | | b6
Collected By: | | p7cC
Location Area: NA
Specific Location: NA&

?Eﬁaﬁg}/ﬁesonu

- This document conlains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is leaned to vour agency. it and its
conlents are not to be distributed outside vour agency.




i2) s T/ ANOFORN
Title:
re: | [08714/2015
1B General {U) BOX OF EMAIIL PAPER DOCUMENTS.
BOX 4
Collected On: 08/06/2015
Seizing Individual;
Collected By:
Locaticon Area: NA
Specific Location: NA
1B General (U) BOX OF EMAIL PAPER DOCUMENTS.
BOX 5
Collected On: 08/06/2015
Seizing Individual:l
Collected By:
Locaticn Area: NA
Specific Location: NA
1B General (U) BOX OF EMAIL PAPER DOCUMENTS,
BOX 7
Collected On: 08/06/2015
Seizing Individual: |
Collected By: |
Location Area: NA
Specific Location: NA
18 General (U) BOX OF EMAIL PAPER DOCUMENTS.
BOX ©
Collected On: 08/06/2015
Seizing Individual: |
Collected By: | |
Location Area: NA
Specific Location: NA
1B General

(Uy BOX OF EMAIL PAPER DQCUMENTS.
BOX 10 '
Collected On: 08/06/2015

Seizing Individual: |

Collected By:l

Location Area: NA
Specific Location: NA

El

SmsRe/ /nerom

2

bl
b3
b7E

b6
b7C

b6
b7cC

b6
b7C

beé
b7C

b6
b7C



@
%Eplﬁi/ﬁueﬁemur

Title:

Re: l

| 08/14/2015

1B General

1B General

1B General

¢

{U) BOX OF EMAIL PAPER DOCUMENTS.
BOX 11
Collected On: 08/06/2015

Seizing Individual:]

Collected By: |

Location Area: NA
Specific Location: NA

{(U) BOX OF EMAIL PAPER DOCUMENTS.
BOX 16
Collected On: 08/06/2015

Seizing Individual: |

Collected By: |

Location Area: NA
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FD-302a (Rev. 10-6-95)
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription _08/03/2015

On August 3, 2015, Records
Management Division, Records Information and Dissemination Section,
Winchester, Virginia provided the enclosed -internal email

communications referencing the FBI's classification of a November 18,
2012 State Department email. The enclosure was provided by'ZI in
support of statements made during a July 30, 2015 FBI interview and
documents items discussed at that time. The enclosure has an overall

classification of / FRETERN.

Investigation on __ 08/03/2015 at Washington, D.C.
File# | [ s\ Date dictated ___N/A

; b6
By SA . p7C
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; if
and its contents are not to be distributed outside your agency.
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FD-302a (Rev. 10-6-95)
3

FEDERAL BUREAU OF INVESTIGATION '

Date of transcription _07/31/2015

On July 31, 2015 receptionist at Williams and bé
Connelly LLP, accepted a preservation letter on behalf of Kathleen B
Turner to preserve records and electronic media related to the
@clintonemail.com email server.

: . b3
Investigation on __ 07/31/2015 at Washington, DC b7E
File# _] [‘t‘q’ Date dictated ___N/A
bé

By SA b7C
This document centains neither recommendations nor conclusions of the FB1. It is the property of the FBI and is loaned to your agency: i n\[;
and its contents are not to be distributed outside your agency,
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Collected tem Log

bl
B3
Event Title: | < g Date: 08/14/2015 b7E
Appraoved By:l |
o123
b7C
Drafted By:l |
Case ID #: id (S//WF) o1
MISHANDLING OF CLASSIFIED; ng
UNKNOWN SUBJECT OR COUNTRY;
SENSITIVE INVESTIGATIVE MATTER (SIM)
Derived
Sources
Decl ify On: 20
Full Investigation Initiated: 07/10/2015
Collected From: [U) Katherine Turner, Esqg
Williams & Connolly, LLP
725 12th Street, NW
Washington, District Of Columbia
Receipt Given?: No
Holding Qffice: WASHINGTON FIELD
Details: No Details Provided
Item Type Description
1B General {U) Box of Paper Documents — Email - Box 19 bE
Collected On: 08/06/2015 b7

Seizing Individual: | |
Collected By: | [
Location Area: . NA

Specific Location: HNa

“SEsag/ Averom

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to veur agency, it and its
contents are not to be distributed owtside your agency.
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Title: | X
Re: 08/14/2015
1B General (U} Box of Paper Documents Email - Box Box 3
Collected On: (08/06/2015
Seizing Individual: I I
Collected By: | |
Location Area: NA
Specific Location: NA
1B General (U) Box of Paper Documents Email - Box 18
Collected On: 08/06/2015
Seizing Individual: I
Collected By:l
Location Area: NA
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1B General (U} Box of Paper Documents Email - Box 22
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1B General (U} Box of Paper Documents Email - Box 21
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Seizing Individual: | |
Collected By: | [
Location Area: NA
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1B General (U) Box of Paper Documents Email - Box 1
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{U) Box of Paper Documents
Collected On: 08/06/2015
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Email - Box

Seizing Individual:
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Location Area: NA
Specific Location: NA

{U) Box of Paper Documents
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HEREIN I3 UNCLRISIFIED

. ALL IMNTORMATION CONTAINED
6 CLTE 11-0%-2301¢ BY J376J31BTR0 NIICC

- ¥D-302a (Rev. 10-6-95)
s

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _08/13/2015

On August 12, 2015, of Platte River Networks, P6
5700 Washington St, Denver, CO 80216, met with Agents of the FBI at 2'°
the Equinix facility located at 800 Secaucus Road, Secaucus, NJ 07094,
to turn over to the FBI a computer server used to host the email
system for former Secretary of State Hillary Clinton’s
@clintconemail.com Internet domain.

At approximately 4:00PM, met Agents and one CART zgc
Forensic Examiner at the parking 1lot of Egquinix (the collocation
facility where the server was physically located and operated from)
and transferred one (1) Dell Poweredge server to the FBI's possession
described in detail below and on the enclesed FD-941, Consent to
Search Computers, and FD-597, Receipt for Property.

Item 1: Dell Poweredge 2900, gray color, S/N G842PC1l

Prior to departing, signed the enclosed FD-941, Consent

to Search Computers, and FD-597, Receipt for Property. The original bé
was kept by the FBI and copies were made byl for his records. b7C

Subsequent to the FBI's collection of the above, Item 1 was
entered into evidence, and given a 1B number by the Washington Field
Office, and then transported te the FBI'‘s Forensic Analysis Unit in
Quantico, Virginia for storage and evaluaticen. Coples of the intake
'sheets and FD-1004 are enclosed with this communication.

_ b3
Investigation on __ 08/12/2015 at Secaucys, N.J. bL7E
Fie# _| | Gk Daté dictated ___N/A
' b6
By SSA p7e

This document contains neither recommendations not conclusions of the FBIL It is the property of the FBI and is loaned to your age
and its contents are not to be distributed outside your agency.



FD-192
Revised
01/09/2009

DATE: 11-03-2016

M CLASSIFIED BY: NSICa
. REASON: 1.4 !0}

DECLASSITY ON: 12-31-2040

STEI1ETED

FEDERAL BUREAU OF INVESTIGATION ;|| 1nrorscr o0 CONTAINEL
EVIDENCE DATA-LOADING FORM EHEREIN IS UNCLASSITIED EXCEDT

Separate forms are mandatory for evidence seized on different dates, at different {ocations, by different individuals, for different

types of evidence.

Type of Evidence being submifted: Warning - special handling
[J General Evidence O Firearms [ Body Fluids O Other
[J vatuable Evidence [ Weapons [J Whole Blood

O Evidence Purchase Money ~ [1 Other [0 HAZMAT _
[J Drug Evidence [J FG3 [J Refrigeration [J Enviro. -
CART C 4

WHERE SHUOWN OTHERWISE

Case ID:

Title and Character of Case: - -

Person Acquiring Evidence:

SS4

Date Acquired: a sr ' TlmeA‘cgu:red "

Source from which evidence acquired:
[Person’s name/job title/company/address)

3/12-/'2» s o | ”;}0 ?\A

Peare (21wt pIETrofES / Ebuyw~ix &oo mam )Zb IE-WCJL T 07054

Anticipated Disposition: - £

Forfeiture Potential: ~ . - " "::Federal Taxpayer Information:

E/‘Fes E]No :.DYes O No

Sealed By: [printed name]

Witﬁessed-‘?B_ry-:-'-h[printed name]

Estimated Dollar Value:

-4 Total Drug Package Weight:

Shr 4842 PC o

THis Torm 15 to be used as a data-loading form only. ECT is to discard this form when the informatior contained herein has been

entered into Evidence Data Base.
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' i il REASOM: 1.4 (T
E5490158 e -
GATE: 11-03-2016
Y - i b3
Couet | ftem: 183 .
Desgription: (U} Dell poweredge 2900, Gray Color, S/H Gg42pCcl (Only paperwork
submitted)
Coltected On:  08/12/20153 04:10 PM EST
Receipt fem#. None Special Handling:  None 2 R
CcaTS ID#:. None Hazardous Materlals: None ;]E";EEE:???MTIUN CONTAINED
FBi Selzure #: None CHELE S 5 UNCLASSIFIED EMCEPT
CATS Abandonment#. None Abandonment #:  None ® SHOWH CTHENWIZE
Digital Information
Type: Computer
Senial Number: gga2rcl
Batterles Charged: NoO
Number Colected: 1
Coliected by CART:  NC
Discovery Location
Area: A
Seizing individuat: l Coliected By:i A . -
- hers Agency.
Speclfic. NA Others: None Others Agency e
None
Anticipated Disposition
None on None
Storage Information
Holding Office: WASHINGTON FIELD
Finallzed By:r_ _j Last inventory: None
o123
Locatlon: E1167159 - ECRL, MAIN EVIDENCE CONTROL CENTER {B112}) WEO-HQ LG
Barcode # £5490158
Chain af Custody
shipping / Transter Log
History
amﬁﬁmiwntnemﬂs
Acquisition Event: >< !:.Sl
. bl
Coliected From: (U} platte River Networks/ /Equinegx b3
BO0 Secaucus Rd 3
gecaucus, New Jerscy. 07084
Recelpt Glven: Ne
Hoiding Office: WASHINGTON FIELD
Evidence Log: I |
Serial Z8 b3
bIiE
bé
k7C
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ALL IMFOREATICN CCHTAINED

. HEREIM IS5 UMCLASSIFIED
F[ﬁ‘-s?‘! (Rev.4.13:2015) CATE 11-0%-2016 3Y 376518T80 NSICC g1 e
UNITED STATES DEPARTMENT OF JUSTICE
FEDERAL BUREAU OF INVESTIGATION
eipt for Property
b3
Case ID: _ b7E
On (date) 08/12/2015 item (s} listed below were:
' Collected/Seized -
Received From
[] Returned To
[C] Released To
(Name) Platte River Networks
(Street Address) Equinix: 800 Secaucus Road
(City) Secaucus, Nj 07094
Description of Item (s): ‘D&“ (P OWUQA?S:- 9\6{ QD ,SM: < , ™ G 8{’[2’]341_
: beé
I— b7C

Received By: | Received From: -

Printed Name/Title: ISpecia! Agent Printed Name/Title: ﬁ#f&




HEREIN I3 UNCLASSIEFIED
CATE 11-03-2016& BY J76J18TE0 NSICC

CONSENT TO SEARCH COMPUTER(S)

. 5 . ALL INFORGATICH CCHTAINED
FD-941(2-26-01)

' b6
1, /P’h "}C ﬁ"W né)’w’f}) . have been asked by Special Agents of the b7¢
Federal Bureau of [nvestigation (FBI) to permit a complete search by the FBI or its designees of any and all computers,
any electronic and/or optical data storage and/or retrieval system or medium, and any related computer peripherals.
described below:
Dell Poweredge Q400 S oy $B42PLE
CPU Make, Model & Serial Number (if avallable) ) '
Storage or Retrieval Media, Computer Peripherals
and located at 800 Secaucus Road, Secaucus NJ 07094 - . which § own, possess.
control, and/or have access 1o, for any evidence of a crime or other violation of the law, The required passwords, logins,
and/or specific directions for compuler entry are as follows:
1 have been advised of my right to refuse to censent to this search, and 1 give permission for this search, freely
and voluntarily, and not as the result of threats or promises of any kind.
I authorize those Agents to take any evidence discovered during this search, together with the medium in/on which
it is stored, and any associated data, hardware, sofiware and computer peripherals. T
- b6
2 b7
August 12, 2015 &
Dale —
i $ Fec‘q\
August 12, 2015 @en‘\'
Date -

Special Agent
Printed Full Name of Witness

Secaucus, NJ
Localion
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HIREIN IS UNCLRSSIFIED
DATE 11-03-2016 BY J786J18T80 NSICC

. ALL TEI IMNFORMATION CONTRINELC

Hure JOHNSON, WISCONSIN, CHARMAN

JOMN MUCASY, ARIZONA THOMAS [ CARPER, DELAWARE
£ FORTMAN, DHIC hATHE MoCASKILL MISSCURI
RAND PALL, KENTLICKY JOM TESTER, MOMTANA
JAMES LANEFORD, OKLARGNMA TAMEY DALDWIN VISCONSIN .
MICHACL B. ENZ), WYOMING HEID HEITAME, NORTH DAKIATA 5 . :
KELLY AYDTTENEW BAMPSIIRE  EORY A: GUOKER, NEW JERBTY %ﬂltzd i tﬂtEa - E“ﬂt[
JONI CANST, I0WA GAHY €, PETERS. REICHIGAN : ‘& ]
REN GASEE. NEBRASKA )
. COMMITTEE ON
e NTAs Pt HOMELAND SECURITY AND GOVERNMENTAL AFFAIRS

GABRIELLE &, BATEIN, MINCHUTY STAFF DIRECTOR

WASHINGTON, DC 20510-6250
August 17, 2015

The Honorable James B. Comey
Director

Federal Bureau of Investigation
935 Pennsylvania Avenue, NW
Washington, D.C, 20535

Dear Director Comey:

I write to inquire about recent reports that the Federal Bureau of Investigation (FBI) has
taken possession of a personal email server and a thumb drive containing 30,000 emails sent or
réceived by former Secretary of State Hillary Clinton that may include classified information.'
According to the Inspector General for the [ntelligence Community (IC IG), the emails contained
on the thumb drive and transmitted on the personal server include national security information
collaterally classified as high as Top Secret and subject to. Sensitive Compartmcnted Information
control systems, which are reserved for the country’s most sensitive intelligence.” As the FBI
begins to examine the thumb drive and server, I seek to understand what steps you have taken to
review the material and to evaluate the safeguards surrounding the classified information.

- On March. 12, 2015, 1 joined Chairman Bob Corker and Chairman Richard Burr in asking
the Inspector General of the State Department (o examine whcthcr State Department employees
sent or received classified information in an insecure manner.’ We asked that the State
Department I1G coordinate with the IC IG in this review.* On March 18, 2015, [ wrote separately
to the State Dcpartmcnt IG to inguire whether Secretary Clinton’s personal emails included any
classified information.’ On July 23, 2015, the IC IG notified Congress that its limited sampling
of a portion of Secretary Clinton’s cmalls had revealed the presence of classified information.®
The IC IG referred the matter to the FBL’

! See Michael S. Schmidt, Hillary Clinton directs aides to give email server and thumb drive to Justice Department,
N.Y. TIMES, Aug. 11, 2015; Tom Hamburger & Karen Tumulty, Hiflary Clinton’s e-mail server turned over te FBI,
WasH. POST, Aug. 12,2015.
? Memorandum.for Sen, Richard Burr et al. from 1. Charles McCullough, 111, Update Classified Material on Personal
Electronic Storage Devices (Aug. 11, 2015).
: See Letter from Senator Bob Corker et &l., to U.S. Dep't of State, Office of Inspector Gen. {Mar. 12, 2015).
id
3 Letter from Senator Ron Johnson, S, Comm. on Homeland Sec. & Gov’t Affairs, to Steve A. Linick, U.S. Dep’t of
State Office of Inspector Gen. (Mar. 18, 2015).
¢ Memorandum for Sen. Richard Burr et al. from [. Charles McCullough, Itf, Update to [C [G support to State
Department, [G (July 23, 2015). The IC IG and State Department IG later clarified that the “emails contained
- classified information when they were generated and, according to IC classification officials, that information
remains classified today.” L. Charles McCullough, 11l, & Steve Linick, Statement from the [nspectors General of the
Intelligence Community and the Department of State Regarding the Review of Former Secretary Clinton’s Emails
(July 24, 2015).
7 Memorandum, supra note 6.



The Honorable James B. Comey
August 17, 2015
Page 2

On August 11, 2015, the IC 1G notified Congress that Secretary Clinton’s emails
included “information classified up to ‘“TOP SECRET/SI/TK//NOFORN.”® The same day, the
New York Times reported that Secretary Clinton surrendered the email server and thumb drive
containing the emails to the FBI, including at least two emails containing Top Secret
information.” Reports have also suggested that data may have been deleted from the server prior
to its transfer to the FBI, but that back-up servers may exist and that deleted information on the
server may be recoverable.'® These reports raise questions about the steps taken to retrieve,
preserve, and protect the classified information, and whether additional unsecured copies of
classified information currently exist.

The sensitive nature of the information on Secretary Clinton’s personal email system and
server—classified up to Top Secret//Sensitive Compartmented Information—means that its
release or dissemination to unauthorized individuals could cause “exceptionally grave damage to
national security” if proper steps are not taken to ensure its safeguarding.’' I am also deeply
concerned by recent reports that classified information in Secretary Clinton’s email may exist
outside of the federal government’s possession. Accordingly, I ask that you provide the
following information:

1. When and how did the FBI first become aware of the potential existence of classified
information contained in Secretary Clinton’s personal email?

2. How many FBI agents and employees have been assigned to investigate matters relating
to the presence of classified information in Secretary Clinton’s personal email? Please
also identify the FBI component entities involved in this matter.

3. When does the FBI expect to complete its examination of Secretary Clinton’s personal
etnail server? :

4. Isthe FBI evaluating the extent to which deleted material on Secretary Clinton’s personal
email server is recoverable?

¥ Memorandum for Sen. Richard Burr et al. from I. Charles McCullough, I, Update to IC IG support to State
Department iG (Aug. 11, 2015), available at hitp.//www.grassiey.senate. gov/sites/default/filestiudiciary/upload/
Classiffed%20docs%2C%2008-11-15%2C%201CIG%20CN%20-%20Updare%200n%620Classified%
20Materials%20o0n% 20P ersonal %6 20thumb%20dr ve. %20CHinton%20server. pdyf. '

’ Schmidt, supranote 1,

® 14 ; Chris Strohm & Del Quentin Wilber, #B/ said to examine whether Hillary Clinton e-mail was backed up,
BLOOMBERG, Aug. 13, 2015; Phillip Bump, Could Hillary Clinton's deleted emails be recovered? Maybe., WASH.
PosT, Aug. 12, 2015, For example, the National Security Agency and Central Security Service, which are charged
with securing information systems containing classified information, require sanitization of media that stored
classified information through degaussing or physical destruction. Erasure, even overwriting all data on a drive with
multiple passes, is not sufficient. National Security Agency Central Security Service, NSA/CSS Policy Manual 9-12
(Dec. 15, 2014); see alse Defense Security Service, Dep’t of Defense, Industrial Security Letter 2007-01 (Oct, 11,
2007) (“Effective immediately, DSS will no longer approve overwriting procedures for the sanitization or
downgrading (e.g. release to lower leve! classified information controls) of IS storage devices {e.g., hard drives)
used for classified processing.”).

I See Classification of official information, 18 C.F.R. § 3a.11.
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August 17, 2015

Page 3

10.

1L

12

13.

Is the FBI evaluating the extent to which Secretary Clinton’s personal email server may
have been compromised by an unauthorized entity?

Is the FBI conducting a digital forensic analysis of Secretary Clinton’s personal email
server? :

What steps is the FBI taking to ensure that all copies of classified material contained in
Secretary Clinton’s emails are appropriately secured in the federal government’s
possession?

Has the FBI seized all servers or other devices used to back-up Secretary Clinton’s
personal email server?

Has the FBI seized all copies of the thumb drive containing Secretary Clinton’s personal
email? : '

Is the FBI currently aware of the existence of any digital or hardcopy media outside of
the possession of the federal government that could include classified information
contained in Secretary Clinton’s emails?

Is the FBI examining or auditing the physical security of the thumb drive and email
server implemented by Secretary Clinton and/or her agents or representatives prior to the
time that the FBI seized the materials?

Is the FBI storing the thumb drive and email server seized from Secretary Clinton ina
sensitive compartmented information facility?

Do all FBI personnel with access to the thumb drive and email server seized from
Secretary Clinton have appropriate security clearances?

I ask that you provide responses to the questions above as soon as possible but no later

than 5:00 p.m. on August 31, 2015. In addition, as the material may be relevant to ongoing
congressional reviews of this matter, I ask that you take all appropriate steps to preserve the data
contained on the thumb drive and email server in the FBI's possession.

The Committee on Homeland Security and Governmental Affairs is authorized by Rule

XXV of the Standing Rules of the Senate to investigate “the efficiency, economy, and
effectiveness of all agencies and departments of the Government.”'* Additionally, 8. Res. 73
(114th Congress) authorizes the Committee to examine “the efficiency and economy of
operations of all branches and functions of the Government with particular reference to (i) the

123 Rule XXV(k); see also S. Res. 445, 108th Cong. (2004).



The Honorable James B. Comey
August 17, 2015
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effectiveness of present nafional security methods, staffing, and processes . . . 2B For purposes
of this request, please refer to the definitions and instructions in the eénclosure.

b6

_If'you have any questions.about this Tequest, please ask your staff to c‘ontac: e

| " of the Committee staff at (202) 224-4751. Thank you for your
attention te this important matter. - :

Sincerely,

cc:  The Honorable Thomas R. Carper
Ranking Member

Enclosure

"5, Res. 73 § 12, 114thi Cong. (2015).
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_ : | Time
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: Agency: PR
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FD-302a (Rev. 10-6-95)
" _‘l-

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _08/24/2015

On August 21, 2015, the enclosed Request for ‘Records an
| | b7E

Preservations Requests were delivered electronically to the

and a confirmation of receipt was acknowledged by

Investigation on __ 08/21/2015 at Washington, D.C.
File # J |- 9 Date dictated ___ N/A
By SA

This document contains nefther recommendations nor conclusions of the FBL 1t is the property of the FBI and is loaned to your ageticy; it
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b3
b7E

b6
b7C




| |
. UNCLASSIFIED/ /FoUe . I

ALL FRI IHFORMATICH CONTATNEDR
BEREINM I5 UMCLASSLIIEC
CATE 1i-05-201& 3% 376J18T80 NEICC

U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

Date: August 21, 2015

TC:

From: Charles H. Kable IV 42;_4£§é22ﬂg‘

Section Chief
Counterintelligence Division

Subject: Preservation of Records; Reguest for Recbrds |

The Federal Bureau of Investigation (FBI) formally requests that,
pursuant to Title 18, United States Code, Sectiocn 2703 (f), ake
any steps necessary to preserve all electronic and transactlonal
records associated with @clintonemail.com email accounts contained on

| This preservation request applies to all ‘stored

electronic records, files, and cther evid@nce relating to
communications to and from the @clintonemail.com efmail addressr

On July 6, 2015, the FBI received a Section 811{c) Referr?l from
the Inspector General of the Intelligence Community regaﬁding a
potential compromise of classified informationl Purguant to this

referral, the FBI respectfully requests

cause a comprehensive search to be conducted of all holdings,ifiles,
documents, and materials in thel::::::::]‘possession, including back-
up computer drives, for electronic mail commun%cations to or from
@clintonemail.com accounts. Due to the nat%re of the@ FBI's
investigation, we request this search be conducted without undue
delay and within 30 days of receipt of this letter. Should respongive
records be obtained, this Bureau reguests an electronic copy ‘of all
non-privileged materials be provided forthwith while a corresponding
classification review of those reccrds is conducted. The FBI requests
the results of the classification review be provhded to this| Bureau
when complete. In addition, the FBI seeks a copy |of computer banners

UNCLASSIFIED/ /FOTUO™ ' !
This document contains neither recommendations nor conclusions of the FBI. EIt is
the property of the FBI and is leoaned to your agency; it and} its contents are not
to be distributed outside your agency. i
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from any computer systems on which relevant electronic
communications are found.

You are requested not to disclose the existence of this inguiry,
other than as necessary for compliance, insefar as doing .so may
jeopardize the confidential nature of the FBI's investigation.

If you have any questions reqarding this request, please direct
all inquiries to Special Agent igc

Sincerely,

Charles H. Kable IV
Section Chief
Counterintelligence Division

L2
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This doéument contains neither recommendations nor conclusions of the FBI. It is
the property of the FBI and is loaned to your agency; it and its contents are not
to be distributed ocutside your agency.
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U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

Date: August 21, 2015

To:

; 7
From: Charles H. Kable IV AZ%ZLﬂézééé?

Section Chief _
Counterintelligence Divigion

‘Subject: Preservation of Records; Request for Recbrds

The Federal Bureau of Investigation (FBI) formally regquests that,
pursuant to Title 18, United States Code, Section 2703(f), you take
any steps necessary to preserve all electronig and transacticnal
records asgssociated with @eclintonemail.com email accounts contained on
your systems. This preservation requést applies to all
stored electronic records, files, and other eYidence relating to
communications to and from the @clintonemail.com ermail addregs.

Oon July 6, 2015, the FBI received a Section 8ll(c) Referral from
the Inspector General of the Intelligence Community regarding a
potential compromise of classified information. Pursuant to thisg

bL7E
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referral, the FBI respectfully requests the |

| b7E

ause a comprehensive search to be conducted of all holdings,
: 5 : ! ; : :

files, documents, and materials in the[  |possession, including
back-up computer drives, for electronic mail chmunications to or
from @eclintonemail.com accountg. Due to the nature of the FBI’‘s
invegtigation, we request this search be cond%cted without undue
delay and within 30 days cof receipt of thig letter. Should responsive
records be obtained, this Bureau requests an eleFtronic copy of all
non-privileged materials be provided forthwith wqile a correspeonding
classification review of those reccords is conducted. The FBI requests

UNCLASSIFIED/ /FOBO- 5
Thigs document contains neither recommendations nor conclusions of the FBI. It is

the property of the FBI and is loaned teo your agency; it and its contents are not
to be distributed outside your agency.
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the results of the!classification review be provided to this Bureau
when complete. In %ddition, the FBI seeks a copy of computer banners
from any [::::]copputer systems on which relevant electronic

communications are Found.

You are requested not to disclose the existence of this inquiry,
other than as necessary for compliance, insofar as doing so may
jeopardize the confidential nature of the FBI’'s investigation. :

If you have any dquestions regarding this request, please direct
all inguiries to Special Agent

Sincerely,

i

Charles H. Kable IV
Section Chief
Counterintelligence Division

*
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U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

Date: August 19, 2015

To:

From: Charles H. Kable
Section Chief
Counterintelligence Division

Subject: Preservation of Records; Request for Records

The Federal Bureau of Investigation (FBI) formally requests that,
pursuant to Title 18, United States Code, Section 2703(f), you take
any steps necessary to preserve all electroniq and transactional
records associated with @clintonemail.com email accounts contained on
your | |systems. This preservation reqlest applies to all
stored electronic records, £files, and other evidence relating to
communications to and from the @clintonemail.com e-mail address.

On July 6, 2015, the FBI received a Section 811(c) Referral from
the Inspector General of the Intelligence Communlty regarding a
potential compromise of classified informatlon' Pursuant to this

b7E
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referral, the FBI respectfully requests the | | pE

cause a comprehensive search to be conducted of all holdings, files,
documents, and materials in the |péssession, including
back-up computer drives, for electronic mail cémmunications to or
from @clintonemail.com accounts. Due to the nature of the FBI's
investigation, we request this search be conducted without undue
delay and within 30 days of receipt of this letter. Should responsive
records be obtained, this Bureau requests an elektronic copy of all
non-privileged materials be provided _Torthwith’ while a parallel
classification review of the records is conducted concomitantly. The
FBI requests the results of the classification révzew be provided to
this Bureau when complete. In addition, the FBI seeks a copy of

UNCLASSIFIED/ /E6U0 ?
This document contains neither recommendations nor conclusichs of the FBI. It is

the property of the FBI and is lcaned to your agency; it and its contents are not
to be distributed outside your agency.
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computer banners from any'[::::]computer systems on which relevant
electronic communications are found.

You are requested not to disclose the existence of this inquiry,
other than as necessary for compliance, insofar as doing so may

!

jeopardize the confidential nature of the FBI’'s investigation.

If you have any questions regarding this request, please direct

all inquiries to Special Agent

*e

Sincerely,

e

Charleg H. Kable IV
Section Chief
Counterintelligence Division
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This document containe neither recommendations nor conclusions of the FBI. It is
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SEDRT/ /noPORN REASON: 1.4 (C)
CECLASSIEY OM: 1Z-31-2040
CATE: 1l1-03-Z0lé

To: CD-4 From: CD-4
“Re: (U) | | Date: 07/24/2015
Precedence: ROUTINE Date: 08/04/2015

To: CD-4, Counterespionage Section

From: CD-4

Contact: IA|

Approved By:

Drafted By:

Case ID #: (U) -

Title: (S//H%E)

Syncpsis: (U//FEH6) To document background research of Platte
River Networks.

Classifis
Derived Fro
Ssify On: 20401231

ted 20130301

Details: (U//FPEBL) A 24 June 2015 lestter from Williams &
Connelly LLP to the U.S. Department of State {USDS) Office of
Inspector General identified that the server equipment which
hosted former Secretary of State Clinton’s @clintonemail,com
account during her tenure as Secretary of State is in the
custody of Platte River Networks (PRN). The server is allegedly
maintained at an unidentified secure data center and is '
allegedly no longer active. Williams & Connolly believes the
server no longer contains data from former Secretary Clinton’s
@clintonemail.com account.

(U/ /o8&y CD conducted open source and FBI database
checks of PRN and associated persgons. Results are as follows:

(U) ADDRESSES
(u//Foter) According to the PRN website

{www.platteriver.com), PRN recently moved to a new 12,000 ft.
office space at 5700 Washington Street, Denver Coloradoc 80216.

'%Eszﬁﬁ//ﬂeFeRN
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To: CD-4 From: CD-4 .
Re: (U} Date: 07/24/2015

According to LexisNexis searches, the following additional
addresses are also associated with PRN:

*

¢« 11900 E Cornell Ave
Aurora, CO 20014

e 5550 Britton Pkwy
Hilliard, OH 43026 .

(U/ /F656) The LexisNexis search identified the 11900 E Cornell
Ave, Aurcra, CC 20014 as a property owned by Platte River
Networks for the purposes of “EQUIPMENT FURNITURE ETC.”

(U} Open source information indicatedl |
| |is a private residence.

(U//FeWe) Experian records indicated|

1 of PRN.

{(U) PHONE, FAX, & EMAIL

(U/ /Pe¥S) The search of LexisNexis also identified PRN’'s phone

(U}  PRN’'s email was identified through open source as
cre@platteriver.com and the fax number was listed as 303-474-
3942,

h}e@//m

2

is listed as a residential address for|

, -255-1941 and taxpayer identification number (TIN) as[ |
| . e number i1s also associated in Experian with
a former employee of PRN.

3
b7E

f ol
b7C

f o1
pC

b6
b7cC

f o1
»7C

b4
f o1
b7C



® ®
SERRET/ /NeFORs

To: CD-4 From: CD-4
Re: (1) Date: 07/24/2015 b3
p7E

(U) PRN BUSINESS SCOPE

{(U) Open source information indicates PRN has approximately 25
employees. According to the PRN website, PRN provides the
following services: '

e (U) Managed IT Services - Intuiticon: Intuition appears to
be a business technology associated with network
infrastructure (including servers, storage area networks,
firewalls, switches, and workstations) which 1s monitored
by PRN’s Intuition Operations Center. Intuition provides
network security delivered on premise and through the
cloud, including endpoint security for servers and devices,
next generation firewalls, unified threat protection,
monitoring, mcbile protection, web and email security.
Intuition also provides remote management of mobile devices
including remcte monitering, setup, security and vendor
management .

e (U} Technology: According to the PRN website, PRN offersg
consultations for technology projects, technology
procurements, and continuity of business assessments and
soluticons. PRN has over 25 full-time engineers specializing
in integration, virtualization, security, remcote access,
wireless, mobility, cloud, exchange, server, desktop,
firewall, switching, system administration, storage,
disaster recovery, business continuity, endpcint
protection, archiving, data recovery, power, migration,
Office 365, cabling, VeoIP, encryption, ISP, voice/data
bandwidth, active directory, group policy, and DNS.

e (U) Cloud: PRN provides cloud computing with expertise in
hybrid, public, and private cloud infrastructure. PRN
cffers desktop virtualization to provide a flexible and
secure desktop delivery. PRN’s cloud services provide
storage, backup, and disaster recovery, ensuring their
clients’ data is always available and protected. PRN
maintains cloud security solutions provide up-to-date
protection by utilizing the ability to push critical real
time updates to all devices on the networks. PRN offers
Microsoft’s Office 365 to clients, enabling cloud-based
Micreosoft Office application usage.

e (U) Telecom: PRN claims to represent the top 25 bandwidth
providers and provides on-site cabling assessments to

SECSRET/ /NOPORN
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To: CD-4 From: CD-4
Re: (U} | Date: 07/24/2015

determine if clients are equipped with sufficient CAT 5/6
cabling for network, voice and data to perform at top
speeds. PRN alsco offers conference call and web meeting
solutions, including hardware, software, and managed
services. PRN’'s website advertises business mobility by
stating:

*Your business must be mobile, including your company
workforce. You need to access your company data from all
devices, anywhere and anytime. We represent the top
carriers from across the country and can procure, monitor
and manage all of your mobile devices including laptops,
tablets, and smartphones - iPhones, i1Pads, Droids, and
Windows.”

(U) FBI OBSERVED COMPROMISES OF PRN CLIENTS
(U) In July 2015, on behalf of FBI San Diego, FBI Denver cited

PRN as providing contract IT services for a non-profit business
in Denver that was the potential victim of a computer intrusion

_| ] PRN Director of Consulting

Services at Platte River Networks provided log and system files
for the victim company’s website to FBI Denver circa 10 July
2015.

(& /RF) FBI Denver cited PRN as providing contract IT services
for a law firm in Denver that was the victim of a computer
intrusion in March 2010. The Denver law firm terminated their
contract with PRN shortly thereafter. According to the case
file, FBI Denver did not contact PRN regarding the computer
intrusion. '

{(U) TIMELINE

(U} The following is a timeline of key PRN events provided on
the PRN website:

(U) 2002: PRN founded

(U) 2004: PRN founding partners hired the first employee

(U) 2005: PRN began offering cloud services

(U} 2008: PRN launched Intuition

SERRET/ /NoTeRN
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To: CD-4 From: C(D-4
Re: (U} | Date: 07/24/2015 b3
b7E
e (U} 2009: PRN offered full Managed Services
« (U) 2010: PRN launched Telecom Division
e (U) 2012: PRN launched the Intuition Operations Center and
agsociated Help Desk
(U) PRN EXECUTIVE MANAGEMENT
(U) PRN’s website identified PRN executive management and
provided additional information for each person.
(U) ;
| NAME | POSITION | ADDITIONAL INFORMATION
b6
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To: CD-4 From: CD-4 bTE
Re: (U)| | Date: 07/24/2015
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(U} CORPORATE PARTNERS

(U) According to their website, PRN maintains hardware
partnerships with Dell, Fortinet, Allworx, Dattc, CISCC, ADTRAN,
HP, EQUALLQGIC, EATON, PowerADVANTAGE, and Synology.

(U) PRN's software partners include Microsoft, Office3é65,
mimecasgt, WEBRCOT, vmware, Dell, Autotask, LabTech, Datto,
SkyKick, STORAGECRAFT, VEEAM, and Worldox.

(U) PRN’'s service partners are Windstream Communications,
CenturyLink, PanTerra, Comcast, Integra, RingCentral, TW
Telecom, AT&T, MobileWare, and MHO.

(U) PRN's strategic partners include INGRAM Micro, CUSN, and
Trust Alliance. '
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i ALL INEORMATIOHN CONTAIMNED
£ . HEREIN IS8 URCLRSSITIED

DATZ 11-0%-201€ BY 376318780 H3ICG

- U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

August 18, 2015

b7E

Re:  Request for Preservation of Records

Dear Custodian of Records:

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for the
preservation of all stored communications, records and other evidence in your possession regarding
the following e-mail accounts, pending further legal process.
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23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
a1
42
43
a4
a5
46
a7
48
49
50
51
52
53
' 54
55
56

You are hereby requested to preserve the records described below currently in your
possession, including records stored on backup media, in a form that includes the complete record,
and records that may come into your possession from the date of acknowledgment of this request for
a period of 90 days , or until receipt of a legal court order, whichever occurs first. This request
applies only retrospectively. It does not in any way obligate you to capture and preserve new
information that arises after the date of this request.

You are also requested not to disclose the existence of this request to the subscriber or any
other person, other than as necessary to comply with this request, as the FBI's investigation may be
Jjeopardized by this type of disclosure. You are also requested not to close the account of the
subscriber, unless requested to do so by the subscriber. If compliance with this request may result

b6
piC
b7E



in a permanent or temporary termination of service to the accounts described below, or otherwise
alert the subscriber or user of these accounts as to your actions to preserve the referenced files
and records, please contact Special Agent as soon as possible

and before taking any such actions.

This preservation request applies to the following records and evidence:

A

The contents of any communication or for the accounts any associated accounts,

and any information associated with those communications or files, such as the
source and destination email address or IP address.

All records and other evidence relating to the subscriber(s), customer(s), account
holder(s), or other entity(ies) associated with the requested account including, without
limitation, subscriber names, user names, screen names or other identities, mailing
addresses, residential addresses, business addresses, e-mail addresses and other
contact information, telephone numbers or other subscriber number or identity, billing
records, information about the length of service and the types of services the
subscriber or customer utilized, and any other identifying information, whether such
records or other evidence are in electronic or other form; and

All connection logs and records of user activity for the requested account, including:

R W N —

7 &

Any other records and other evidence relating to the requested account. Such records and other
evidence include, without limitation, correspondence and other records of contact by any person
or entity about the above-referenced account, the content and connection logs associated with or
relating to postings, communications and any other activities to or through the requested account,

Connection date and time;

Disconnect date and time;

Method of connection (e.g., telnet, fip, http);

Data transfer volume;

User name associated with the connection and other connection information, including
the Internet Protocol address of the source of the connection;

Telephone caller identification records; and

Connection information for other computers to which the user of the above-referenced
accounts connected, by any means, during the connection period, including the
destination IP address, connection time and date, disconnect time and date, method of
connection to the destination computer, the 1dentities (account and screen names) and
subscriber information, if known, for any person or entity to which such connection
information relates, and all other information related to the connection from ISP or its
subsidiaries.

Means and source of payment for such service (including any credit card or bank account

number) and billing records.

whether such records or other evidence are in electronic or other form.
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: e any question's regarding this request, please direct all inquiries to Special Agent
ho can be reached atl |01 | b8

p7C

Sincerely, -

T

Charles H. Kable IV
Section Chief
Counterintelligence Division
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U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

August 18, 2015

fal)
p7C

Re: Request for Preservation of Records

Dear Custodian of Records:

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for the
preservation of all stored communications, records and other evidence in your possessmn regarding
the following e-mail accounts, pending further legal process.
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27
28
29

30

31
32
33
34
35
36
37
38
39
40
41
42
43
44
a5
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
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36
87
88
89
90
91
92
93
94
85
56
57
58
59
100
101
102
103
104
105
106
107

108

109
110
111
112
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120
121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
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164
165
166
167
168
169
170
171
172
173
174
175
176
177
178
179
180
181
182
183
184
185
186
187
188
189
190
191
192
193
194
195
196
197
198
199
200
201
202
203
204
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208
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210
211
212
213
214
215
216
217
218
219
220
221
222
223
224
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226
227
228
229
230
231

232

233
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241
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323
324
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412
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You are hereby requested to preserve the records described below currently in your
possession, including records stored on backup media, in a form that includes the complete record,
and records that may come into your possession from the date of acknowledgment of this request for
a period of 90 days , or until receipt of a legal court order, whichever occurs first. This request
applies only retrospectively. It does not in any way obligate you to capture and preserve new
information that arises after.the date of this request.

You are also requested not to disclose the existence of this request to the subscriber or any
other person, other than as necessary to comply with this request, as the FBI's investigation may be
jeopardized by this type of disclosure. You are also requested not to close the account of the
subscriber, unless requested to do so by the subscriber. If compliance with this request may result
in @ permanent or temporary termination of service to the accounts described below, or otherwise
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alert the subscriber or user of these accounts as to your actions to preserve the referenced files
and records, please contact Special Agent |as soon as possible

and before taking any such actions.

This preservation request applies to the following records and evidence:

A.

The contents of any communication or for the accounts any associated accounts,

and any information associated with those communications or files, such as the
source and destination email address or IP address.

All records and other evidence relating to the subscriber(s), customer(s), account
holder(s), or other entity(ies) associated with the requested account including, without
limitation, subscriber names, user names, screen names or other identities, mailing
addresses, residential addresses, business addresses, e-mail addresses and other
contact information, telephone numbers or other subscriber number or identity, billing
records, information about the length of service and the types of services the
subscriber or customer utilized, and any other identifying information, whether such
records or other evidence are in electronic or other form; and

All connection logs and records of user activity for the requested account, including:

bl S

~ o

Any other records and other evidence relating to the requested account. Such records and other
evidence include, without limitation, correspondence and other records of contact by any person
or entity about the above-referenced account, the content and connection logs associated with or
relating to postings, communications and any other activities to or through the requested account,

Connection date and time;

Disconnect date and time;

Method of connection (e.g., telnet, ftp, http);

Data transfer volume;

User name associated with the connection and other connection information, including
the Internet Protocol address of the source of the connection;

Telephone caller identification records; and

Connection information for other computers to which the user of the above referenced
accounts connected, by any means, during the connection period, including the
destination IP address, connection time and date, disconnect time and date, method of
connection to the destination computer, the 1dentities (account and screen names) and
subscriber information, if known, for any person or entity to which such connection
information relates, and all other information related to the connection from ISP or its
subsidiaries.

Means and source of payment for such service (including any credit card or bank account

numbser) and billing records.

whether such records or other evidence are in electronic or other form.
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If you have any questions regarding this request, please direct all inquiries to Special Agent

pho can be reached af|

or]

b7C

Sincerely,

y//—

Charles H. Kable IV
Section Chief
Counterintelligence Division
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U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

August 18, 2015

D7E

Re: Request for Preservation of Records

Dear Custodian of Records:

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal req'uest for the
preservation of all stored communications, records and other evidence in your possession regarding
the following e-mail accounts, pending further legal process.
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23
24
25
26
27
28
29
30

You are hereby requested to preserve the records described below currently in your
possession, including records stored on backup media, in a form that includes the complete record,
and records that may come into your possession from the date of acknowledgment of this request for
a period of 90 days , or until receipt of a legal court order, whichever occurs first. This request
applies only retrospectively. It does not in any way obligate you to capture and preserve new
information that arises after the date of this request.

You are also requested not to disclose the existence of this request to the subscriber or any
other person, other than as necessary to comply with this request, as the FBI's investigation may be
jeopardized by this type of disclosure. You are also requested not to close the account of the
subscriber, unless requested to do so by the subscriber. If compliance with this request may result
in a permanent or temporary termination of service to the accounts described below, or otherwise
alert the subscriber or user of these accounts as to your actions to preserve the referenced files
and records, please contact Special A gentl_ as soon as possible
and before taking any such actions.

This preservation request applies to the following records and evidence:

A. The contents of any communication or for the accounts any associated accounts,
and any information associated with those communications or files, such as the
source and destination email address or [P address.

B. All records and other evidence relating to the subscriber(s), customer(s), account
holder(s), or other entity(ies) associated with the requested account including, without
limitation, subscriber names, user names, screen names or other identities, mailing
addresses, residential addresses, business addresses, e-mail addresses and other
contact information, telephone numbers or other subscriber number or identity, billing
records, information about the length of service and the types of services the
subscriber or customer utilized, and any other identifying information, whether such
records or other evidence are in electronic or other form; and

C. All connection logs and records of user activity for the requested account, including:
1. Connection date and time;
yic! Disconnect date and time;
3. Method of connection (e.g., telnet, ftp, http);
4, Data transfer volume;
3. User name associated with the connection and other connection information, including

the Internet Protocol address of the source of the connection;
Telephone caller identification records; and

2y
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-7 Connection information for other computers to which the user of the above-referenced
accounts connected, by any means, during the connection period, including the
destination IP address, connection time and date, disconnect time and date, method of
connection to the destination computer, the identities (account and screen names) and
subscriber information, if known, for any person or entity to which such connection
information relates, and all other information related to the connection from ISP or its
subsidiaries.

8. Means and source of payment for such service (including any credit card or bank account
number) and billing records. :

D. Any other records and other evidence relating to the requested account. Such records and other
evidence include, without limitation, correspondence and other records of contact by any person
or entity about the above-referenced account, the content and connection logs associated with or
relating to postings, communications and any other activities to or through the requested account,
whether such records or other evidence are in electronic or other form.

If you have any questions regarding this request, please direct all inquiries to Special Agent

Iwho can be reached a |or b6
p7C
Sincerely,
Charles H. Kable IV
Section Chief

Counterintelligence Division



(e

b6
b7cC




ALL IMFORWATICNH CONTAINED
. HEREIN I3 UNCLASSITIED
CATE 11-0%-201& BY JT&€JLATR0 NSICC

U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

August 18, 2015

b7E

Re: Request for Preservation of Records

Dear Custodian of Records:

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for the
preservation of all stored communications, records and other evidence in your possession regarding
the following e-mail accounts, pending further legal process.
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23
24
25
26
27

- 28

29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67

68
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69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
0
91
52
53
54
95
96
97
98
59
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
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120
121

© 122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151

- 152
153
154
155
156
157

You are hereby requested to preserve the records described below currently in your
possession, including records stored on backup media, in a form that includes the complete record,



and records that may come into your possession from the date of acknowledgment of this request for
a period of 90 days , or until receipt of a legal court order, whichever occurs first. This request
applies only retrospectively. It does not in any way obligate you to capture and preserve new
information that arises after the date of this request.

You are also requested not to disclose the extstence of this request to the subscriber or any
other person, other than as necessary to comply with this request, as the FBI's investigation may be
jeopardized by this type of disclosure. You are also requested not to close the account of the
subscriber, unless requested to do so by the subscriber. If compliance with this request may result
in a permanent or temporary termination of service to the accounts described below, or otherwise
alert the subscriber or user of these accounts as to your actions 1o preserve the referenced files
and records, please contact Special Agent as soon as possible b6
and before raking any such actions. p7¢

This preservation request applies to the following records and evidence:

A. The contents of any communication or for the accounts any associated accounts,
and any information associated with those communications or files, such as the
source and destination email address or IP address.

B. All records and other evidence relating to the subscriber(s), customer(s), account
holder(s), or other entity(ies) assoctated with the requested account including, without
limitation, subscriber names, user names, screen names or other identities, mailing
addresses, residential addresses, business addresses, e-mail addresses and other
contact informatton, telephone numbers or other subscriber number or identity, billing
records, information about the length of service and the types of services the
subscriber or customer utilized, and any other identifying information, whether such
records or other evidence are in electronic or other form; and

C. All connection logs and records of user activity for the requested account, including;
1. Connection date and time;
- 2. Disconnect date and time;
3. Method of connection (e.g., telnet, fip, http);
4, Data transfer volume; _
5. User name assoctated with the connection and other connection information, including

the Internet Protocol address of the source of the connection;

Telephone caller identification records; and

Connection information for other computers to which the user of the above-referenced

accounts connected, by any means, during the connection period, including the

destination IP address, connection time and date, disconnect time and date, method of

connection to the destination computer, the identities (account and screen names) and

subscriber information, if known, for any person or entity to which such connection

information relates, and all other information related to the connection from ISP or its

subsidiaries.

8. Means and source of payment for such service (including any credit card or bank account
number) and billing records.

o

D.  Any other records and other evidence relating to the requested account. Such records and other
evidence include, without limitation, correspondence and other records of contact by any person
or entity about the above-referenced account, the content and connection logs associated with or



relating to postings, communications and any other activities to or through the requested account,
whether such records or other evidence are in electronic or other form.

If you have any questions regarding this request, please direct all inquiries to Special Agent

|Who can be reached at

or . b6

b7C

Sincerely,

=

Charles H. Kable IV
Section Chief
Counterintelligence Division
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U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

August 18, 2015

R7E

Re: Reguest for Preservation of Records

Dear Custodian of Records: -

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for the
preservation of all stored communications, records and other evldence in your possession regarding
the following e-mail accounts, pending further legal process.
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You are hereby requested to preserve the records described below currently in your
possession, including records stored on backup media, in a form that includes the complete record,
and records that may come into your possession from the date of acknowledgment of this request for
a period of 90 days , or until receipt of a legal court order, whichever occurs first. This request
applies only retrospectively. It does not in any way obligate you to capture and preserve new
information that arises after the date of this request.

You are also requested not to disclose the existence of this request to the subscriber or any
other person, other than as necessary to comply with this request, as the FBI's investigation may be
jeopardized by this type of disclosure. You are also requested not to close the account of the
subscriber, unless requested to do so by the subscriber. If compliance with this request may result
in a permanent or temporary termination of service to the accounts described below, or otherwise
alert the subscriber or user of these accounts as to your actions to preserve the referenced files
and records, please contact Special Agent| as soon as possible
and before taking any such actions.

This preservation request applies to the following records and evidence:

A. The contents of any communication or for the accounts any associated accounts,
and any information associated with those communications or files, such as the
source and destination email address or IP address.

B. All records and other evidence relating to the subscriber(s), customer(s), account
holder(s), or other entity(ies) associated with the requested account including, without
limitation, subscriber names, user names, screen names or other identities, mailing
addresses, residential addresses, business addresses, e-mail addresses and other
contact information, telephone numbers or other subscriber number or identity, billing
records, information about the length of service and the types of services the
subscriber or customer utilized, and any other identifying information, whether such
records or other evidence are in electronic or other form; and

C. All connection logs and records of user activity for the requested account, including:

1. Connection date and time;
2. Disconnect date and time;
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3. Method of connection (e.g., telnet, fip, http);

4. Data transfer volume;

5. User name associated with the connection and other connection information, including

_ the Internet Protocol address of the source of the connection;

6. Telephone caller identification records; and

7. Connection information for other computers to which the user of the above-referenced
accounts connected, by any means, during the connection period, including the
destination IP address, connection time and date, disconnect time and date, method of
connection to the destination computer, the identities (account and screen names) and
subscriber information, if known, for any person or entity to which such connection
information relates, and all other information related to the connection from ISP or its
subsidiaries.

8. Means and source of payment for such service (including any credit card or bank account
number) and billing records. :

D. Any other records and other evidence relating to the requested account. Such records and other

evidence include, without limitation, correspondence and other records of contact by any person
or entity about the above-referenced account, the content and connection logs associated with or
relating to postings, communications and any other activities to or through the requested account,
whether such records or other evidence are in electronic or other form.

If you have any questions regardligg this request, please direct all inquiries to Special Agent

Iwho can be reached at 0r| | . bgé
B7C

Sincerely,

Charles H. Kable IV
Section Chief
Counterintelligence Division
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CATE 11-0%-3016 BY JT&£J18T80 NSICG

U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

August 18, 2015
John Kerry
Secretary of State
U.S. State Department
2201 C Street, NW
Washington, DC 20520

Re: . Request for Preservation of Records
Dear Secretary Kerry:
Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for the

preservation of all stored communications, records and other evidence in your possession regarding
the following e-mail accounts, pending further legal process.
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You are hereby requested to preserve the records described below currently in your
possession, including records stored on backup media, in a form that includes the complete record,
and records that may come into your possession from the date of acknowledgment of this request for
a period of 90 days , or until receipt of a legal court order, whichever occurs first. This request
applies only retrospectively. It does not in any way obligate you to capture and preserve new
information that arises after the date of this request.

You are also requested not to disclose the existence of this request to the subscriber or any
other person, other than as necessary to comply with this request, as the FBI's investigation may be
jeopardized by this type of disclosure. You are also requésted not to close the account of the
subscriber, unless requested to do so by the subscriber. If compliance with this request may result
in a permanent or temporary termination of service to the accounm described below, or otherwise

alert the subscriber or user of these acco eferenced files
and records, please contact Special Agen as soon as possible

and before taking any such actions.
This preservation request applies to the following records and evidence:

A. The contents of any communication or for the accounts any associated accounts,
and any information associated with those communications or files, such as the
source and destination email address or IP address.

B. All records and other evidence relating to the subscriber(s), customer(s), account
holder(s), or other entity(ies) associated with the requested account including, without
limitation, subscriber names, user names, screen names or other identities, mailing
addresses, residential addresses, business addresses, e-mail addresses and other
contact information, telephone numbers or other subscriber number or identity, billing
records, information about the length of service and the types of services the
subscriber or customer utilized, and any other identifying information, whether such
records or other evidence are in electronic or other form; and

97 All connection logs and records of user activity for the requested account, including:

1 Connection date and time;

2 Disconnect date and time;

3. Method of connection (e.g., telnet, ftp, http);
4 Data transfer volume;
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5. User name associated with the connection and other connection information, including

the Internet Protocol address of the source of the connection;

Telephone caller identification records; and

Connection information for other computers to which the user of the above-referenced

accounts connected, by any means, during the connection period, including the

destination IP address, connection time and date, disconnect time and date, method of

connection to the destination computer, the identities (account and screen names) and

subscriber information, if known, for any person or entity to which such connection

information relates, and all other information related to the connection from ISP or its

subsidiaries.

8. Means and source of payment for such service (including any credit card or bank account
number) and billing records.

~ e

D. Any other records and other evidence relating to the requested account. Such records and other
evidence include, without limitation, correspondence and other records of contact by any person
or entity about the above-referenced account, the content and connection logs associated with or
relating to postings, communications and any other activities to or through the requested account,
whether such records or other evidence are in electronic or other form.

b7C

If you have any questions regarding this request, please direct all inquiries t ecial Agent
|who can be reached at| Jor] ki
Sincerely,
Charles H. Kable IV

Section Chief
Counterintelligence Division
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U.S. Department of Justice

Federal Bureau of Investigation
Washington, B.C. 20535-0001

August 18, 2015

Dear

Re:  Request for Preservation of Records”

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for the
preservation of all stored communications, records and other evidence in your possession regarding
the following e-mail accounts, pending further legal process.
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You are hereby requested to preserve the records described below currently in your
possession, including records stored on backup media, in a form that includes the complete record,
and records that may come into your possession from the date of acknowledgment of this request for
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a period of 90 days , or until receipt of a legal court order, whichever occurs first. This request

applies only retrospectively. It does not in any way obligate you to capture and preserve new
information that arises after the date of this request.

You are also requested not to disclose the existence of this request to the subscriber or any
other person, other than as necessary to comply with this request, as the FBI's investigation may be
jeopardized by this type of disclosure. You are also requested not to close the account of the
subscriber, unless requested to do so by the subscriber. If compliance with this request may result
in a permanent or temporary termination of service to the accounts described below, or otherwise
alert the subscriber or user of these accounts as to your actions to preserve the referenced files
and records, please contact Special Agent| las soon as possible B
and before taking any such actions. RlG

This preservation request applies to the following records and evidence:

A. The contents of any communication or for the accounts any associated accounts,
and any information associated with those communications or files, such as the
source and destination email address or IP address.

B. All records and other evidence relating to the subscriber(s), customer(s), account

~holder(s), or other entity(ies) associated with the requested account including, without

limitation, subscriber names, user names, screen names or other identities, mailing
addresses, residential addresses, business addresses, e-mail addresses and other
contact information, telephone numbers or other subscriber number or identity, billing
records, information about the length of service and the types of services the
subscriber or customer utilized, and any other identifying information, whether such
records or other evidence are in electronic or other form; and

C. All connection logs and records of user activity for the requested account, including:
1. Connection date and time;
2 Disconnect date and time;
3 Method of connection (e.g., telnet, ftp, http);
4, Data transfer volume;
5. User name associated with the connection and other connection information, including

the Internet Protocol address of the source of the connection;

Telephone caller identification records; and

Connection information for other computers to which the user of the above-referenced

accounts connected, by any means, during the connection period, including the

destination IP address, connection time and date, disconnect time and date, method of

connection to the destination computer, the identities (account and screen names) and

subscriber information, if known, for any person or entity to which such connection

information relates, and all other information related to the connection from ISP or its

subsidiaries.

8. Means and source of payment for such service (including any credit card or bank account
number) and billing records.

~ o

D. Any other records and other evidence relating to the requested account.. Such records and other
evidence include, without limitation, correspondence and other records of contact by any person



or entity about the above-referenced account, the content and connection logs associated with or
relating to postings, communications and any other activities to or through the requested acco unt,

whether such records or other evidence are in e]ectromc or other form.

ho can be reached a

If vou have any questions regarti'gg

this request, please direct all inquiries to Special Agent

"

Sincerely, :
Charles H. Kable IV

Section Chief
Counterintelligence Division
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I ALL IMTORMATICN COMTAINED
HERZIN IS UHMCLASSIFIED
DATE 11-03-2016 BY J762318T780 MSICG

U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

August 18, 2015

b7E

Re: Request for Preservation of Records

Dear Custodian of Records:

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for the
preservation of all stored communications, records and other evidence in your possession regarding
the following e-mail accounts, pending further legal process.
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You are hereby requested to preserve the records described below currently in your
possession, including records stored on backup media, in a form that includes the complete record,
and records that may come into your possession from the date of acknowledgment of this request for



a period of 90 days , or until receipt of a legal court order, whichever occurs first. This request
applies only retrospectively. It does not in any way obligate you to capture and preserve new
information that arises after the date of this request.

You are also requested not to disclose the existence of this request to the subscriber or any
other person, other than as necessary to comply with this request, as the FBI's investigation may be
jeopardized by this type of disclosure. You are also requested not to close the account of the
subscriber, unless requested to do so by the subscriber. If compliance with this request may result
in a permanent or temporary termination of service to the accounts described below, or otherwise
alert the subscriber or user of these accounts as to your actions to preserve the referenced files
and records, please contact Special Agen? I:s soon as possible
and before taking any such actions.

This preservation request applies to the following records and evidence:

A, The contents of any communication or for the accounts any associated accounts,
and any information associated with those communications or files, such as the
source and destination email address or IP address.

B. All records and other evidence relating to the subscriber(s), customer(s), account
holder(s), or other entity(ies) associated with the requested account including, without
limitation, subscriber names, user names, screen names or other identities, mailing
addresses, residential addresses, business addresses, e-mail addresses and other
contact information, telephone numbers or other subscriber number or identity, billing
records, information about the length of service and the types of services the
subscriber or customer utilized, and any other identifying information, whether such
records or other evidence are in electronic or other form; and

B2 All connection logs and records of user activity for the requested account, including:
1 Connection date and time;
2. Disconnect date and time;
3. Method of connection (e.g., telnet, ftp, http);
4, Data transfer volume, _ _
5. User name associated with the connection and other connection information, including

the Internet Protocol address of the source of the connection;

Telephone caller identification records; and

Connection information for other computers to which the user of the above-referenced

accounts connected, by any means, during the connection period, including the

destination IP address, connection time and date, disconnect time and date, method of

connection to the destination computer, the identities (account and screen names) and

subscriber information, if known, for any person or entity to which such connection

information relates, and all other information related to the connection from ISP or its

subsidiaries.

8. Means and source of payment for such service (including any credit card or bank account
number) and billing records.

all i

D. Any other records and other evidence relating to the requested account. Such records and other
evidence include, without limitation, correspondence and other records of contact by any person
or entity about the above-referenced account, the content and connection logs associated with or

b6
b7C



relating to postings, communications and any other activities to or through the requested account,
whether such records or other evidence are in electronic or other form.

If you have any questions regarding this request, p i inguiri ecial Agent
|who can be reached at| ior b6

b7c

Sincerely,

Charles H. Kable IV

Section Chief
Counterintelligence Division
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U.S. Department of Justice

Federal Bureau of investigation
Washington, D.C. 20535-0001

August 18, 2015

R7E

Re:  Request for Preservation of Records

Dear Custodian of Records:

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for the
preservation of all stored communications, records and other evidence in your possession regarding
the following e-mail accounts, pending further legal process.
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25
26
27
28
29
30
31
32
33

You are hereby requested to preserve the records described below currently in your
possession, including records stored on backup media, in a form that includes the complete record,
and records that may come into your possession from the date of acknowledgment of this request for
a period of 90 days , or until receipt of a legal court order, whichever occurs first. This request
applies only retrospectively. It does not in any way obligate you to capture and preserve new
information that arises after the date of this request.

You are also requested not to disclose the existence of this request to the subscriber or any
other person, other than as necessary to comply with this request, as the FBI's investigation may be
jeopardized by this type of disclosure. You are also requested not to close the account of the
subscriber, unless requested to do so by the subscriber. If compliance with this request may result
in a permanent or temporary termination of service to the accounts described below, or otherwise
alert the subscriber or user of these accounts as to your actions to preserve the referenced files
and records, please contact Special Agent .as soon as possible
and before taking any such actions.

This preservation request applies to the following records and evidence:

A. The contents of any communication or for the accounts any associated accounts,
and any information associated with those communications or files, such as the
source and destination email address or IP address.

B. All records and other evidence relating to the subscriber(s), customer(s), account
holder(s), or other entity(ies) associated with the requested account including, without
limitation, subscriber names, user names, screen names or other identities, mailing
addresses, residential addresses, business addresses, e-mail addresses and other
contact information, telephone numbers or other subscriber number or identity, billing
records, information about the length of service and the types of services the
subscriber or customer utilized, and any other identifying information, whether such
records or other evidence are in electronic or other form; and

C. All connection logs and records of user activity for the requested account, including:
1. Connection date and time;
2. Disconnect date and time;

3. Method of connection (e.g., telnet, ftp, http);

b6
b7C
b7E
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4, Data transfer volume;

5. User name associated with the connection and other connection information, including

the Internet Protocol address of the source of the connection;

Telephone caller identification records; and

Connection information for other computers to which the user of the above-referenced

accounts connected, by any means, during the connection period, including the

destination IP address, connection time and date, disconnect time and date, method of

connection to the destination computer, the identities (account and screen names) and

subscriber information, if known, for any person or entity to which such connection

information relates, and all other information related to the connection from ISP or its

subsidiaries.

8. Means and source of payment for such service (including any credit card or bank account
number) and billing records.

s B

D. Any other records and other evidence relating to the requested account. Such records and other
evidence include, without limitation, correspondence and other records of contact by any person
or entity about the above-referenced account, the content and connection logs associated with or
relating to postings, communications and any other activities to or through the requested account,
whether such records or other evidence are in electronic or other form.

If you have any questions regarding this request, please direct all inquiries to Special Agent
| ivho can be reached at| |or| b6
b7C
Sincerely,

Hr

Charles H. Kable IV
Section Chief
Counterintelligence Division
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. ALL IMEORMATION CONTAINWEL
Y HEZRZIW IS UHNCLARSSITIED
DATE 11-0%-2016 BY J76J1BT80 MN3ICG

U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

August 18, 2015

Re: Reguest for Preservation of Records

Dear Custodian of Records:

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for the
preservation of all stored communications, records and other evidence in your possession regarding
the following e-mail accounts, pending further legal process.

£ W N

You are hereby requested to preserve the records described below currently in your
possession, including records stored on backup media, in a form that includes the complete record,
and records that may come into your possession from the date of acknowledgment of this request for
a period of 90 days , or until receipt of a legal court order, whichever occurs first. This request
applies only retrospectively. It does not in any way obligate you to capture and preserve new
information that arises after the date of this request.

You are also requested not to disclose the existence of this request to the subscriber or any
other person, other than as necessary to comply with this request, as the FBI's investigation may be
jeopardized by this type of disclosure. You are also requested not to close the account of the
subscriber, unless requested to do so by the subscriber. If compliance with this request may result
in a permanent or temporary fermination of service to the accounts described below, or otherwise
alert the subscriber or user of these acco referenced files
and records, please contact Special A genq ‘ as soon as possible

and before taking any such actions.

This preservation request applies to the following records and evidence:

b7E
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A. The contents of any communication or for the accounts any associated accounts,
and any information associated with those communications or files, such as the
source and destination ematil address or IP address.

B. All records and other evidence relating to the subscriber(s), customer(s), account
holder(s), or other entity(ies) associated with the requested account including, without
limitation, subscriber names, user names, screen names or other identities, mailing
addresses, residential addresses, business addresses, e-mail addresses and other
contact information, telephone numbers or other subscriber number or identity, billing
records, information about the length of service and the types of services the
subscriber or customer utilized, and any other identifying information, Whether such
records or other evidence are in electronic or other form; and

. All connection logs and records of user activity for the requested account, including:
1. Connection date and time;
2. Disconnect date and time;
3. Method of connection (e.g., telnet, ftp, http);
4. Data transfer volume;
5. User name associated with the connection and other connection information, including

the Internet Protocol address of the source of the connection;

Telephone caller identification records; and '

Connection information for other computers to which the user of the above-referenced

accounts connected, by any means, during the connection period, including the

destination [P address, connection time and date, disconnect time and date, method of

connection to the destination computer, the identities (account and screen names) and

subscriber information, if known, for any person or entity to which such connection

information relates, and all other information related to the connection from ISP or its

subsidiaries. ,

8.  Means and source of payment for such service (including any credit card or bank account
number) and billing records.

~ o

D. Any other records and other evidence relating to the requested account. Such records and other
evidence include, without limitation, correspondence and other records of contact by any person
or entity about the above-referenced account, the content and connection logs associated with or
relating to postings, communications and any other activities to or through the requested account,
whether such records or other evidence are in electronic or other form.

If you have any questions regarding this request, piease direct all inquiries to Special Agent
| whe can be reached atl |0r|

Sincerely,

y/ -

Charles H. Kable IV
Section Chief
Counterintelligence Division -
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U.S. Department of Justice |

Federal Bureau of Investigation
Washington, D.C. 20535-0001

August 18, 2015

b7E

Re: Request for Preservation of Records

Dear Custodian of Records:

Pursuant to Title 18, Unitéd States Code Section 2703(f), this letter is a formal request for the
preservation of all stored communications, records and other evidence in your possession regarding
the following e-mail accounts, pending further legal process.
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You are hereby requested to preserve the records described below currently in your
possession, including records stored on backup media, in a form that includes the complete record,
and records that may come into your possession from the date of acknowledgment of this request for
a period of 90 days , or until receipt of a legal court order, whichever occurs first. This request
applies only retrospectively. It does not in any way obligate you to capture and preserve new
information that arises after the date of this request.

You are also requested not to disclose the existence of this request to the subscriber or any
other person, other than as necessary to comply with this request, as the FBI's investigation may be
jeopardized by this type of disclosure. You are also requested not to close the account of the
subscriber, unless requested to do so by the subscriber. If compliance with this request may result
in a permanent or temporary termination of service to the accounts described below, or otherwise
alert the subscriber or user of these accounts as to your actions to preserve the referenced files
and records, please contact Special Agemi as soon as possible

and before taking any such actions.

This preservation request applies to the following records and evidence:

A. The contents of any communication or for the accounts any associated accounts,
and any information associated with those communications or files, such as the
source and destination email address or IP address.

B. All records and other evidence relating to the subscriber(s), customer(s), account
holder(s), or other entity(ies) associated with the requested account including, without
limitation, subscriber names, user names, screen names or other identities, mailing
addresses, residential addresses, business addresses, e-mail addresses and other
contact information, telephone numbers or other subscriber number or identity, billing
records, information about the length of service and the types of services the
subscriber or customer utilized, and any other identifying information, whether such
records or other evidence are in electronic or other form; and

. All connection logs and records of user activity for the requested account, including:
l. Connection date and time;
2. Disconnect date and time;
3. Method of connection (e.g., telnet, fip, http);
4. Data transfer volume; - _
5. User name associated with the connection and other connection information, including

the Internet Protocol address of the source of the connection;
Telephone caller identification records; and

A

accounts connected, by any means, during the connection period, including the

destination IP address, connection time and date, disconnect time and date, method of
connection to the destination computer, the identities (account and screen names) and
subscriber information, if known, for any person or entity to which such connection

information relates, and all other information related to the connection from ISP or its

subsidiaries.

g Means and source of payment for such service (including any credit card or bank account

number) and billing records.

Connection information for other computers to which the user of the above-referenced

b6
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D. Any other records and other evidence relating to the requested account. Such records and other
evidence include, without limitation, correspondence and other records of contact by any person
or entity about the above-referenced account, the content and connection logs assoctated with or
relating to postings, communications and any other activities to or through the requested account,
whether such records or other evidence are in electronic or other form.,

If you have any questions regarding this request, please direct all inquiries to Special Agent
|who can be reached at |or| | b6
b7C
Sincerely,

M ———

Charles H. Kable IV
Section Chief
Counterintelligence Division
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CLASSIYIELD BY: MNSICG J76J18TEO0
} REASON: 1.4 (L)
CECLASEIYY ON: 1:2-31-z040
3 /w CATE: 11-D3-2016

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE . Date: 08/25/2015
To: Washington Field

From: Washingtcon Field

CI-13
Contact: SAa - bbb
b7C
Approved By: zJ
Kable Charles o Ty e =775

Drafted By:
Caze ID #: DS) ~73 };;
Title: (8) b7E

MISHANDLING OF CLASSIFIED;
UNKNCWN SUBJECT OR COUNTRY;
SENSITIVE INVESTIGATIVE MATTER (SIM)

Synopsis: (U//F0Y96+ Deputy Agsistant Director (DAD)
Counterintelligence Division (CD), a Declassification Authority of
FBI information, declassifies the following information for release .
as appreopriate.

H83J83T44
dated 20130301

Details: (U//#e88) This communication declassifies the existence
of the captioned matter with the signature c¢f the Deputy Assistant
Director (DAD) Counterintelligence Division (CD), a
Declassification Authority of FBT information. Verbal authorization
to declassify this information was previously provided by Assistant
Director (AD) Randall Coleman, Counterintelligence Division (CD),
an Original Classification Authority of FBI information, on August
21, 2015.

(U//FOBE) The DAD authorizes the decla551flcatlon of the following

infermation:
"§§§REE7/ﬂefeﬂﬂ
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FEDERAL BUREAU OF INVESTIGATION

{Rev. 05-01-2008)

(U//F686) In July 2015, the FBI initiated the captioned
investigation based on an 811 referral from the Inspector General
for the Intelligence Community (ICIG) regarding the possible
compromise of classified national security information.

(U/ /PeHS) The potential compromise was identified when, as part of
a Freedom of Information Act (FOIA) request, the U.S. Department of
State (DoS) Office of Inspector General and the ICIG were reviewing
electronic mail communications from a private server previously used
by a State Department official during their tenure at DoS. An initial
review of this material identified several emails containing
classified national security information some of which was Top
Secret.

(U/fFese) NSLB concurs that the declassification of the existence
of this investigation is necessary.

(U) In an attempt to acquire authority to reveal certain information
as part of future criminal proceedings, FBI WFO certifies the
following:

1. (U) No previcusly unknown sources or informants were revealed
in. the identified material;

2. (U) No sensitive sources or methods were disclosed;

3. (U) No information will be disclosed which will negatively
impact other case equities; and

4. (U} No classified information from any other agency or
foreign government will be disclosed.

*e



21 INFOD.
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{Rev. 05-01-2008) REASON: 1.4 {0}
DECLASSIEY ON: 12-31-2040
_ / [ROFORN DATE: 11-0%-2016

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE : Date: 08/27/2015
To: Washington Field

From: Washington Field

CI-13
Contact: Sa| bé
b7C
Approved By: | |
Drafted By:
Case ID #: (U) | | -0 : E;
Title: (S/ASF) | b7E

.Syn0931s T CSZFNF Attaches records provided by Department of
State.

Classt
Derived Fr
ify On: 20401231

dated 20130301

Details: (U//F858) On August 13, 2015, in response to an FBI
records request dated August 11, 2015, the U.5. Department of
State {(DoS), provided employvee profiles for 14 of the 15
requested individuals.

(U/ /FeBe+ Additionally, DoS was able to locate signed copies of
Classified Information Nondisclosure Agreements (Standard Form
312) for 9 of the 15 individuals.

{U//FGHG) These documents are attached to the file in a physical
1A, '
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ALL INFORMAETION COWNTAINED
HEREIN IS UMCLASSIFIEC

. FEDERAL BUREAU OF INVI‘Q ;DkTE 11‘*05—20;6 IV JT6I13T80 NSICC

EVIDENCE CHAIN OF CUSTODY

kvidence Type: [ Gencral

[ vigitat

D Drugs ﬁl’irearmstcapun *
[ valuables [ Firearms/Other X T EpELrES 181

1]
2
T

Speciel Handling Instructions Initial Receipt Date and
— = rlme
[ HAZMAL 7 t.atents 0 kw Signature of Seizing Individugf i /‘ P
]

D Reg. Charging U frecze [j Reidrigerate Printcd Namef/\gencyf ka } l

D Binhazard Reasen: Inftial Collection ’ g;z{'ﬂ;"

D {Other C L ﬁg !

- N ollected By: £A4 /

Apency:

Relinquished Custady Date and | Accepted Custody Date and
Time l_ Time

Signature: '_ 3/0/&3/ Signature ?,@“:;’

Printed Namufﬁ.gency] q:ﬁfﬁu Printed Na:rlcmgency:c#g:r J A Lf':gf"ﬂ

Reason: -jﬁ‘_mﬁﬂﬂf 0 (S prIco : Reason: C AT EK CAA

Relinguished Custady Date and | Accepted Custedy Date sad
Time ; Time

Signature: Signature:

Printed Name/Agency: Printed Name/Apgency:

Reason: Reasun: ]

Relinguished Custody Date and | Aceepted Custody Date amii
Time Time |

Signaiure: Signature:

Printed Name/Agency: Printed Name/Agency:

Reason: Reason,

Relinquisbed Custody Date and | Accepted Custody Date and
Time Time

Signature: Signature:

Printed Name/Agency: Printed Name/Agency:

Reason: Reason:

Relinguisbed Custody Date and | Accepted Custody Date and
Time Time

Signature: \ Signature:

frinted Name/Agency: Printed Name/Agency.

Reason: Reason:

Relinquished Custody Date and | Accepted Custody Date and
Time Time

Signature: Signature;

Printed Name/Agency: - Printed NsmeIAgency:

Reason: v Reason:

Kirearm  ertification by (PFI/SWA'T}/ Explosive Material Certification by (SABT):

Printed Name:

News: 0

Signature:

Date:

AlF Trace Form Complefed: D

Case 1Y

i Harcode:
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FEDERAL BUREAU OF INVESTIGATION

CLASSIFIED BY: MSIZG J76318780 oot UM BMIREL.
AEY 5 3 i HERETN IS UNCLASSITIED EXCEPT
ECLASSIFY ON: 12-31-3040 WHERE! SHOM MTHERKESE

CATE: 11-02-2016
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Collected Hem Log

Bl
b3
Event Title: (S) Date: 09/03/2015 b7E
Approved By: b6
_ b7C
Drafted By:
Case ID #: -2% {5/ A :;
MISHANDLING OF CLASSIFIED; BIE
UNKNOWN SUBJECT OR COUNTRY;
SENSITIVE INVESTIGATIVE MATTER (SIM)
Rea
Derived ultiple
Sources
De 231
Full Investigation Initiated: 07/10/2015
Collected From: (%) Partner Katherine M. Turner
Williams & Conneolly LLP
725 12th St NW
Washington, District Of Columbia 20005
Receipt Given?: HNo
Holding Office: WASHINGTON FIELD
Details: No Details Provided
Item Type Description
1B General {8§ Banker Box of Documents
""" Collected On: 08/25/2015
Seizing Individual: | | b6
Collected By: | |- b7c

Location Area: NA
Specific Location: HNa

5 T/ AHOFORN

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency, it and its
contents are not to be distributed outside your agency.
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M Banker Box of Documents
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Event Title: {S)

Date: 09/03/2015

Approved By:

Drafted By:

Case ID #: LB (s//wm
MISHANDLING OF CLASSIrIED; :
UNKNOWN SUBJECT OR COUNTRY;
SENSITIVE INVESTIGATIVE MATTER (SIM)

Full Investigation Initiated: 0?/i0/2015
Collected From: EBi CHS

Receipt Giﬁen?: No

Holding Office: WASHINGTON FIELD
Details: No Details Provided

Item Type Description

1B Digital I} }&) USB Thumbdrive
Collected On: '0%/03/2015
Seizing Individual: |
Collected By: | r______J
Location Area: NA '
Specific Location: NA

Device Type: USB Micro Storage Device {thumb drive)
Number of Devices Collected: 1
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R - CECLASSIEY ON: 12-31i-2040 WHERE EHOW! CTHERWISE

CATE: 11-0%-2016 '

FD-1087 (Rev. 5-8-10)
“SReRET/ /nevor

FEDERAL BUREAU OF INVESTIGATION

Collected Rem Log bl
- b3
5 b7E
Event Title: {S) Date: 0%/03/2015
Approved By: | : bé
b7C
Drafted By:
Case ID #: ~85 (5/E z;
MISHANDLING OF CLASSIFIED; bTE

UNKNOWN SUBJECT OR COUNTRY;
SENSITIVE INVESTIGATIVE MATTER (S5IM)

Rea
Derived
Sour
classify On: 2040

Multiple

Full Investigation Imitiated: 07/10/2015

{U} Collected From: bﬁ Partner Katherine M. Turner
Williams & Connolly LLp

725 12th St NW
Washington, District Of Columbia 20005

" Receipt Given?: No
Holding Office: WASHINGTON FIELD
Details: No Details Provided

Item Type m Description

1B Digital ' [ 1 X Apple Model Al466 EMC 2925 S/N: CO2P68WBGS4(
: Collected On: 08/25/2015
- Seizing Individual: | | bé
Cecllected By: | b7cC

Location Area: NA

Specific Location:  NA

Device Type: Computer

Number of Devices Collected: 1

Mf /noreR

This document contains neither recommendations nor conclusions of the FBL 1t is the property of the FBI and is loaned to your agency; it and its
" contents are net to be distributed cutside your agency.
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Title: (8] '};;
Re: 09/03/2015 b7E
1B Digital ‘UJ 1 X Apple Model Al466 EMC 2825 S/N: CO02F67K3G940
Collected On: 08/25/2015 ;
Seizing Individual: | | bé
Collected By:l | b7C
Location Area: NA
Specific Location: NA
Device Type: Qomputer
Number of Devices Collected: 1
1B Digital T ¥) 1 X Lexar 16 GB USB Thumbdrive - N12610
Collected On: 08/25/2015
Seizing Individual: | | ) bé
Collected By: | | b7C
Location Area: HNA
Specific Location: NA
Device Type: USB Micro Storage Device (thumb drive)
Number of Devices Collected: 1
1 s T . 2 " . N
B Digital Ul )&6 1 X USB Thumbdrive Labeled "HC Prime 2
Collected On: 08/25/2015
Seizing Individual: | | bé
Collected By: b7cC
Location Area: NA
Specific Location: NA
Device Type: USB Micro Storage Device (thumb drive)
Number of Devices Collected: 1
1B Digital [t bﬁ) 1 X Apple Model Al466 EMC 2925 S/N: CIMP69VUG940
1 X MagSafe 2 Power Adapter
Collected On: 08/25/2015
Seizing Individual: | | bé
Collected By: | | b7C

Location Area: NA

Specific Location: NA

Device Type: Computer

Serial Number: CIMP&9VUG940
Number of Devices Collected: 1

Mf /NOFoRN
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ritle: (s))

Eﬁkﬁé&/fﬂore&n
b3

Re:

09/03/2015 . _ B

1B Digital [

1B Digital T

1B Digital i

e

(8 1 X Lenovo Yoga 211 Model 20428 s/n:[_____ |

1 X Power/AC Adapter Model ADZX65NLC2ZA
Collected On: 08/25/2015

Seizing Individual:
Collected By: |
Location Area: NA

Specific Location: NA

Device Type: Computer

Serial Number: | |
Number of Devices Collected: 1

% 1 X Lenovo Type (]

AC Adapter P/N: 92P1109%
Collected On: 08/25/2015
Seizing Individual: | | b6
Collected By: [ BIE
Location Area: WA
Specific Location: NA
Device Type: Computér
Number of Devices Collected: 1

| b6
I ’ b7C

(%) 1 X Lenovo Type 4236 - VQ5 S/N: | |
1 ¥ AC Adapter Model 42T4418
1 X Dell Mouse DPPID: CN - O09RRC7 - 48729 - 385 - OPRS

Collected On: 08/25/2015

Seizing Individual: | | bé
Collected By:l | piC
Location Area: NA

Specific Location: NA

Device Type: Computer

Serial Number: |

Number of Devices Collected: 1




CLASSIFIED BY: WSILS  S748418T20 ALL INFCRMATION COHTAINEC

REASOH: 1.4 (O} HJEEEIN IS UNCLASSITIEC EXCZERT
- DECLASSTEY ON: 12-31-Z040 WHERE SHOWH OTHERWISE
DATE: 11-03-2014

FD-1057 {Rev, 5-8-10) i
FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: {U//F6868) Submit 1A Date: (05/04/2015

From: WASHINGTON FIELD

WEF-CT13
Contact: be
biC
Approved By: S53A
Drafted By:l |
bl

Case ID #: LBO (5//%8) b3

MISHANDLING OF CLASSIFIED; bTE

UNKNOWN SUBJECT OR COUNTRY;

SENSITIVE INVESTIGATIVE MATTER (SIM)
Synopsis: (U//PE86) To submit to the file a 1A associated with the
referenced serial.

Derived
Sources
assify On: 2040
Full Investigation Initiated: 07/10/2015
b3
_ b7E

Reference: Serial 82
Enclosure(s): Enclosed are the following items:

1. (U//rege) ' . " b7E

Details:

{(U//PeBe) This communiczation submits to the file a 1A associated
with Serial 82 ¢f the captioned file.

M/W
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DECLASSITIED BY . NSICGE I7<€518T3D

D CH 11-0%-2016
SECRET/NOFORN Y

INTERVEW PROFILE
Washington Field Office, Intelligence Division
August 31, 2015

Interviewee: (U) Justin Gregory Cooper
(U//FOH©) DOB:

(U/APEOH6) SSAN I
(U/FOBO

Summary: Justin Cooper registered the first secure socket layer (SSL)
certificate for the mail. clintonemail.com domain with Network
Solutions on 03/30/2009.> Additionally, Cooper is currently an advisor
to former President Bill Clinton and a Senior Advisor to the
technology company, Decision Sciences Corporation.”

Details: The mail clinfonemail. com domain was registered on 01/13/2009 by Perfect Privacy,
LLC.? Justin Cooper registered with Network Solutions the first secure socket layer (SSL)
certificate for the mail clintonemail.com domain on 03/30/2009, allowing encryption for web-
based applications. A second SSL certificate was registered on 02/05/2012 with Network
Solutions, but no individual was listed on the registration. The third, and current, SSL certificate
was registered on 09/13/2013 with GoDaddy without an individual listed on the registration.”

(U) Justin Cooper serves as an advisor to former President Bill Clinton. Cooper’s responsibilities
include managing President Clinton’s personal and professional relationships, and assisting with
political, business and personal finance issues. Cooper served many roles while President Clinton
was in office, including Senior Advisor and The President’s Aide. He has participated in
extensive international travel with President Clinton and helped the President author three books.
Cooper was involved in the establishment of the Clinton Foundation and continues to support it
along with the Global Clinton Initiative and the Clinton Family Foundation®, Cooper holds an
email address tied to President Clinton’s domair]

(U) Cooper is listed as the point of contact for Calle Mayor, LLC. The corporation’s address is
the same as the Clinton residence in Chappaqua, New York. Calle Mayor, LLC owns the
property at which J

(U Cooper has participated in advisory engagements outside of his role with President Clinton.
Cooper is the founder and CEO of Foxcroft Strategy Group, LLC. In this capacity, Cooper

I |

* Analysis conducted by Venafi TrustNet, “Digital Certificate Forensics: What Venafi TrustNet Tells Us about the Clinton Email
Server” (03/11/2015) :

* Cooper Biography on Decision Sciences Corporation website

* Whois.com

® Department of State Consolidated Consular Database information

¢ New York Times, “Roger Clinton is Wary, Chatty and Still Occasionally Attracting Attention™ (07/06/2015)

“SECRET/NOFORN-
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provndes diverse consulting services to agencies in the govemment, non-profit and prwate
sectors.” Foxcroft Strategy Group, LLC was incorporated in Delaware on 11/ 12/2013. Cooper is
also currently a Senior Advisor for Decision Sciences Corporation, a technology company that
utilizes cargo scanning technology to detect weapons of mass destruction (WMD) proliferation,
as well as explosives and contraband smuggling. Decision Sciences Corporation utilizes an
advisory board of diverse backgrounds, mcludmg scientists, business leaders and government
officials to improve their business capabilities.® Finally, Cooper previously served as a Senior
Advisor to Teneo Holdings. Teneo Holdings is a consulting firm co-founded by Doug Band, a
prior alde to President Clinton. Cooper is not currently listed on the website of Teneo Holdmgs

(U#S‘B'[r ) Cooper served as the B1/B2 non-immigrant visa (NIV) sponsor for| |
(DOB on NIV applications dated 10/23/2012 and 07/08/2015] |

b6

b7C

(U) Cooper received h1s Juris Doctorate from Fordham University and a Bachelor of Arts from
Amerlcan Umversﬂy

}éf'f-N-F) Presence in emails provided te the FBI on 08/86/2015

IX{RQ‘T") Cooper is associated with approximately 60 emails that were provided to the FBI on
08/06/2015. Cooper’s email activity indicates he and______|were the principal conduit to b6
provide information to President Clinton, as President Clinton did not appear to utilize a direct Bk
email address. The Clinton Foundation’s Haiti relief effort in 2010 was the most frequent topic of
conversation by Cooper, encompassing approximately ten emails.

' b6
(U) Author: SOS ‘ "F/ A/JS' | b7C
(U) Approval: ASC| i CV? ’(
ssa[ | g/4fts  Secre! D7

? State of Delaware Division of Corperatiens, File number 5431135
¥ Decision Sciences Corporation website
? Judicial Watch, “Teneo & The Clinton Machine” (04/30/2015)
Iﬂl—lﬁ s
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ALL FBI INTORMATION CONTAINED
. HERETIN IS UMCLASSIFIEL
CATE 11-0%-2016 BY JT6318T80 NSICC

FD-302a (Rev. 10-6-95)
-1-

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _09/01/2015

?f September 1, 2015, Special Agent| telephonically spoke wﬁhl | e

b7C
ssistant United States Attorney, Eastern District of Virginia (EDVA) andl |
Court Security Officer, United States Department of Justice (DOJ), to coordinate the transfer of digital
media from the Federal Bureau of Investigation (FBI) to DOJ.

Following the discussion, SA| land SA| bhysically provided a z'?c
DVD to hecurity Specialist, DOJ. The DVD was provided by the Operational

Technology Division (OTD) and contained a copy of digital content previously given to the FBI by
Williams and Connolly on August 6™ 2015.

3
Investigation on _ 09/01/2015 at Washington, DC 7E
File# | [~ eq Date dictated ___ N/A
6
By SA SA b7C

This document contains ncither recommendations nor conclusions of the FBL It is the property of the FBi and is loaned to your agency; it
and its contents are not to be distributed outside your agency.
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HEREIN 1S UHCLASSIFIED

l. ALL IMFCRMATION CONTAINED
OATE 11-0%3-2016 BY J376318T80 HMSICC

FD-302a (Rev. 10-6-95)
-1-

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _ 08/28/2015

b3
On 08/25/2015, Special Agent] |faxed| | b8

| phone bigc

|SA [received | e

Investigation on __08/25/2015 at Washington, DC - ziE

File# | |~9o Date dictated ___ N/A

b7C

This document contains neither recommendations nor conclusions of the FBL. It {s the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.






ELL INWECRIMATION COMTAINED
gERETN IS UNMCLRESSIFIED
0aTZ 11-03-Z016 BY J76J18TE0 NIICTC

FD-302a (Rev. 10-6-95)
i

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _09/03/2015

On September 3, 2015, a Confidential Human Source (CHS) provided the FBI] z:g
On September 4, 2015 ] b7D
b7E
b3
Investigation on __ 09/03/2015 at Washington, DC b7E
File# _| o /4 Date dictated ___ N/A
b6
_ By sl »7C

This document contains neither recommendations nor conclusions of the FBI, [t is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.
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ELL INFORMATION CONTAINED
. HEREIN IS UNCLASSIFIED

' ATE 11-03-2016 BY 376J18T20 NSICS
UNCLASSIFIED/ /FeBe

FD-302a (Rev. 10-6-95)

-1-
. FEDERAL BUREAU OF INVESTIGATION

Date of transcription _ 09/09/2015

(U//Fovoe On September 3, 2015, SA received a -zsc
response from eqarding a preservation request for the account bTE
The response is attached to this
communication in an FD-340.
: b3
Investigation on ___09/03/2015 at Washington, DC RIE
File# _| i K Date dictated 09/09/2015
— © bé
by SA 1/%{43){5 p7C

This document contains neither recommendations ner conclusions of the FBL. It is the property of the FBI and is-loaned to your agency; it
and its contents are nol to be distributed outside your agency.
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Rk

CLASSIZIED BY: NSICGE J76€518TERO
REASCH: 1.4 (T}

DECLASEHTIZY OM: 1Z-31-2040

O5TE. 11-03-Z01¢&

ALL INFCRARTION CONTAINEL
HEREIN IL- THCLASSITIEC EXCEFRT
WHERE SHOWH OTHERWIZE

FEDERAL BUREAU OF INVESTIGATION

Elecotronic Communication

Title: (U) The Submission of FD-340 Date: 09/16/2015

CC:I I

From: WASHINGTON FIELD b6
WF-CI13 ’ : k7C
Contact: |

Approved By: SSAl

Drafted By:l |
Case ID #: | A3 (s//8m) b1
: MISHANDLING OF CLASSIFIED; | b3
UNKNCWN SUBJECT OR COUNTRY; b7E

SENSITIVE INVESTIGATIVE MATTER (SIM)

Synopsis: (U//FeB0) To document the submission of FD-340 (1A} to the
1A sub-file of the capticoned case file.

Rea

Derived
Source

assify On: 2040

Full Investigation Initiated: 07/10/2015

b3
R7E

Reference: Serial @

Enclosure{s): Enclosed are the following items:
1. (& /MF) Original notes of FBI & ICIG meeting held on July 22, 2015.

Details:

{(//FOUO) This communication servers to document the submission of a
FD-340 (1A) to the 1A sub-file of the captioned case file.

SE T/ AOPORN.
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09/16/2015
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FD-1057 (Rev. 5-8-10) 1/
Sgﬂ!ﬁi NROFORN

CLASSIFIED BY: NSICGC J76J18To0 ALL IWEFURMATION COMTAINED

REASCHM: 1.4 {O) HEREZIN IS5 UDNCLESSITIED EXCEFRT
DECLASSITY QY 12-51-2040 WAEZRE SHCGWM OTHERMWICE

DATE- 11-03-3201%

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U} The submission of FD-340 Date: 09/16/2015

ce: | |

From: WASHINGTON FIELD
WF-CI13 _ b6
Contact: | : b7C

Approved By: SSAl

Drafted By:l |
Case ID #: '47{ (S / /MEF) pl
: - MISHANDLING OF CLASSIFIED; b3
UNKNOWN SUBJECT OR COUNTRY; S
SENSITIVE INVESTIGATIVE MATTER ({(SIM)
Synopsis: (U//FODO) To document the submission of FD-340 (lA) to the
1A sub-file of the captioned case file.
Derived
Sources
§sify On: 204
Full Investigation Initiated: 07/10/2015 b3
' b7E
Reference: Serial 18
"Encleosure(s): Enclosed are the following items:
b7E

1. /ME}y Original preservation response from
on July 31, 2015.

Details:

(U//PeE®) This communication serves to document the submission of
FD-340 (1lA) to the 1A sub-file of the captioned case file.

@Eﬁﬁ/ﬁwem
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Title: (U) The submission of FD-340

Re: | | 09/16/2015 b3
b7E

*"
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ALL INFORMATION {OCHTAIMED
. HERETH I5 IMNCLASSIFIED
CATE 11-05%-201& BY J7&€3138TE0 WSILGC
FD-302a (Rev. 10-6-95)
A=

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _09/15/2015

On September 14, 2015, Patrick F. Kennedy, the Under Secretary of State for Management, U.S.
Department of State, Washington, D.C., sent an LHM to FBI Director James B. Comey regarding the
captioned investigation.

The LHM is enclosed in the attached 1A.

b3

Investigation on __ 09/15/2015 at Washington, DC s

File # J |- sz Date dictated N/A
By 84 . _ : b6

pC

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it
and its confents are not to be distributed outside your agency.
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CLASSIPIED BY: KWSICC 376318780 ‘ALl THEORMATION CONTAINED
BEAICI: 1.4 D) BEREIN IZ UNCLASSIFIED EXCEPRT
DECLASSITY CH: 12-31-2040 WHERE SH0WN CTHERWISE

DATE: 11-0%-201¢

FEDERAL BUREAU OF INVESTIGATION

Eleotronio Communication

Title: (U//POH63 The submission of FD-340 - Date: 09/16/2015
cc: | | | b6
b7C
From: WASHINGTCON FIELD
WF-CI13
Contact:
Approved By: S$SA
Drafted By:
Case ID #: -qb (S//%E };;
MISHANDLING OF CLASSIFIED; bTE
UNENOWN SUBJECT OR COUNTRY;
SENSITIVE INVESTIGATIVE MATTER (SIM)
Synopsis: (U//FeYe) To document the submission of FD-340 to the 1A
sub-file of the captioned case file.
Full Investigation Initiated: (07/10/2015
b3
Reference: Serial 22 b7E
Enclosure{s): Enclosed are the following items: _
L. {}Qlﬁf% Original notes re interview of on July 30. b6
2015 ' b7C
Details:

(U/ /Y04 This communication servers to document the submission of a

" FD-340 (1A} to the 1A sub-file of the captioned case file.

M[ﬂﬁi‘ﬁnﬂ-



® @
o poon

Title: (U//PEBe) The submission of FD-340 ,

Re: 09/16/2015 ' ' ' ' b3
: b7E

L X

SE / /norermr
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CLASSIYIEC BY: WMSILCLC J7s8318TBO ALL INFORMATION COMTAINED
REASCM: 1.4 (L) HERETN IS UNCLASSIFIEL EZCEFRT
CECLASSIFY O¥: 12-32-Z040 WHEZRE SHOWM OTHERWISE
CATE: L1-09-201¢
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FEDERAL BUREAU OF INVESTIGATION

Eleotronic Communiloation

Title: (U//#889) Submission of FD-340 Date: 09/16/2015

ce:

From: WASHINGTON FIELD
WE-CIL13
Contact:l

Approved By: SSAl |

Drafted By:l |

Case ID §: “11 (S//WF)
MISHANDTTNG Or CThRESSITIED;
UNKNOWN SUBJECT OR COUNTRY;
SENSITIVE INVESTIGATIVE MATTER (SIM)

Synopsis: (U//PE8€) To document the submission of a FD-340 to the 1la
sub-file of the captioned case file.

T Multiple

classify On: 2040

Full Investigation Initiated: 07/10/2015

Refexenée:l Serial 23

Enclesure(s): Enclosed are the following items:
1 CK?ﬁﬁfﬁ Original notes re interview of Steve A. linick on BAugust
04, 2015

Details:

(U//FPo9%) This communication servers to document the submission of a
FD-340 (lA) to the 1A sub-file of the captioned case file.
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Title: (U//Fe9) Submission of FD-340-

Re: 09/16/2015 b3
bHTE
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FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U//Fe} Submission of FD-340 Date: 09/16/2015

cc:| | :

From: WASHINGTON FIELD
WF-CI13
Contact: |

Approved By: SSAI

Drafted By:l I

Case ID #: A% (/)
MISHANDLING OF CLASSIFIED;
UNKNOWN SUBJECT OR COUNTRY; .
SENSITIVE INVESTIGATIVE MATTER (SIM)
Synopsis: (U//AFeH< To document the submission of a FD-340 to the 1A

sub-file of the captioned case file.

classify On: 20

Full Investigation Initiated: 07/10/2015

Reference:l Serial 29

Enclosure{s) : Enclosed are the following items:
1. (}(TNF) Original notes re interview of cn Bugust 07,
2015.

Details:

(0//EeB€) This communication servers to document the submission of a
FD-340 (1A) to the 1A sub-file of the capticned case file.
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Submission of FD-340

Re: |

| 09/16/2015
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CLASSITIEC BY: NSICG JT7&Ji8TE0 ALL IWFORMATION CONTAINED
REASCH: 1.4 (D) BEREIN I3 UWNCLASSITIED EMCEPT
CECLASSIFY ON: 12-31-2040 WHERE SHOWHN CTHERWISE

CATE: 11-05-2016 o

FD-1057 (Rev. 5-8-10} \/ i//
. s T/ /ROFORNM

FEDERAL BUREAU OF INVESTIGATION

Electronis Communloation

GreiciaL RecoRn

M wpratut ey
¥ Cmubad FHI iofornmios tpuwm

Title: (U//F6H9) Submission of 'FD-340 Date: 09/16/2015
cc: ' | b6
p7C
From: WASHINGTON FIELD
WF-CI13
Contact: |
Approved By: SSAl
Drafted By:l |
Case ID #: 44 (/e bl
MISHANDLING OF CLAGSIFIED; b3
UNKNOWN SUBJECT OR COUNTRY; B7E
SENSITIVE INVESTIGATIVE MATTER {SIM)
Syneopsis: (U//P6H0) To document the submission of a FD-340 to the 1A
sub—-file section of the captioned case file.
Full Investigation Initiated: 07/10/2015 . b3
b78
Reference: Serial 30
Encleosure(s): Enclosed are the following items:
Rk Lo {}{fﬁfﬁ Original notes re interview of on July 31, bé

2015. ; b7C

Details:

{u//Ee8e) This communication servers to document the submission of a
FD-340 (1A) to the 1A sub-file of the captioned case.

M/m
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Title: (U//POYT) Submission of FD-340
Re: 09/16/2015 : _ b3
: - : b7E
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FEDERAL BUREAU OF INVESTIGATION
FOI/PA

DELETED PAGE INFORMATION SHEET
FOI/PA# 1353814-0

Tctal Deleted Page(s) = 105
Page 9 ~ b3; bo; b7C; b7E;

Page 16 ~ Referral/Consult;
Fage 17 ~ Referral/Consult;
Fage 18 ~ Referral/Consult;
Page 19 ~ Referral/Consult;
Page 20 ~ Referral/Consult;
Fage 21 ~ Referral/Consult;
Page 23 ~ bé; b7C; b7D; bTE;
Fage 29 ~ Referral/Consult;
Page 30 ~ Referral/Consult;
Page 31 ~ Referral/Consult;
Fage 32 ~ Referral/Consult;
Fage 33 ~ Referral/Consult;
Page 34 ~ Referral/Consult;
Page 35 ~ Referral/Consult;
Page 36 ~ Referral/Consult;
Fage 37 ~ Referral/Consult;
Page 3% ~ bé; b7C; b7D; bTE;
Page 40 ~ bé&; b7C; b7D; biE;
Page 41 ~ bké&; b7C; b7D; b7E;
Page 43 ~ bé; b7C; b7D; bTE;
Page 44 ~ bé; b7C; b7D; bTE;
Page 46 ~ Referral/Consult;
Page 47 ~ Referral/Consult;
Page 48 ~ Referral/Consult;
Fage 4% ~ Referral/Consult;
Fage 50 ~ Referral/Consult;
Page L1 ~ Referral/Consult;
Page 52 ~ Referral/Consult;
Fage 58 ~ Referral/Consult;
Fage 5% ~ Referral/Consult;
Page 60 ~ Referral/Consult;
Page 61 ~ Referral/Consult;
Page 62 ~ Referral/Consult;
Fage 63 ~ Referral/Consult;
Fage 64 ~ Referral/Consult;
Page 65 ~ Referral/Consult;
Page 66 ~ Referral/Consult;
Fage 67 ~ Referral/Consult;
Fage 68 ~ Referral/Consult;
Fage 6% ~ Referral/Consult;
Page 70 ~ Referral/Consult;
Page 71 ~ Referral/Consult;
Fage 72 ~ Referral/Consult;
Fage 73 ~ Referral/Consult;
Page 74 ~ Referral/Consult;
Page 75 ~ Referral/Consult;
Fage 76 ~ Referral/Consult;
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i

CLASSIFIED BY: HSICG J76518TE0D ALL INFORMATICH

SEASCH: 1.4 {4} HEREIN 15 UMCLASSIIIED EXCEPRT

Tt

DECLASSITY CH: 1Z-321-2040 WHERE EHOWH OTHERWIEE

OATE. 11-03-201¢

FEDERAL BUREAU OF INVESTIGATION

Collecsted Rem Log

Event Title: (5 | Date: 09/24/2015

Approved By: | |

Drafted By:l |

Case ID #: | |-foo (s//mm
MISHANDLING OF CLASSIFIED:;
UNKNOWN SUBJECT OR COUNTRY;

SENSITIVE INVESTIGATIVE MATTER {SIM)

Full Investigation Initiated: (7/10/2015

Collected From: )&} Wilmer Hale
1875 Pennsylvania Ave NW
Washington, District Of Columbia

Receipt Given?: No
Holding Office: WASHINGTON FIELD
Details: No Details Provided

Item Type Description
1B Digital iU} GQ 1 Apple Mac Book Air Laptop S/N COZLFOICFM74
Collected On: 09/24/2015
Seizing Individual: | |
Collected By: |
Location Area: NA
Specific Location: NA
Device Type: Computer
Number of Devices Collected: 1

“Tpexky/ /oreRs

This document contains neither recommendations nor conclusions of the FBL It is the property of the FBI and is loaned to your agency; it and its

contents are not to be disiributed outside your agency.
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Title: (3] | z;
Re: | _} 08724/2015 b7E
*



CLASSIFIED BY: MSICC  J76J12TB0 :MJL THFERG el TN -CONTHINED

- REASON: 1.4 (O ':EZ.;EIH IS UNCL.ASSIM?IED EXZCERT
DECLASSITY QI 132-51-2040 WHERE SHOWI OTHERWISE
DATE: 11-03-301¢

M/f/ﬂeﬁenﬂ

FEDERAL BUREAU OF INVESTIGATION b1

FD-1087 (Rev, 5-8-10)

Collected fem Log b3
HTE
Event Title: {S) Date: 09/%5/2015

Approved By:l |

b6
b7C
Drafted By:l I
: bl
Case ID #:l fuﬂ {S/ /A 53
MISHANDLING OF CLASSIFIED; BIE
UNKNOWN SUBJECT OR COUNTRY;
SENSITIVE INVESTIGATIVE MATTER (SIM)
Full Investigation Initiated: 07/10/2015
i Collected From: EK(:William Connolly, LLP
725 12th Street NW
Washington, District Of Columbia 20005
Receipt Given?: No
Holding Office: WASHINGTON FIELD
Details: No Details Provided
Item Type Description
1B General [f) Gﬁ Envelope of Documents
Collected On: 08/25/2015
Seizing Individual: | b6
Collected By: | b7C

Location Area: NA
Specific Location: WA

‘SEnaIT/ /NoreRt
This document contains neither recommendations nor conclusions of the FBI, It 15 the pfopcrty of the FBI and is leaned to your agency!; it and its
contents are nol to be distributed outside your agency.
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CLASEIFIEDR RY: HSICG J7&£J18T80 ALL INFORMETION CCHTAINED
REASCTM: L 4 (&) HEREINW IS5 DHCLASSITIED EXCEFRT
CECLASSIFY CH: 12-31-20408 WHERE SHCHN OTHERWISE

CATE: 11-02-201¢

FD-1087 (Rev. 5-8-10} js & /

FEDERAL BUREAU OF INVESTIGATION

Collected Rem Log

Event Title: (U) FED EX BY| | Date: 09/29/2015 bIE
Approved By:l I b6
- b7C
Drafted By:
‘Case ID #:| ol (s//ur) };;
MISHANDETING OF CLASSIFLIED; '

UNEKNOWN SUBJECT OR COUNTRY; BiE
SENSITIVE INVESTIGATIVE MATTER (SIM)°
Full Investigation Initiated: 07/10/2015
Collected From: (U} | I ' : b7E
Receipt Given?: No
Holding Office: WASHINGTON FIELD
Details: No Details Provided
Item Type Description
1B Digital {U) DNY 32 GB USB 30
Collected On: 098/29/2015
Seizing Individual: | | be
Collected By: | | ' p7C

Location Area: WN/A

Specific Location: N/A

Device Type: USB Micro Storage Device {(thumb drive)
Number of Devices Collected: 1

@pﬁ@/—nerem

This document contains neither recommendations nor conclusions of the FBL. 1t is the property of the FBI and is loaned te your agency; it and its
contents are not to be distributed outside your agency.



”E;pﬂﬁé)/uoronu-
Title: (U) FED EX BY| | b3

Re: | loo/25/2015 b7E

¢

;Epiﬁgffﬂeeean



SN W




/,h

FD-1087 (Rev. 5-8-10) y
;MT /IOPERN

{0

CLASSIFIED BY: NMSICG  J762J18TE0
REASOM: 1.4 ()

DECLASSIZTY O  12Z-31-2040

DATE- 11-03-3201%

ALL IMFCRAABTION {OMTAINED

WHEZIRE ISHCGHWH OTHERWIZE

HERETN I5 THNCLRASSITIEC EXCEET

FEDERAL BUREAU OF INVESTIGATION

Collected Hem Log

Event Title: (38) Date: 10/05/2015

Approved By: |

Drafted By:

Case ID #: 404 (S/ /M
MISHANDLING OF CLASSIFIED;
UNKNOWN SUBJECT OR COUNTRY;
SENSITIVE INVESTIGATIVE MATTER (SIM)

Full Investigation Initiated: 07/10/2015

- Collected From: &Q Partner Katherine Turner
Williams & Connoclly LLP

Receipt Given?: No
Holding Qffice: - WASHINGTON FIELD
Details: No Details FProvided

Item Type . Description

1B Digital fU} GQ Seagate Desktop External Hard Drive 1000 GB, S/N
2GHJ026M/Power Supply/USB Cable
Collected On: 10/03/2015
Seizing Individual:l |
Collected By: | |
Location Area: NA
Specific Location: NA
Device Type: Hard Drive
Serial Number: 2GHJ026M
Number of Devices Collected: 1

MI JHOTORN

This document contains neither recommendations nor conclusions of the FBL [t is the property of the FBI and is leaned to your agency; it and its
contents are not to be distributed outside your agency.
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Title: (S}]

Re: 10705/2015

1

1B Digital iUf CB{ Datto Server Supermicro 2V Server, Model 52000,
S/N O002590AFDEBE, Invoice 482547 bé
Collected On: 10/03/2015 bic
Seizing Individual: | |
Collected By: | I
Location Area: NA
Specific Location: NA
Device Type: Hard Drive
Seriad Number: 0025%0AFDEBE
Number of Devices Collected: 1

1B Digital iy (X) Dell Power Edge 1950 (Service Tag S5YSXWBI)
(Express Service Code 12988372429} Physical Blackberry
enterprise Service (BES) '
Collected On: 10/03/2015
Seizing Individual: | b6
Collected By: | bic
Location Area: RA
Specific Location: NA
Device Type: Hard Drive
Nuniber of Devices Collected: |1

1B Digital {U? (}6 Q MNAP Network Attached Storage {NAS) Device Model
TS-1078 Pre, Serial #Q-11AI10175, 21.76 TB Total ' L6
Capacity centaining ITB Data Loaded from PRN Servers & b7cC
Equipment '
Collected On: 10/03/2015

Seizing Individual: |
Collected By:

Location Area: NA

Specific Location: NA

Device Type: Hard Drive

Number of Devices Collected: 1

L 4 4
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CLASSITIED BY: MNEICC J7£318180 ALL TNFORMATION CONTAINED
REASOM: 1.4 (C)
CECLASSIEY OM: 12-31-2040

WAERE SHCOWHN OTHERWISE
CATE: 11-03-201&

HEREIN 135 DHCLASSITIED EXCERT

SERRET/ /morens

FEDERAL BUREAU OF INVESTIGATION

Collectad Item Log

Event Title: {3) Date: 10/05/2015

Approved By:

Drafted By:l |

Case ID #:l +109 {S//N?i
MISHANDLING OF CLASSIFIED;
UNKNOWN SUBJECT OR COUNTRY;
SENSITIVE INVESTIGATIVE MATTER (SIM)

Reangn: 1.4(b)
Derived

NSISsC-2
Full Investigation Initiated: 07/10/2015

Collected From: }ﬁ) Wilmer Hale
1875 Pennsylvania Ave NW
Washington, District Of Columbia 20006

Receipt Given?: No

Holding Office: WASHINGTON FIELD

Details: No Detaills FProvided
Item Type Description
1B Digital i Apple Mac Pro S$/N W893361H6644, Power Cord

Collected On: 10/05/2015

Seizing Individual: | |
Collected By: | |
Locaticon Area: NA

Specific Location: HNA

Device Type: Hard Drive

Number of Devices Collected: 1

M/m )

This decument contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its
contents are net ¢ be distributed outside your agency.
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. . ‘ ALL IMECRMATION COMTAIMNED
HEREIN IS5 UNCLASSIFIEDR
DATE 11-03-2016 BY 376318780 HSICS

FD-302a (Rev. 10-6-95)
-1-

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _10/07/2015

On October 6, 201 Attorney at Law, Day Pitney LLP, 1100 New York Ave, ggc
NW Suite 300, Washington D.C. 20003, telephone] email | |external
counsel for Datto Inc., electronically mailed S to advise that Datto Inc., had

received a letter from Chairman Johnson of the Homeland Security & Government Affairs Committee
regarding the captioned matter.

A copy of the email and attached letter from Chairman Johnson are enclosed in a 1 A.

: b3
Investigation on ___ 10/07/2015 at Washineton, DC bTE
File # -9 Date dictated ___N/A
bé
By SA b7C

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it
and {ts contents are not to be distributed outside your agency. '
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CLASSIFIZLC BY: HNSICC  J7sJ1ETE0

EEASCH: 1.4 (T
. CECLASSIEY ON: 12-31-2040

(Rev. 05-01-2008) CATE: 11-0%-:01&

i 1
_-U‘
T

M/ fARPeRay ALL INFORMATICN COMTAINED

HEREIN 15 UMCLASSITIEL EXCEPRT

FEDERAL BUREAU OF INVESTIGATION WHERE SHOWN OTHERWISE

Title: (U//Fo¥9) Transcript of Congressional Testimony
Date: 11/23/15

To: Washington Field

From: Washington Field

CI-12
Contact: SOS |

Approved By: ssa|

Drafted By:

Case ID #: Pé//ﬁf') -~ 1to

(8/ /48
MISHANDLING OF CLASSIFIED;
UNKNOWN SUBJECT OR COUNTRY;
SENSITIVE INVESTIGATIVE MATTER (SIM)

Synopsis: (U//FeH€) Documentation of Congressional testimony
transcript '

Enclosure(s): Enclosed are the following items:
1. (U//Fe9¥S} CD with digital copy of Congressicnal testimony

: HB83J83T4

Derived Fro dated 20130301

sify On: 20401231

Details: (U//F8¥S) Former Secretary of State Hillary Clinton
testified before the United States House of Representatives Select

Committee on Benghazi on 10/22/15. FBI Attorney|

accegssed a transcript of the testimony via the Washington Post on

or about 10/22/1% and emailed the document to Staff Operations
Specialist (SOS)i lon 10/23/15. A digital
copy of the verbatim transcript of Clinton’s testimony will be
maintained on a CD via the associated 1A.
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, CLAISIFIED BY: NSICG I7&518TE80D

) REAZOW: 1.4 I
: 3 . DECLASSTIEY CW: 1Z2-31-7041
(Rev. 05-01-2008) DATE: 11-03-2015
SE T/ AOFORN- ALL INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED EXCEPT

FEDERAL BUREAU OF INVESTIGATION ‘#FRE SHTMN OTHERMISE

Precedence: ROUTINE ' Date: 1/5/2016
To: Washington Field
From: Washington Field

CI-13
Contact: SAl

Approved By: Priestap E.W.i?‘g? L

] &dm

Drafted By:
Tl case ID #: (K —-12%

Title: (5)

MISHANDLING OF CLASSIFIED;
UNKNOWN SUBJECT OR COUNTRY;
SENSITIVE INVESTIGATIVE MATTER (SIM)

‘U] Synopsis: (}QLN?T Provides FBI Washington Field Office (WFO) the
conditional autherity of Original Classifying ARuthority (OCA) E. W.
Priestap, Assistant Director, Counterintelligence Division (CD}, to
show SIDNEY BLUMENTHAL, and his legal counsel, an emall sent by
BLUMENTHAL that has since been deemed tc contaln classified

information. . ;
C ied By: H83J83T44
Derived From: ated 20130301
Declassi n: 2040123
3 Details: //AF) This communication requests the conditiocnal

authority of Original Classifying Authority (CCA) E. W. Priestap,
Assistant Directcor, Counterintelligence Division (CD), to show

SIDNEY BLUMENTHAL, and his legal counsel, an emall sent by BLUMENTHAL
that has since been deemed to contain classified FBI- information.

I }ﬁy/ﬁ?) For background information, WFO will be conducting an
interview of BLUMENTHAL regarding his knowledge of matters relevant

%/ﬂiﬁf‘@ﬁﬂ-
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{Rev. 05-01-2008) .

Eysﬁg;//nefeau

FEDERAL BUREAU OF INVESTIGATION

to the captioned investigation. The interview will be conducted on
1/7/2016 and will also be attended by his legal counsel from Sidley
Austin LLP and attorneys from the Department of Justice.

CK?fNF) During the course of the interview, WFO plans to show
BLUMENTHAL and his counsel a copy of the attached email that he sent
on April 23, 2010 to the former Secretary of State, Hillary Clinton.
Showing the email to BLUMENTHAL and his counsel will allow WFO to
pursue a logical line of questions regarding the circumstances in
which the email was sent. During a recent classificaticn review the
FBT deemed that portions of the email contain information classified
at SECRET level.

C&?ﬁﬁ?}) WFO confirms that showing the email will not result in
previous unknown sources or informants being revealed, will not
negatively impact other case equities, and will not disclose
information from any other agency or foreign government.

)ﬁ?fN?T'AS a result, CD provides one-time OCA authority for FBI WFQ
to show BLUMENTHAL and his legal counsel the email above during its
planned interview.

(§/ /%Py Prior to showing BLUMENTHAL, and his legal counsel the
email, BLUMENTHAL and his legal counsel should execute a
non-disclosure agreement. In addition, FBI WFO should advise
BLUMENTHAL of his past and present obligations to protect classified
information including the contents of the email. FBI WFO will
document these discussions in its FD-302.

EEQ Any questions or concerns regarding this matter can be addressed
to SA| I
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‘l" REASCH: 1.4 (T3

CECLASSITY Qi
CATE: L11-02-201&

FD-1087a (Rev. 5-8-10) >‘€\/
SECKET/ /MOFORN-

FEDERAL BUREAU OF INVESTIGATION

Evidence Entry

Event Title: (S}

Approved By:

Drafted By:

12-31-:2041

Case ID §#: {S/ /4

OrriciaL HEG_@D}

MISHANDLING OF CLASSIFIED;
UNKNOWN SUBJECT OR COUNTRY:
SENSITIVE INVESTIGATIVE MATTER (SIM)

Rea

Derived FBI
NSISC-20

Full Investigation Initiated: 0?/10/20i5
Collected By: Missing on Missing
Collected From: Department of State
Receipt Given?: No

Holding Office: WASHINGTON FIELD

Item Type Description

1B Digital {1 (3 1 Thumb Drive with Green Unclassified Sticker On

Tt
Collected On: 01/07/2016

Seizing Individual:

Located By: |

Location Area: NA
Specific Location: Na

bl
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01/08/2016
bé
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Device Type: USB Micro Storage Device (thumb drive)

Number of Devices Collected:

}@/ /ROFORN
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01/08/2016

Title: (3}
Re:
1B Digital
*

T} P 1 Thumb Drive with Red Secret Sticker On It

Collected On: 01/07/2016

Seizing Individual:

Located By: | |

Location Area: NA

Specific Location: NA

Device Type: USB Micro Storage Device (thumb drive)
Number of Devices Collected: 1
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